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Abstract: This paper presents a general overview of the steganography. Steganography is the art of hiding the very presence of
communication by embedding secret messages into innocuous looking cover documents, such as digital images. Detection of
steganography, estimation of message length, and its extraction belong to the field of steganalysis. Steganalysis has recently received a
great deal of attention both from law enforcement and the media. In this paper review the what data types are supported, what methods
and information security professionals indetecting the use of steganography, after detection has occurred, can the embedded message
be reliably extracted, can the embedded data be separated from the carrier revealing the original file, and finally, what are some
methods to defeat the use of steganography even if it cannot be reliably detected.
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1. INTRODUCTION

Steganography comes from the Greek words Steganos
(Covered) and Graptos (Writing) [1]. In the past, people used
hidden tattoos or invisible ink to convey steganographic
content. Today, computer and network technologies provide
easy-to-use communication channels for steganography[2].
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Figure 1. Overview of steganographic system

Steganography is a technique of information security that
hides secret information within a normal carrier media, such
as digital image, audio, video, etc. An unauthorized attempt to
detect and extract the hidden secret information from stego is
known as steganalysis [3]. The embedding process creates a
stego medium by replacing these redundant bits with data
from the hidden message. Modern steganography goal is to
keep its mere presence undetectable. classical steganographic
system’s security relies on the encoding system’s secrecy. An
example of this type of system is a Roman general who
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shaved a slave’s head and tattooed a message on it. After the
hair grew back, the slave was sent to deliver the now-hidden
message.Although such a system might work for a time, once
it is known, it is simple enough to shave the heads of all the
people passing by to check for hidden messages—ultimately,
such a steganographic system fails. Modern steganography
attempts to be detectable only if secret information is
known—namely, a secret keys [4]. A block diagram of a
generic blind image steganographic system is depicted in Fig.
1. A message is embedded in a digital image by the
stegosystem encoder, which uses a key or password. The
resulting stegoimage is transmitted over a channel to the
receiver, where it is processed by the stegosystem decoder
using the same key[5].

2. CATEGORIES OF IMAGE
STEGANOGRAPHY

Almost all digital file formats can be used for
steganography, but the formats that are more suitable
are those with a high degree of redundancy.

steganography

Image Audio Text Video

Figure 2. Categories of steganography
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Redundancy can be defined as the bits of an object
that provide accuracy far greater than necessary for the
object’s use and display [6].

2.1 Image steganography

To hide information, straight message insertion may encode
every bit of information in the image or selectively embed the
message in —noisyl areas that draw less attention—those
areas where there is a great deal of natural color variation [7].
The message may also be scattered randomly throughout the
image. A number of ways exist to hide information in digital
media. Common approaches include

2.1.1 Least significant bit insertion
2.1.2 Masking and filtering

2.1.3 Redundant Pattern Encodings
2.1.4 Encrypt and Scatter

2.1.5 Algorithms and transformations

2.2 Audio steganography

Audio Steganography is a method of hiding the
message in the audio file of any formats.EAS provides
an easy way of implementation of mechanisms .When
compared with audio steganography. Apart from the
encoding and decoding in

Audio steganography[10]. EAS contain extra layers
of encryption and decryption. The four layers in EAS
are:
2.2.1 Encoding
2.2.2 Decoding
2.2.3 Encryption
2.2.4 Decryption

2.3 Text steganography

Since everyone can read, encoding text in neutral sentences is
doubtfully effective. But taking the first letter of each word of
the previous sentence, you will see that it is possible and not
very difficult. Hiding information in plain text can be done in
many different ways[8][9] Many techniques involve the
modification of the layout of a text, rules like using every n-th
character or the altering of the amount of white space after
lines or between words.

2.4 Video steganogrphy

Video files are generally a collection of images and sounds, so
most of the presented techniques on images and audio can be
applied to video files too .The great advantages of video are
the large amount of data that can be hidden inside and the fact
that it is a moving stream of images and sounds.Therefore,
any small but otherwise noticeable distortions might go by
unobserved by humans because of the continuous flow of
information.

3. STEGANOGRAPHIC TECHNIQUES
There are quite a lot of approaches in classifying
steganographic techniques. These approaches can be
classified in accordance with the type of covers used with
secret communications. Another possibility is done via sorting
such approaches depending on the type of cover modification
already applied in the process of embedding. Steganographic
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techniques that modify image files for hiding information
include the following[11]:

e  Spatial domain;

e  Transform domain;

e  Spread spectrum;

e  Statistical methods; and

e Distortion techniques

3.1 Steganography in the spatial domain

In spatial domain methods a Steganographer
modifies the secret data and the cover medium in the
spatial domain, which is the encoding at the level of the
LSBs. This method has the largest impact compared to
the simplicity [12]. Spatial steganography mainly
includes LSB (Least Significant Bit) steganography
Least significant bit (LSB) insertion is a common,
simple approach to embedding information in a cover
image . The least significant bit (in other words, the 8th
bit) of some or all of the bytes inside an image is
changed to a bit of the secret message.

Pixel: (10101111 11101001 10101000)

(10100111 01011000 11101001)
(11011000 10000111 01011001)
Secret message: 01000001
Result: (10101110 11101001 10101000)
(10100110 01011000 11101000)

(11011000 10000111 01011001)

3.2 Steganography in the frequency
domain

New algorithms keep emerging prompted by the performance
of their ancestors (Spatial domain methods), by the rapid
development of information technology and by the need for
an enhanced security system. The discovery of the LSB
embedding mechanism is actually a big achievement. DCT is
used extensively in Video and image (i.e., JPEG) lossy
compression. Most of the techniques here use a JPEG image
as a vehicle to embed their data.

JPEG Compression Phase

Quantization
. Tahle

88 Blocks
Caver Image
Figure 3. Data Flow Diagram showing a general process of
embedding in the frequency domain.
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JPEG compression uses DCT to transform successive sub-
image blocks (8x8 pixels) into64 DCT coefficients.

3.3 Transform domain technique

We have seen that LSB modification techniques are easy
ways to embed information but they are highly vulnerable to
even small cover modifications. It has been noted early in the
development of steganographic systems that embedding
information in the frequency domain of a signal can be much
more robust than embedding rules operating in the time
domain. Transform domain methods hide messages in
significant areas of the cover image which makes them more
robust to attacks, such as compression, cropping, and some
image processing, than the LSB approach. However, while
they are more robust to various kinds of signal processing,
they remain imperceptible to the human sensory system.
Many transform domain variations exist. One method is to use
the discrete cosine transformation (DCT) [13][14]. This
method is used, but similar transforms are for example the
Discrete Fourier Transform (DFT). These mathematical
transforms convert the pixels in such a way as to give the
effect of “spreading” the location of the pixel values over part
of the image. The DCT transforms a signal from an image
representation into a frequency representation, by grouping
the pixels into 8 x 8 pixel blocks and transforming the pixel
blocks into 64 DCT. DCT is used in steganography as- Image
is broken into 8x8 blocks of pixels. Working from left to
right, top to bottom, the DCT is applied to each block[15].

3.4 Spread spectrum

Spread spectrum communication describes the process of
spreading the bandwidth of a narrowband signal across a wide
band of frequencies. This can be accomplished by modulating
the narrowband waveform with a wideband waveform, such
as white noise. After spreading, the energy of the narrowband
signal in any one frequency band is low and therefore difficult
to detect[16].

3.5 Statistical methods

Statistical Methods also known as model-based techniques,
these techniques tend to modulate or modify the statistical
properties of an image in addition to preserving them in the
embedding process. This modification is typically small, and
it is thereby able to take advantage of the human weakness in
detecting luminance variation [17]. Statistical steganographic
techniques exploit the existence of a “1-bit”, where nearly a
bit of data is embedded in a digital carrier. This process is
done by simply modifying the cover image to make a sort of
significant change in the statistical characteristics if a “1” is
transmitted, otherwise it is left unchanged. To send multiple
bits, an image is broken into sub-images, each corresponding
to a single bit of the message [18].

3.6 Distortion techniques

Distortion techniques store information by signal distortion
and measure the deviation from the original cover in the
decoding step[19]. In contrast to substitution systems,
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distortion techniques require the knowledge of the original
cover in the decoding process. Alice applies a sequence of
modifications to a cover in order to get a stego-object; she
chooses this sequence of modifications in such a way that it
corresponds to a specific secret message she wants to
transmit. Bob measures the differences to the original cover in
order to reconstruct the sequence of modifications applied by
Alice, which corresponds to the secret message[20].

4. DIFFERENCE BETWEEN
CRYPTOGRAPHY AND

STEGANOGRAPHY

Basically, the purpose of cryptography and steganography is
to provide secret communication. However, steganography is
not the same as cryptography. Cryptography scrambles a
message by using certain cryptographic algorithms for
converting the secret data into unintelligible form. On the
other hand, Steganography hides the message so that it cannot
be seen. Cryptography offers the ability of transmitting
information between persons in a way that prevents a third
party from reading it. Cryptography can also provide
authentication for verifying the identity of someone or
something. In contrast, steganography does not alter the
structure of the secret message, but hides it inside a cover-
image so it cannot be seen. Staganography and cryptography
differences are briefly summarized following in Table I.

TABLE I. DIFFERENCE =~ BETWEEN  CRYPTOGRAPHY  AND
STEGANOGRAPHY
CRYPTOGRAPHY STEGANOGRAPHY

Known message passin .
ge passing Unknown message passing

Common technology Little known technology

Technology still being
developed for certain
Formats

Most of algorithm known by
all

Steganography does not alter
the structure of the secret
message

Cryptography alter the
structure of the secret message

5. METHODS OF STEGANALYSIS
Steganalysis is "the process of detecting steganography
by looking at variances between bit patterns and
unusually large file sizes”. It is the art of discovering
and rendering useless covert messages [21]. The goal of
steganalysis is to identify suspected information
streams, determine whether or not they have hidden
messages encoded into them, and, if possible, recover
the hidden information, unlike cryptanalysis, where it is
evident that intercepted encrypted data contains a
message. The process of steganalysis is depicted in Fig.
4.
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Figure 4. Process of steganalysis

It is the art of discovering and rendering useless covert
messages [21]. The goal of steganalysis is to identify
suspected information streams, determine whether or
not they have hidden messages encoded into them, and,
if possible, recover the hidden information, unlike
cryptanalysis, where it is evident that intercepted
encrypted data contains a message. The process of
steganalysis is depicted in Fig. 4.

6. VISUAL DETECTION
Most steganographic programs embed message bits

either sequentially or in some pseudo-random fashion.
In most programs, the message bits are chosen non-
adaptively independently of the image content. If the
image contains connected areas of uniform color or
areas with the color saturated at either 0 or 255, we can
look for suspicious artifacts using simple visual
inspection after preprocessing the stego-image. Even
though the artifacts cannot be readily seen,we can plot
one bit-plane (for example, the LSB plane) and inspect
just the bit-plane itself [22].This attack is especially
applicable to palette images for LSB embedding in
indices to the palette.

7. STATISTICAL DETECTION
Statistical attack that can be applied to any steganographic

technique in which a fixed set of Pairs of Values (PoVs) are
flipped into each other to embed message bits[23]. These
methods use first or higher order statistics of the image to
reveal tiny alterations in the statistical behavior caused by
steganographic embedding and hence can successfully detect
even small amounts of embedding with very high accuracy.

8. CONCLUSION

The meaning of Steganography is hiding information and the
related technologies. The purpose of this paper is to present a
survey of various approaches for image steaganography based
on their various types and techniques.
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