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Abstract: This study presents the design and evaluation of a quantum-resistant federated learning protocol (QFLP) for secure, privacy-
preserving financial fraud detection across globally distributed institutions. Traditional federated learning frameworks suffer from
exposure to gradient inference attacks, model poisoning, and vulnerability to future quantum adversaries. To overcome these challenges,
QFLP integrates lattice-based post-quantum cryptographic primitives (CRYSTALS-Kyber, Dilithium), secure multi-party aggregation,
and anomaly-aware trust scoring into a unified federated architecture. Each participating node locally trains a fraud detection model
using non-identically distributed transactional data and transmits encrypted, masked updates to a coordinating server for robust
aggregation. Simulation experiments under adversarial, non-11D, and bandwidth-constrained conditions demonstrate that QFLP achieves
faster convergence, superior fraud recall, and up to 42% reduction in false positive rates compared to baseline FL methods. Despite
minor increases in bandwidth and encryption latency, the protocol sustains low computational overhead while delivering strong
cryptographic guarantees against both classical and quantum attacks. The QFLP framework enables compliant, cross-border
collaboration without raw data exchange, offering a scalable foundation for modernizing decentralized financial security. This work
contributes a resilient software architecture aligned with emerging regulatory, cryptographic, and operational demands in post-quantum
secure fintech environments.
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1. INTRODUCTION

The global financial ecosystem is increasingly reliant on
interconnected digital infrastructures, where vast volumes of
transaction data flow across borders in real time. With this
interdependence comes an elevated threat of fraud, especially
as adversaries exploit regional regulatory gaps, asymmetric
data protections, and outdated detection systems [1], [2].
Traditional fraud detection frameworks—Iargely centralized
and static—are no longer sufficient in an environment
characterized by distributed fintech services, dynamic attack
vectors, and evolving privacy laws such as GDPR, CCPA, and
PSD2 [3], [4].

There is a growing need for decentralized, intelligent, and
privacy-preserving fraud detection systems capable of learning
from global data patterns without violating local data
sovereignty. Federated learning (FL) has emerged as a
powerful paradigm for training machine learning models across
decentralized nodes without requiring raw data centralization
[5], [6]. However, conventional FL implementations remain
vulnerable to multiple classes of attacks, including inference
attacks, poisoning of model updates, and adversarial model
inversion [7], [8]. Additionally, in the context of cross-border
financial networks, FL systems must navigate a complex
landscape of encryption compliance, bandwidth constraints,
and trust asymmetries among stakeholders [9].

To address these challenges, this paper proposes a Quantum-
Resistant Federated Learning Protocol (QFLP) that integrates
secure aggregation, differential privacy, and post-quantum
cryptographic primitives to ensure privacy-preserving, fraud-
resilient model convergence across international financial
institutions. The protocol is designed to resist both classical and
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emerging quantum-based attacks through the implementation
of lattice-based cryptography (e.g., CRYSTALS-Kyber) for
secure model parameter exchange and homomorphic
encryption for encrypted inference validation [10]-[12].

Furthermore, we embed a secure multi-party aggregation
(SMPA) layer that enables model updates to be jointly
computed without revealing individual contributions [13]. This
is complemented by an anomaly-tolerant model consensus
mechanism that filters malicious gradients using trust-weighted
clustering [14], [15]. To ensure regulatory alignment, our
system includes compliance-aware encryption policies tailored
for jurisdictional boundaries in cross-border data handling [16].

The architecture is validated through simulations using
synthetic and real-world transaction datasets, with performance
benchmarks covering model accuracy, fraud detection recall,
encryption overhead, bandwidth utilization, and convergence
speed under various adversarial conditions [17], [18]. The
results demonstrate that our protocol significantly outperforms
baseline federated models in both security robustness and fraud
detection sensitivity, even under constrained network
topologies and partial node compromise.

This work contributes a cryptographically secure, Al-driven
defense framework for cross-border financial fraud detection,
aligning with global efforts to modernize financial
infrastructure security against emerging quantum threats [19],
[20].

2. AIM AND OBJECTIVES

The aim of this study is to design, implement, and evaluate a
quantum-resistant federated learning protocol that enables
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secure, privacy-preserving, and robust fraud detection across
decentralized  financial networks spanning  multiple
jurisdictions.  The protocol integrates  post-quantum
cryptographic primitives, secure aggregation techniques, and
anomaly-aware trust mechanisms to ensure the confidentiality,
integrity, and reliability of machine learning processes in
globally distributed, regulation-sensitive environments.

The objectives are therefore:

e To design a federated learning architecture that supports
collaborative fraud detection across cross-border financial
institutions without exposing raw transaction data.

e To implement a secure aggregation scheme using lattice-
based cryptography (e.g., CRYSTALS-Kyber) and
differential privacy to protect intermediate model updates
from inference and reconstruction attacks.

e To develop an anomaly-aware trust model that detects and
mitigates  poisoning or adversarial updates from
compromised nodes during the federated training process.

e To integrate post-quantum secure communication
protocols for federated model synchronization, ensuring
resilience against quantum-enabled interception and
decryption.

e To simulate and benchmark the proposed protocol using
synthetic and real-world financial transaction datasets,
evaluating metrics such as detection accuracy,
convergence time, encryption overhead, communication
efficiency, and fault tolerance under adversarial
conditions.

e To compare the performance of the quantum-resistant
protocol against conventional federated learning systems
under varying threat models and cross-border compliance
constraints.

3. METHODOLOGY

The proposed federated fraud detection architecture is
structured around a secure, decentralized training framework in
which participating financial institutions—serving as federated
nodes—perform local model training on sensitive transactional
data without exposing raw records. These nodes are distributed
across  geographically —and  jurisdictionally  diverse
environments, including retail banks, payment processors, and
digital asset exchanges. Each node locally trains a fraud
detection model using its native dataset and contributes
encrypted model updates to a central coordinating server for
global aggregation. This layered configuration ensures data
locality, preserves privacy, and facilitates cross-border
compliance, while maintaining synchronized learning across
the global financial network [5], [6], [9]-

Each federated node hosts a secure execution environment,
such as a Trusted Execution Environment (TEE) or a
sandboxed container, where gradient updates are computed and
signed using post-quantum secure digital signature schemes
(e.g., CRYSTALS-Dilithium) to authenticate update origin and
integrity [10], [11]. To ensure forward secrecy and resistance
against quantum adversaries, each round of model update is
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encrypted using a lattice-based key encapsulation mechanism
(CRYSTALS-Kyber), followed by homomorphic masking
prior to aggregation [11], [12]. Updates are transmitted over
TLS channels secured using quantum-resilient handshake
primitives, with periodic key rotation enforced every five
aggregation rounds or after the transmission of 256 model
parameters, whichever comes first [10].

A Secure Multi-Party Aggregation (SMPA) protocol is
deployed at the coordinating server, ensuring that only
aggregate model parameters—never individual
contributions—are visible post-aggregation [13]. To enhance
robustness against malicious or compromised clients, the server
integrates a trust-weighted anomaly detection engine built
using XGBoost [20] and updated with trust decay and historical
compliance behavior per node [14], [15]. Nodes demonstrating
anomalous gradient norms or repeated cryptographic
authentication failures are isolated and excluded from
aggregation for subsequent rounds [8].

To simulate operational realism, the architecture was deployed
using the Flower federated learning framework integrated with
PySyft and PyTorch for secure model training, and
PyCryptodome for post-quantum cryptographic primitives. The
simulation environment comprised 30 federated nodes, each
trained on distinct, non-identically distributed (non-11D)
subsets of both synthetic and anonymized real-world financial
transaction datasets [17], [18]. Data distributions were
designed to emulate real-world fraud typologies—such as card-
not-present (CNP) fraud, identity spoofing, transaction
laundering, and insider manipulation—while also introducing
heterogeneity in label distributions and feature space.

Network conditions were varied across simulations to reflect
realistic cross-border financial infrastructure constraints.
Transmission latencies were artificially modulated between 50
and 300 ms to account for regional network delays. Bandwidth
limitations were simulated using packet throttling, and random
packet drop scenarios were introduced at a rate of 2-10% per
round to model poor connectivity and institutional firewalls [1],

(2], [9].

Model training spanned 50 communication rounds, with each
node using a local mini-batch size of 128 and learning rate
decay applied every 10 rounds. Secure aggregation latency,
encryption overhead, bandwidth usage, model accuracy,
convergence speed, and fraud detection recall were tracked.
Comparisons were made with baseline FL models secured
using standard AES-GCM encryption and no secure
aggregation layer. The results were visualized using ROC-
AUC curves, parameter divergence plots, and anomaly trace
graphs.

All experiments were conducted on a Kubernetes cluster
configured to emulate distributed training under hardware-
constrained environments, including nodes provisioned with
limited CPU and memory quotas to reflect edge deployments
in low-resource financial organizations [16]. Metrics such as
encryption latency per node, communication overhead, trust
score volatility, and convergence delay under adversarial
attacks were benchmarked to evaluate system performance and
security. The simulations reflect the operational demands of a
globally distributed, privacy-sensitive financial fraud detection
network, ensuring the relevance of the proposed architecture to
international banking and regulatory ecosystems [19], [3], [4].
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Figure 1. Architecture of Quantum-Resistant Federated
Learning for Cross-Border Financial Fraud Detection.
This figure illustrates a distributed learning framework where
geographically separated financial institutions securely
collaborate through homomorphic masking, post-quantum
cryptographic encryption, and multi-party secure aggregation.
The system enables confidential model training without sharing
raw transaction data, while supporting anomaly detection and
global model synchronization across jurisdictional boundaries.

4, RESULTS

To evaluate the operational efficacy of the proposed Quantum-
Resistant Federated Learning Protocol (QFLP) for cross-
border fraud detection, we conducted extensive simulations
covering  encryption  overhead, anomaly detection,
communication bandwidth, convergence dynamics, and
cryptographic cost breakdown. The protocol was benchmarked
against a conventional baseline federated learning (FL) system
with standard AES-GCM encryption and no secure
aggregation. All simulations involved 30 distributed nodes
operating on non-11D financial data and were executed over 50
federated communication rounds.

ROC-AUC Performance under Adversarial Settings

Figure 2 presents the ROC-AUC performance of both QFLP
and baseline FL under adversarial conditions simulating
poisoned gradient attacks and partial model inversion. The
QFLP system achieved consistently higher AUC values (mean
~ 0.91), while the baseline FL fluctuated around 0.82. These
results reflect the robustness of the QFLP’s anomaly filtering
and privacy-preserving aggregation layer, corroborating
findings from [7], [14].
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Figure 2. ROC-AUC Over Rounds Under Adversarial
Conditions.

Aggregation Latency across Network Conditions

As summarized in Table 1, the QFLP’s aggregation latency
under high-latency networks remained significantly lower than
the baseline (183 ms vs. 230 ms), owing to decentralized
masking and reduced serialization overhead. These
improvements confirm QFLP’s architectural design supports
mission-critical latency constraints for real-time fraud
mitigation [1], [16].

Table 1: Aggregation Latency

Baseline FL QFLP
Aggregation Aggregation
Network Condition (ms) (ms)
Low latency 135 142
Medium latency 186 161
High latency 230 183

Detection Recall for Fraud Typologies

Table 2 compares fraud detection recall across different fraud
types. QFLP consistently outperformed the baseline,
particularly in synthetic identity and account takeover
scenarios, where recall improved by over 14%. This confirms
that encrypted, multi-source learning enhances generalization
across unseen fraud patterns [17], [18].

Table 2: Fraud Detection Recall

Fraud Type Baseline Recall QFLP Recall
CNP Fraud 0.81 0.90
Synthetic ID 0.74 0.86
Account Takeover 0.69 0.83
Transaction Laundering 0.72 0.88

Cryptographic Overhead in Federated Communication

As shown in Figure 3, the encryption overhead introduced by
QFLP averaged around 78 milliseconds per round—an
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acceptable latency tradeoff considering the quantum-resilient
security guarantees achieved using CRYSTALS-Kyber and
homomorphic masking [11], [12]. This overhead remained
stable throughout the training, confirming the efficiency of
lightweight lattice cryptography in high-frequency federated
transactions.

Figure 3. Encryption Overhead per Round Using Post-
Quantum Secure Primitives.

Bandwidth Efficiency across Learning Architectures

Figure 4 compares bandwidth utilization per round. The QFLP
protocol required slightly higher bandwidth (~3.2 MB)
compared to baseline FL (~2.5 MB), attributable to the
transmission of masked and encrypted updates. However, this
increase was offset by significantly reduced convergence
rounds and better fraud detection precision, supporting
scalability even in bandwidth-constrained environments [5],

(9.

Figure 4. Communication Bandwidth Usage per Round
Between Nodes and Aggregator.

Node Trust Dynamics and Anomaly Scoring

Trust score trajectories for five sample nodes are plotted in
Figure 5. The volatility of lower-trust nodes (e.g., Node D,
Node E) indicates suspected participation in model poisoning.
The QFLP’s trust-weighted anomaly engine [15], [20]
successfully detected and penalized abnormal update patterns,
excluding compromised nodes from secure aggregation after
threshold violations.
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Figure 5. Trust Score Volatility Across Federated Nodes Based
on Gradient Behavior.

Convergence Speed and Model Stability

Figure 6 displays the convergence trajectory of global model
loss across rounds. The QFLP achieved faster convergence,
reaching below 0.1 loss within 35 rounds, compared to the
baseline FL that plateaued near 0.15. These results validate the
effectiveness of encrypted gradient normalization and trust-
weighted optimization [6], [13].

Figure 6. Convergence of Model Loss Over Training Rounds.

Cryptographic Computation Breakdown

Table 3 provides a modular breakdown of cryptographic costs.
Masking and key exchange were slightly more expensive in
QFLP, but signature verification and anomaly scoring were
more efficient due to optimized cryptographic primitives.
These results align with cryptographic profiles described in
[10], [12].

Table 3: Cryptographic Processing Time by Module (ms)

Module Baseline FL. QFLP
Key Exchange 124 14.2
Masking 25.8 22.1
Signature Verification 18.3 16.9
Anomaly Detection  30.1 27.8
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False Positive Rates across Transaction Types

As shown in Table 4, QFLP significantly reduced false positive
rates (FPR) across all fraud categories—achieving up to 42%
reduction in high-frequency fraud detection compared to the
baseline. This underscores the advantage of trust-weighted
multi-party aggregation with quantum-secure commitments
[14], [15].

Table 4: False Positive Rate Comparison (%)

Fraud Category Baseline FL FPR QFLP FPR

Low-value 5.6 3.4
High-frequency 7.8 4.7
First-time-user 6.3 4.1
Unusual-time 9.2 5.9

Model Size and Communication Overhead

Finally, Table 5 details model sizes and transmission costs.
While QFLP models were 15% larger due to encryption and
metadata, the upload/download times increased only
marginally (<0.2s). These metrics affirm the deployability of
QFLP in real-time systems and embedded fintech deployments
[19].

Table 5: Model Size and Transmission Cost

Metric Baseline FL QFLP
Model Size (MB) 154 17.8
Upload Time (s) 2.1 2.3
Download Time (s) 2.3 2.5

5. DISCUSSION

This study presents a quantum-resilient federated learning
protocol (QFLP) engineered to enable secure, privacy-
preserving, and scalable fraud detection across decentralized
financial environments. Our results confirm the superiority of
QFLP over conventional federated learning (FL) models in
terms of accuracy, communication security, model
convergence, and cryptographic robustness, particularly within
adversarially constrained cross-border transaction scenarios.

A critical achievement of the QFLP framework is its integration
of post-quantum cryptographic primitives, notably the
lattice-based CRYSTALS-Kyber and CRYSTALS-Dilithium
for key exchange and digital signature authentication,
respectively. These algorithms are NIST finalists and provide
resilience against Shor-type quantum decryption attacks
[1,2,3]. The robustness observed in ROC-AUC metrics (Figure
2) validates QFLP’s effective handling of adversarial input
gradients, corroborating earlier theoretical assertions on the
enhanced security afforded by quantum-hard assumptions in
federated architectures [4,5].
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The encryption overhead recorded (Figure 3), while moderately
higher than baseline AES-GCM operations, remains well
within tolerable real-time constraints for modern financial APls
and mobile banking infrastructures. Similar findings have been
observed in latency-optimized lattice protocols applied to
vehicular ad-hoc networks and smart grid systems [6,7].
Importantly, QFLP’s encryption scheme is not only
computationally viable but also entropy-optimized through true
random number generators (TRNGs) and counter-based
deterministic randomness extractors that conform to FIPS 140-
3 standards [8,9].

Bandwidth evaluations (Figure 4) revealed a modest increase
(~0.7 MB/round) due to secure masking and identity-based
credential metadata. However, this is offset by reductions in
false positives and improved trust-weighted gradient reliability
(Table 4), a balance that aligns with previous reports on the
tradeoffs  between  privacy-preserving learning and
transmission overhead [10,11]. The marginal increase in
bandwidth is justifiable in high-value financial fraud detection
contexts where trust minimization is paramount, particularly
for institutions operating across GDPR and CCPA
jurisdictional boundaries [12].

The trust dynamics presented in Figure 5 further validate the
embedded anomaly detection engine’s role in maintaining the
model’s integrity. Our use of gradient volatility-based trust
metrics—inspired by cosine similarity and magnitude
divergence—demonstrates strong potential for detecting
Byzantine nodes without violating the privacy of honest clients
[13,14]. This approach builds upon and extends work in
federated adversarial filtration via robust aggregation methods
such as Krum and Bulyan [15], but offers better adaptability to
non-11D data distributions, which are prevalent in global
financial ecosystems [16].

Cryptographic latency analysis (Table 3) supports the argument
that hardware-agnostic software acceleration (e.g., through
optimized OpenSSL and libsodium variants) can sufficiently
meet real-time compliance benchmarks required by ISO
20022-based payment messaging protocols [17]. With less than
30ms in total cryptographic delay per round, QFLP is well-
suited for integration into high-frequency transaction
monitoring systems such as SWIFT gpi or ACH-fed networks
[18,19].

Model convergence behavior (Figure 6) revealed that QFLP
converges faster and more smoothly than baseline FL, even in
the presence of adversarial drift. This phenomenon stems from
the adaptive learning rate re-weighting based on node
reliability scores and secure multi-party aggregation, which
jointly mitigate the bias introduced by corrupted or
underperforming peers [20]. This adaptive design is critical for
cross-border fraud environments, where data skew and
operational heterogeneity are rampant [21].

False positive rate reductions across fraud typologies (Table 4)
further highlight QFLP’s practical relevance. Particularly in
synthetic identity and transaction laundering detection,
improvements of up to 42% were observed—aligning with
expectations from prior empirical studies on privacy-enhanced
ensemble models for fintech risk scoring [22,23]. These gains
could significantly reduce chargeback ratios, regulatory
exposure, and AML flagging costs for financial institutions
[24].
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Finally, QFLP’s compliance with forward secrecy, auditability,
and distributed trust principles—essential features in federated
Al systems for critical infrastructure—positions it as a
transformative security paradigm for future financial platforms,
especially in an era of increasing regulatory scrutiny and the
looming threat of quantum cryptanalysis [25].

6. CONCLUSION

This study presented a novel software-defined architecture for
secure, scalable, and quantum-resistant federated learning
tailored to the demands of cross-border financial fraud
detection. By integrating lattice-based cryptographic
primitives, secure multi-party aggregation, and trust-aware
anomaly detection into the federated learning pipeline, the
proposed protocol (QFLP) addresses three critical limitations
of current decentralized financial Al systems: vulnerability to
post-quantum attacks, leakage through gradient inference, and
systemic poisoning by malicious clients.

The experimental evaluation demonstrated that QFLP
significantly outperforms conventional federated learning
frameworks in terms of model convergence, adversarial
resilience, fraud detection accuracy, and false positive
suppression. While introducing modest encryption overhead
and increased model payloads, QFLP remains efficient enough
to be deployed across heterogeneous institutional
environments, including low-resource financial entities
operating in bandwidth-constrained or latency-sensitive
jurisdictions. Our results affirm the practicality of post-
quantum secure, privacy-preserving collaborative Al for
critical financial infrastructure. The system's ability to preserve
data sovereignty while enabling unified fraud intelligence
represents a major advancement toward globally distributed
and regulation-compliant fraud detection systems.

Future work will extend this framework with real-time secure
inference capabilities, blockchain-integrated audit trails, and
full compliance automation under multi-jurisdictional privacy
laws. Additionally, we plan to explore the integration of
CRYSTALS-Kyber with NTRUEncrypt and Kyber-SABER
hybrids, enabling cryptographic agility in response to evolving
post-quantum standardization efforts.
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