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1. INTRODUCTION 
Modern enterprises rarely operate within the boundaries of a 

single cloud provider. Workloads are deliberately spread 

across Amazon Web Services, Microsoft Azure, Google 

Cloud Platform, and private infrastructure to improve 

resilience, negotiate cost, satisfy data-residency obligations, 

and avoid vendor lock-in [1]. While this multi-cloud strategy 

delivers clear business advantages, it also fragments the 

security and regulatory controls that govern those workloads 

[2]. Each provider exposes a different identity model, a 

different network abstraction, and a different vocabulary for 

the same underlying control, leaving compliance teams to 

reconcile inconsistent evidence from incompatible tools [3-5]. 

Traditional compliance programs depend on periodic audits in 

which assessors sample configurations against a control 

catalog at a fixed point in time [6-9]. In an environment where 

infrastructure is provisioned and destroyed in minutes through 

automation, a quarterly or annual snapshot is obsolete the 

moment it is taken, and the gap between the audited state and 

the running state is where most violations accumulate 

undetected [10]. This paper argues that compliance must 

instead be treated as a continuous, automated property of the 

platform itself. We present a framework that encodes controls 

as executable policy, evaluates them continuously against live 

cloud state, and remediates drift automatically, so that the 

platform remains demonstrably compliant between audits 

rather than only during them. This paper makes three 

contributions. First, we present a unified control-mapping 

model that decouples regulatory intent from provider-specific 

implementation, allowing a single control to be evidenced 

consistently across heterogeneous clouds. Second, we 

introduce the Continuous Compliance Control Loop, a 

framework that couples policy-as-code authoring, continuous 

evaluation, and governed automated remediation into one 

closed loop spanning multiple providers. Third, we evaluate a 

prototype across three major cloud providers and show that 

continuous evaluation reduces the mean time to detect control 

violations from days to minutes while lowering manual audit 

effort. The remainder of this paper reviews related work 

(Section II), presents the Continuous Compliance Control 

Loop (Section III), details its system architecture (Section IV) 

and implementation considerations (Section V), evaluates the 

prototype (Section VI), and discusses open challenges and 

conclusions (Sections VII and VIII). 

 

2. BACKGROUND AND RELATED 

WORK 

2.1 Compliance in Multi-Cloud 

Environments 
Regulatory frameworks such as PCI DSS [7], HIPAA, and 

SOC 2, together with control catalogs including NIST SP 800-

53 [2], the Cloud Controls Matrix [4], and ISO/IEC 27001 [8], 

define controls in provider-neutral language. Cloud providers, 

however, implement the underlying capabilities through 

proprietary services and configuration schemas. A 

requirement as simple as “encrypt data at rest” maps to 

distinct settings on object storage, block storage, and managed 

databases in each cloud, and the evidence that proves 

conformance differs accordingly. Cloud Security Posture 
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Management (CSPM) tools emerged to detect 

misconfigurations, but many operate per-provider and report 

findings in isolation, leaving the unified, control-level view 

that auditors expect to be assembled by hand. 

2.2 Policy-as-Code and Automated 

Governance 
Policy-as-code expresses governance rules in a declarative, 

version-controlled, and testable form rather than in prose. 

General-purpose engines such as the Open Policy Agent 

(OPA) and its Rego language [6], alongside provider-native 

services, allow rules to be evaluated programmatically against 

structured representations of infrastructure. Infrastructure-as-

code tools make the desired state of an environment explicit 

and therefore amenable to inspection before it is applied. Prior 

work has explored policy-as-code for cloud governance [9] 

and posture management across providers [10]. Our work 

builds on these foundations and focuses on the integration 

problem: unifying control definitions, evaluation, and 

remediation into a single continuous loop that spans multiple 

providers rather than treating each in isolation. 

3. THE CONTINUOUS COMPLIANCE 

CONTROL LOOP 
We organize the contribution as the Continuous Compliance 

Control Loop, a closed-loop framework in which compliance 

is continuously observed, evaluated, and corrected rather than 

periodically audited. The loop comprises four cooperating 

layers—a unified control-mapping model, a policy-as-code 

authoring layer, a continuous evaluation engine, and a 

governed remediation subsystem—connected so that 

telemetry from each cloud is measured against policy and 

corrective action is returned to the provider. Fig. 1 shows how 

these layers exchange configuration and runtime telemetry, 

findings, and remediation actions. Table I maps the principal 

compliance problem domains to the practice, enabling 

mechanism, and intended outcome within the loop, framing 

the components that follow as parts of a single contribution 

rather than independent tools. 

 

Figure 1.  System architecture of the Continuous Compliance Control 

Loop. 

Table 1. Compliance Control Domains And Mechanisms 

Problem 

Domain 

Practice Mechanism Outcome 

Divergent 

provider 

controls 

Unified 

control 

mapping 

Normalized 

control 

taxonomy 

Consistent 

cross-cloud 

evidence 

Manual 

policy drift 

Policy-as-

code 

Version-

controlled 

Reviewable, 

testable 

authoring policy 

modules 

controls 

Point-in-

time 

auditing 

Continuous 

evaluation 

Config and 

runtime 

telemetry 

ingestion 

Minute-scale 

violation 

detection 

Reactive 

remediation 

Governed 

automation 

Idempotent, 

blast-radius-

gated actions 

Self-healing 

within safe 

limits 

The sections that follow detail each layer of the loop. Section 

IV describes the system architecture that realizes the 

framework, and Section V addresses the implementation 

concerns of enforcing it at both deployment time and runtime. 

4. SYSTEM ARCHITECTURE 
The proposed framework is organized as four cooperating 

layers that form a closed control loop: a unified control-

mapping model, a policy-as-code authoring layer, a 

continuous evaluation engine, and an automated remediation 

subsystem. Configuration and runtime telemetry flow from 

each connected cloud into the evaluation engine, findings are 

measured against a declared baseline, and corrective actions 

are returned to the providers. The design goal is that, in the 

steady state, the platform converges on the compliant baseline 

without human intervention, escalating to operators only for 

exceptions that policy cannot resolve safely. 

4.1 Unified Control Mapping 
At the core of the framework is a normalized control 

taxonomy that decouples regulatory intent from provider 

implementation. Each abstract control—for example, “storage 

encryption at rest”—is associated with a set of provider-

specific assertions that determine conformance on each cloud. 

This mapping is maintained as data, not code, so that adding a 

new provider or regulatory framework is a matter of extending 

the mapping rather than rewriting policy. A single logical 

control can therefore be reported consistently across 

providers, and a control owner can reason about coverage in 

one vocabulary instead of three. 

4.2 Policy-as-Code Authoring Layer 
Controls are authored as policy modules that the evaluation 

engine executes. Each module declares the resource types it 

applies to, the assertions that constitute compliance, the 

severity of a violation, and the remediation action, if any, that 

should be attempted. Because policies are stored in version 

control, they are peer-reviewed, unit-tested against synthetic 

configurations, and promoted through the same pipeline as 

application code. This brings the discipline of software 

engineering—review, testing, and auditable history—to the 

definition of compliance itself. 

4.3 Continuous Evaluation Engine 
The evaluation engine continuously reconciles declared policy 

against the live state of each environment by combining three 

complementary signals: 

• Configuration ingestion, which collects the current 
configuration of cloud resources through provider 
APIs and change streams, both on a schedule and in 
response to change events. 
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• Runtime telemetry, which observes activity such as 
identity events, network flows, and API calls to detect 
violations that static configuration alone cannot reveal. 

• Baseline comparison, which evaluates every collected 
resource against the applicable policy modules and 
emits a structured finding for each deviation, tagged 
with the affected control, provider, and severity. 

4.4 Automated Remediation and Drift 

Management 
When a finding corresponds to a policy with an 

approved remediation, the remediation subsystem 

can resolve it automatically—re-enabling encryption, 

tightening an over-permissive security group, or reverting an 

unauthorized change to its baseline. Remediations are 

themselves expressed as code, are idempotent, and are gated 

by a confidence and blast-radius assessment so that high-

impact actions require human approval. Every action, 

automated or manual, is recorded as immutable evidence, 

producing a continuous audit trail that links each detected 

violation to its resolution. 

 

Figure 2.  Decision flow for governed automated remediation of a 

detected policy violation. 

5. IMPLEMENTATION 

CONSIDERATIONS 

5.1 Deployment-Time and Runtime 

Guardrails 
Enforcing compliance only after resources are running is 

necessary but not sufficient. The framework therefore applies 

the same policy modules at two points. At deployment time, 

infrastructure-as-code definitions are evaluated in the delivery 

pipeline, and non-compliant changes are blocked before they 

reach production, shifting enforcement left and preventing 

many violations from ever occurring. At runtime, the 

continuous evaluation engine catches drift introduced out-of-

band, such as manual console changes or provider-side 

defaults. Sharing one policy definition across both points 

guarantees that the rule a developer sees in code review is the 

same rule enforced in production. 

5.2 Evidence Collection and Reporting 
Auditors require evidence, not assertions. The framework 

persists each evaluation result, the configuration snapshot it 

was based on, and any remediation taken, in a tamper-evident 

store. From this store it generates control-level reports that 

aggregate findings across providers into the language of the 

relevant framework, so that a control such as “least-privilege 

access” can be evidenced once rather than reconstructed 

separately for each cloud. Because evidence is collected 

continuously, an audit becomes a query over existing data 

rather than a disruptive, point-in-time data-gathering exercise. 

6. EVALUATION 

6.1 Experimental Setup 
We evaluated a prototype of the Continuous Compliance 

Control Loop across three major public cloud providers in a 

representative enterprise environment. The testbed comprised 

roughly four hundred resources—object and block storage, 

managed databases, virtual networks, and identity roles—

governed by a baseline of common security controls drawn 

from the catalogs in Section II. Policies were authored in 

Rego and evaluated by an Open Policy Agent engine (v0.30), 

with configuration collected through each provider's native 

APIs and change streams and runtime telemetry drawn from 

provider audit logs. The continuously running configuration 

of the framework served as the treatment, while the 

organization's prior practice of quarterly, tool-assisted manual 

review served as the baseline; both were applied to the same 

resource population over a four-week observation window. 

6.2 Fault Scenarios 
We injected a set of representative control violations, drawn 

from common cloud misconfigurations, to exercise both 

detection and remediation: 

• Disabling server-side encryption on an object storage 
bucket. 

• Opening a security group to unrestricted inbound 
access on a management port. 

• Attaching an over-permissive identity policy granting 
wildcard administrative actions. 
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• Provisioning a managed database with public network 
exposure and default credentials. 

• Reverting a logging configuration so that audit trails 
were no longer captured. 

6.3 Results 
Table II reports the observed outcomes for periodic review 

versus continuous automation, and Fig. 3 visualizes the 

corresponding reduction in mean time to detect a violation. 

 

Figure 3.  Mean time to detect control violations under periodic 

review versus continuous automation. 

Table 2. Continuous Versus Periodic Compliance 

Metric Periodic Review Continuous 

Automation 

Mean time to 

detect violation 

Days to weeks Minutes 

Control coverage 

evaluated 

Sample-based Full population 

Manual audit 
effort per cycle 

High Low 

Drift remediation Manual ticket Automated, policy-

gated 

The continuous approach reduced the mean time to detect 

control violations from days or weeks to minutes, because 

evaluation is triggered by change rather than by calendar. 

Coverage improved from sampled to complete, since every 

resource is evaluated rather than a representative subset. 

Automated remediation of well-understood violations 

removed the queue of low-risk findings that previously 

consumed analyst time, allowing scarce expertise to focus on 

genuine exceptions. These results are consistent with the 

expectation that moving compliance into the platform’s 

control loop changes its cost structure from periodic and 

labor-intensive to continuous and largely automated. 

7. DISCUSSION AND OPEN 

CHALLENGES 
Continuous compliance automation is not without difficulty, 

and three challenges proved most significant. First, cross-

provider normalization is an ongoing effort: providers evolve 

their services continuously, so the control mapping must be 

maintained as a living artifact rather than a one-time exercise. 

Second, false positives erode trust—a noisy engine that flags 

benign configurations trains operators to ignore it, so policy 

precision and the suppression of known-good exceptions are 

essential. Third, autonomous remediation raises a governance 

question of its own: granting an automated system authority to 

change production infrastructure demands strict blast-radius 

controls, staged rollout, and a clear, reversible audit trail. 

Treating these as first-class design concerns, rather than 

afterthoughts, is what separates a dependable control loop 

from an additional source of operational risk. 

8. CONCLUSION 
Multi-cloud adoption has outpaced the audit-centric 

compliance model that most enterprises still rely upon. This 

paper presented a framework that reframes compliance as a 

continuous, automated property of the platform: controls are 

expressed as version-controlled policy, mapped to a provider-

neutral taxonomy, evaluated continuously against live cloud 

state, and remediated automatically within governed limits. A 

prototype evaluation across three providers indicated 

substantial reductions in detection time and manual effort 

relative to periodic review. Future work will extend the 

control mapping to additional providers and regulatory 

frameworks, refine the confidence model that gates 

autonomous remediation, and investigate the use of machine 

learning for decision support and predictive analysis [3] to 

anticipate drift before it occurs. 
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