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Abstract: During the recent Coronavirus (Covid-19) pandemic the traditional education system almost halted throughout the world.
However, in order to continue with the education without wasting students time most of the countries transferred their teaching online.
Although the online teaching is widely used but there are many challenges and security issues specially when the education is
disseminated using education cloud. In this article we examine and review such challenges and security issues that may impact
students and teachers in various educational institutions in Saudi Arabia. A review of hybrid cloud model is presented in order to
benefit across institutions. The research also articulates different ways which can be adopted by educational institutions to provide
smooth online teaching due to pandemic of covid-19. We also present some solutions that may help overcome challenges and secure a

robust cloud infrastructure.
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1. INTRODUCTION

A respiratory disease due to Coronavirus (Covid-19)
originated from bats in China in late 2019 [1]. The virus
spread out throughout the world very rapidly. Businesses,
industries, educational institutions and recreational activities
were shut down in order to prevent pandemic from spreading
at large scale. All researchers and practitioners agreed that
social distancing is the only cure to protect from pandemic
and this is why people were advised to maintain a distance
from interacting each other. All gaits of life were affected and
education is one of them where student-teacher interaction
was inevitable. Therefore, educational institutions were shut
down in compliance with social distancing rule. Various
institution adopted e-learning strategy in order to continuously
providing teaching to students. In Saudi Arabia enormous
precautionary measures were taken in all areas in order to
prevent from virus spread across the country. The ministry of
education suspended in-person teaching activities in all public
and private educational institutions and instructed to continue
teaching online without delay of even one day [2].

In order to provide a seamless teaching to students online and
assessing them though various assessments methods,
resources should be available all the time. Since each
institution is responsible to ensure resources are in place in
institutional servers it becomes more complex, expensive and
hectic. The best solution is to use a cloud computing where all
teaching and assessment materials are available with
convenience and ease.

1.1 Cloud computing
A cloud is a group of servers that are available on internet and
provide different functionality to various clients. Servers have
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different types such as application server, database server,
web server etc. Cloud computing refers to availability of
computing and storage resources i.e. servers over internet.
These resources are available to many users over internet at a
time without compromising of data loss and data security.
Cloud computing helps organizations to prevent infrastructure
costs and still can use desired applications and manage data
with minimum cost without any hassle. Servers are available
in data centers, which enable users to access their data and
applications without maintaining and updating them. Cloud
computing is more useful for small businesses where
technology infrastructure is more expensive than outsourcing
the required resources.

1.2 Cloud services

There are different cloud computing service models that are
available to users by different cloud service providers. [3]
described three service models that are common in industry
i.e. Infrastructure as a Service (laaS), Platform as a Service
(PaaS) and Software as a Service (SaaS).

1.2.1 Cloud services

A cloud service provider offers virtual data storage and
servers to users who may develop their own applications
using the resources available in the cloud. In this service
model operating systems, data storages and various
applications are maintained by cloud service providers. A
business client may choose the services as per requirements
and pay the prescribed charges based on the usage of the
services. This model is scalable which does not require any
installation on premises and reduces cost. Figure 1A shows
this model.
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Figure 1. Cloud services infrastructure

1.2.2 Platform as a Service (PaaS)

This model provides users with a platform to develop, manage
and test their applications that abridges the development
process. The cloud provider provides servers, storage and
network resources to users for developing applications and
manage them by either users or the service provider. Figure
1B depicts the PaaS model.

1.2.4 Software as a Service (SaaS)

In this service model, cloud service provider hosts software
applications and facilitates users to access the software on
demand through internet. Users may develop their own
business application using the software and either save data
locally or in the cloud. In this, users always find updated
software and its functionalities without any hassle of
availability of new version of the software. Figure 1C shows
this model.

In order to deploy cloud services there are mainly three types
of cloud i.e. public cloud, private cloud and hybrid cloud.

Public cloud allows users to use the infrastructure provided by
a cloud service provider. The cloud infrastructure is
established and maintained at the premises of cloud service
provider and thus users do not have any control on that.
Various clients share the resources which, in turn reduces
cost, but the security may be compromised and vulnerability
exists. In private cloud infrastructure is dedicated to one
company or user without any sharing of resources. In this type
of cloud security is high, but if clients requires infrastructure
can be provided to the client’s premises for more security and
control of the resources. A hybrid cloud is composed of public
and private clouds. It is usually used by those companies
which give access of products to their customers and interact
with them through public cloud whereas the company
maintains private data in a private cloud.

1.3 Research Question
In this research we strive to answer the following research
question:
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What are security challenges and issues of cloud computing
that hamper online higher education in Saudi Arabia.

1.3.1 Research Motivation

Cloud computing services have been adopted throughout the
globe due to their usefulness and economic feasibility. In
order to fulfil educational institutions education cloud has
been in use by different organizations and various educational
tools and services are provided by the cloud service providers.
In Saudi Arabia many universities are using education cloud
to provided optimum teaching and learning facilities.
However, there have been several issues and challenges which
universities experience around the world. Due to such issues
educational institutions face difficulties to provide required
level of quality education. We aspired to find challenges and
issues that universities in Saudi Arabia face and need to
resolve them in order to continue providing quality education
online.

2. LITERATURE REVIEW

Cloud computing paradigm facilitates sharing of pool of
resources and its scalability feature convinces businesses to
adopt this paradigm at low cost. Rapid increase in adoption of
latest technology has encouraged educational institutions of
higher learning to use cloud computing in order to develop
global interaction, communication and cooperation [4]. In the
prevailing situation due to Covid-19 pandemic educational
institutions are planning to transform formal education to
online education or e-learning. It is imperative for educational
establishments to concentrate on imparting effective education
and learning instead of focussing on technology infrastructure.
Cloud computing paradigm ensures that educational
institutions focus on education and effective delivery of
contents to students without developing and installing
software and applications [5]. In order to communicate and
collaborate with other educational institutions it is necessary
to have a common place where organizations could share their
resources such as course material, assessments, projects etc. A
hybrid cloud computing model was presented by [6] for
higher educational institutions in Saudi Arabia in which such
sharing of resources proposed. E-learning was adopted in
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Saudi Arabia somewhat is 1990s, but a sharp rise happened
due to growth in technology and internet [27]. Saudi
government set up an IT plan to induct technologies at all
levels especially higher education and established distance
learning centers [28]. Universities in Saudi Arabia have been
active in e-learning such as King Abdulaziz University, King
Fahad University of Minerals and Petroleum, Taibah
University, King Saud University, King Faisal University,
Qassim University etc.

In view of recent Covid-19 pandemic spread, the ministry of
education Saudi Arabia suspended all formal teaching in
public and private institutions beginning from March 8, 2020
until further notice [7]. However, the ministry immediately
launched e-learning through learning management system in
order to continue studies without disruption and to save
students time. The e-learning provides convenience to both
students and faculty in terms of place, time and learning
resources. Due to its convenience, e-learning is being adopted
throughout the globe and it is replacing the traditional
teaching system [8]. Faculty members can share and update
the same teaching material and deliver it with confidence to
their students.

However, researchers have identified some challenges in
implementation of e-learning such as scalability and
infrastructure that need to be updated and configured with the
growth of workloads [9]. In a study conducted for Kenyan
Higher Education this has been reported that in success of e-
learning, apart of computing technology, quality and character
of an institution plays a significant role [10]. Although
initially e-learning was considered as a mean of convenience,
collaboration, cost effectiveness, scalability and availability,
but now it is an essential continuous source of education for
students in view of covidl9 pandemic. In turn, cloud
computing services are gaining popularity and many
challenges are also increasing accordingly. In a study [11]
some challenges such as data privacy and cloud infection
were reported. Some other challenges like technology
awareness, infrastructure, culture, instructor competency and
readiness from students and faculty were discussed in
developing countries [8]. The increasing growth in technology
has fascinated the Generation Y who is e-learning prone due
to its convenience and availability [12] and therefore, it seems
despite of various challenges and issues e-learning will
become an effective and popular mode of study among the
large population of students [13]. Some challenges and
security issues in cloud have been reported such as
surveillance of virtual machine from a host or another virtual
machine, data access by malicious program, inadequate
provisions in service legal agreement (SLA) and failure in
complying standards [14][15][16].

In order to meet the demands of e-learning in Saudi Arabia,
the ministry education, Saudi Arabia has established a
national e-learning center (NeLC) with the aim to provide
quality education. The center provides licenses to the entities
which provide e-learning education as per standards defined
by the NeLC [17]. In a study [18] various issues and concerns
were examined in adoption of cloud computing in public
sector. In view of increasing demands of cloud computing
services are being provided in educational institutions. In
another study [19], the growing trend of e-learning in Saudi
Avrabia is highlighted and various factors such as support,
training, incentives to faculty for e-learning growth have been
mentioned. Many prominent cloud service providers such as
Microsoft, Google and IBM are providing attractive programs
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for education such as GoogleDocs, Google Drive, Office 365
and IBM Academy [20].

3. MATERIAL AND METHODS

In order to determine the trend in e-learning security
challenges in issues in education cloud, qualitative
methodology is appropriate which provides a set of different
methods for deep insight. We collected qualitative data from
various articles, interview meetings and reports, in order to
analyze the issues and challenges in e-learning through
education cloud. Since our focus is Saudi Arabia, we collected
relevant data using different methods stated above.

Qualitative methods are flexible and provide opportunity to
design and improve system in view of people’s experiences
and perceptions. Qualitative research helps to unfold findings
in natural setting without manipulating natural phenomenon
[21]. The data collected by these methods is from real world
and can be adapted to explore new opportunities. Case studies
provide data that is generated in real time and can be verified.
Case studies use face on face interviews, focus groups and
survey instruments for collecting first hand data from various
sources. In our study we used case studies, which use cloud
technology especially education cloud for e-learning. The case
studies help to determine various issues and challenges that
educational institutions face during online teaching especially
in Saudi Arabia. The data collected from literature provided
us foundation to investigate the issues and challenges in Saudi
educational institutions. In order to collect data investigated
higher educational institutions that use educational cloud. We
selected five major public higher educational organizations in
Saudi Arabia which agreed to provide data on anonymous
condition. We contacted the responsible persons of respective
departments in the institutions in order to collect data on
various issues and challenges. For this purpose, we held face-
to-face meetings and collected first hand data. Also, we
uploaded a questionnaire on a website and received 109
responses from all the five institutions, out of which 98 found
to be complete and trustworthy. In order to measure
reliability, the internal consistency in responses was checked
and standard general test Cronbach’s Alpha was conducted
that resulted in 0.67 value. The Cronbach’s alpha value
shows the reliability of the responses we received. Table 1
shows some sample of questions that were asked in the
questionnaire on Likert’s scale.

Table — 1. Sample questions from questionnaire

No. Question phrase

1 We consider our resources including teaching
material secure online

2 Our students did not experience difficulties due to
immediate shift online during Covid-19 pandemic

3 We have enough knowledge of technological
infrastructure to support e-learning

4 Our online system is robust and cloud services
never failed during teaching

5 We are satisfied with the performance of cloud
services and e-learning

6 Students were comfortable during online
assessments and no issues raised
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7 Instructors experienced difficulties in preparing
online assessments

8 Cloud services provided all necessary tools required
for preparing online assessments

9 Our cloud service provider support has been
available whenever we needed
Our students cooperated in online learning and

10 - - .
evaluation caused by pandemic covid 19

The severity or significance of security issue in organizations
was determined through the data collected by interviews and
questionnaire. We used Likert’s scale 1-5in order to determine

significance in which, 5 means very high and 1 indicates very
low significance of the issue or challenge.

4. RESULTS AND DISCUSSION

We collected data through various literature, interviews,
documents, questionnaire in order to find out the difficulties,
challenges and issues in public education institutions in Saudi
Arabia. The institutions used the cloud computing services
and provided information about their experience.

Table 2 shows the number of respondents for the significance
of the issues and challenges in the public educational
organizations (mentioned as A through E for privacy) in Saudi
Arabia. These issues and challenges have been extracted from
the literature as well as question phrases in questionnaire that
were reconfirmed by the respondents.

Table — 2. Number of respondents for significance of issue/challenge

Significance
Issue/Challenge ngergt#g:/ Very - Mean gﬁﬂgﬁ;ﬂ
high High | Neutral | Low Very low
Privacy [11][18][21] | 45 38 3 8 4 4.1428 0.54300
Data security, risk [21] 36 39 2 13 8 3.8367 0.49734
Infrastructure [8] 38 41 4 7 7 3.9489 0.51536
Quality of education [24][25] 43 44 1 8 2 4.2040 0.56982
Culture and training [25] 28 32 8 12 18 3.4081 0.42443
Cloud control [26] 41 38 4 8 6 3.9897 0.51493
Performance [26] 39 41 3 10 5 4.0102 0.52334

As we can see from the above figure 1 the majority of the
respondents considered quality of education as most
significance issue. Usually, in Saudi Arabia government
strives to provide quality education to its citizens and
technology infrastructure has been developed swiftly
throughout the kingdom. Similarly, privacy is another major
issue for educational organizations so that educational data
and students information are protected while learning online.
Performance of online education has been important to the
institutions and from the fig. 1 it appears that respondents
gave importance to the performance whereas cloud services
were also important.

We conclude from the data that our research question has
been answered by identifying the issues like quality of
education, privacy, performance and cloud control that have
to be addressed continuously in order to provide seamless
online education.

We also determined that overall public institutions were
satisfied with the infrastructure and cloud services provided
by service providers for online teaching due to Covid19
pandemic. However, there are some concerns for online

assessments that need to be addressed in future.
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Abstract: In our life technology is important there are two entirely various technologies are cloud computing and the 10T and both are
very portion of our lives. They are supposed to be more common in their acceptance and use, making them essential ingredients of the
future Internet worldwide. Because of the lack of time in our working life and the follow-up of all operations that we must follow
before any match is held on any stadium in the world. An aspect of precautionary measures is discussed here before every match. In
this research, a discussion was conducted on how to integrate cloud computing and the 10T and use them to work in developing
stadiums in the word and made it smart. Several existing and new models of smart stadium are although explained.

Keywords: 10T, Cloud Computing, Smart Stadium, Web Application, Smart Application.

1. INTRODUCTION

Smart Stadium for Smart Living is an effort intended to
integrate 10T and smart stadium technology for organizations
and partners. The initiative joins Arizona State University in
Tempe- Arizona: Dublin City University in Dublin- Ireland:
Gaelic Athletic Association of Ireland; and Intel Corporation
to turn two stadia ASUs Sun Devil Stadium and Ireland's
Croke Park Stadium into twinned smart stadia with the
possibility to be world kind testbeds for exploring smart
stadium apps and loT solutions. To date, these initiatives have
concentrated on two wide areas of implementation. 1-
Enriching the fan/attendee trial, and 2- Improving operations
at the stadium. While the implementation focus of these
initiatives is set in the framework of events related to
stadiums, they are applicable to broader areas of application
for smart cities. Under these projects, the complete spectrum
of projects covers crowd control, fan participation, event
planning, by ply use a set of sensors like video cameras and
mounted microphones, stadium security and environmental
for monitoring issues [1]. Smart Stadium is an increasingly
popular fact in cities across the world. The concept of a smart
stadium is not recent, but it has changed largely due to the
advent of new technologies, while implemented, allows
smarter resources and processes to extend the stadium's ability
to function in a more effective, scalable, interactive, and
sustainable manner [1]. Football is one of the world's most
common sports, which is why all suitable conditions for
growth and advancement must be given. And in terms of
setting rules, designing, and improving this game in all
respects, the party responsible for this is FIFA. Many
advancements that have changed the game have recently been
implemented by the company responsible for the growth and
advancement of the standard of football worldwide. For
instance, Goal Line Technology (GLT) has been implemented
to decide if the entire ball has reached the goal line to help
referees make their decisions. [2][3]. Furthermore, to build
safe and comfortable environments, FIFA has issued technical
guidelines and criteria for the construction of new football
stadiums [4]. Of requirements and things organized a special
football pitch should note that several aspects including
lighting. for control and track the function of lighting towers,
it relies on 10T and cloud computing. It represents one of the
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most disruptive innovations, allowing computing scenarios
that are omnipresent. Internet of thing is described by tiny,
widely distributed real-world items with fixed storage and
processing ability that involve issues of accuracy, efficiency,
safety, and particularity [3]. It features a smart development
of the playground that supports 10T to evaluate application
requirements and recommend architecture for the cloud of
things. This is achieved by incorporating the connections with
the surrounding world between new-generation services,
where the following is centered here: 1- Designing a piece of
common evidence to merge the cloud with the loT. 2-
Developing and testing the application based on the IoT and
the cloud. 3- Developing devices for this work to facilitate
interactions with smart devices using the cloud. 4- Improving
in the mechanism of work and making the exchange of data-
efficient using JavaScript [6]. The Internet of Things is a term
rich with many specifics and modern technologies that,
luckily, are set to change life dramatically in our modern
world. This means that the 10T is a wide community of
devices that are interconnected used to collect and exchange
information between devices and to store, evaluate, or analyze
the effects of that information [7]. Stadium operators are in a
squeeze game between customers expecting a more
immersive experience and host stadium seeking higher returns
on the dynamic investments of their sport. They need to find
new ways to fill the arena, push fans to spend more, and keep
everyone healthy with today's advanced home entertainment
systems and the latest stats and alerts available on mobile
devices [3].

2. CLOUD COMPUTING

Over the past few years, cloud computing has emerged as a
transformative model with the potential to convert IT
companies and make them more flexible and lither than no
prior. Cloud computing can especially allow complex
organizations such as stadiums to operate more effectively,
create new opportunities, and open new business models
because of its numerous and important advantages. The
debate about how cloud computing can enable stadiums to
become smart has revealed a multitude of applications, in any
way of the size and level of organization and resources of a
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community, albeit obviously at an early stage. [4]. Economic
advantages, pace, nimbleness, versatility, high elasticity, and
more creativity are promised by Cloud Computing. The
organizations reasons for migrating their apps to the Cloud are
nearly connected to the next main features of Cloud [4]. There
are five important countenances of cloud computing listed
below, by depended on the report of the National Institute of
Standard Technology. [5]:

e Broad Network Access. Cloud computing services
are ready and deliver over the network and are
utilized through much client apps for various types
of platforms such as PDAs and mobile phones.
Resource Pooling. The services of the provider are
gathered to be used by various clients using a form
of multi-renter with various resource allocated and
assigned dynamically according to the order of the
client.

e  Cloud computing elasticity has an infinite number
of services; at any time and quantity, these
resources can be delivered from provider to
customer. As the application load increases and vice
versa, the given resource can be automatically
increased.

e  Measured Service Although several different clients
(such as multi-tenancy) share and pool computing
resources, the cloud infrastructure can use
appropriate mechanisms to calculate what resources
have been used by each individual client. The hiring
rate varies from one cloud provider to another.

2.1 Cloud Computing Ingredients

Cloud computing have three basic Ingredients as follows [6]:

e  Client Computers: Using client computers, the end-
user may communicate with the cloud.

e Distributed servers: they are servers spread between
various locations but behave as though they were
working together.

e Data Centers: The compilation of servers are the
data centers.

‘\ N
N
N

B B

Distributed Servers

Client Computers

Data Centres

Figure 1. Ingredients of Cloud Computing

2.2 Cloud Computing Services

The cloud infrastructure can be split into the front end back
end the and. The front end is made available to the user over
Internet connection, allowing the system to communicate with
the user. [7]. The back end includes the different models of
cloud services:

e  Software as a Service. (SaaS)

The user is given a hosted collection of software
working on a platform and infrastructure owned by
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the cloud provider. Apps are planned and built to be
accessed over the Internet by different cloud
customers at the same time. CSP, which maintains
and ensures the up to date working of the system,
manages the hosted program. Multitenancy is
provided by the hosted framework, is ready on-
request, and can be scaled up to down. Some SaaS
providers operate on PaaS or laaS offerings from
other cloud providers. [7]. Example of SaaS: Email
and Office output: Email apps, word editors and
processors, spreadsheets apps, presentations apps
are model examples in this denomination. [8].

Platform as a Service (PaaS)

PaaS is a development service that is provided to
users through the Internet. No software installation
or hardware specifications are required by the user,
thereby saving costs. It is a middleware that has
built-in tools, built-in protection, and web service
interfaces for the deployed applications on which
PaaS applications are built. You can integrate the
deployed application on the same platform with
other applications and interface it with else apps
outside of the platform. “PaaS” has software
combine a database, middleware, and evolution
material.[7]. proverb of “PaaS” [8]:

a) Application Deployment.

b) Database.

c) Development and Testing.

d) Business Intelligence.

e) Integration.

Infrastructure as a Service. (laaS)

These is the distribution of servers as a service,
storag, network, and operating system. laaS requires
an imaginary computer that the operating system
has formerly installed and formation. laaS enable
the storage of data in different geographical
location. Providers monitor cloud data center
operations while enabling users to implement and
manage computing services themselves with
flexibility. The user has arrival to virtual machines,
storag, network infrastructure, device deployment,
and running computing resources. The cloud
provider handles only SW and HW, such as servers,
host OS, storage devices and virtualization
hypervisors. A standard graph of the cloud
architecture available to cloud users [7]. Ex. of I-a-
a-S [8]:

a) Content Delivery Networks: To enhance system
rendering, such as velocity and cost linked with the
acceptance of content for web-based applications,
CDNs recording user content and files. This is
helpful in handling various types of content for any
websites or mobile apps.

b) Backup and Recovery: This offers the capability
to backup and restores files seamlessly.

c) Compute: This requires server specifications to
manage cloud services that can be dynamically
purvey and configured.
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d) Storage: Storage that is extremely scalable
capacity is also available for recording application
activities, file backups, and file recovery and
storage.

3. INTERNET OF THINGS (IOT)

Smart and self-formation nodes connected in complex and
universal network infrastructure are the foundation of the loT
paradigm. It is one of the most innovative inventions for
universal and popular computing scenarios.

Internet of Things is the true world and tiny items with
restricted storage and processing ability and consecutive
issues of fineness, efficiency, protection, and singularity are
generally [9]. The loT is a network that, according to
specified agreements, via RFI, infrared sensor, universal
position systems, laser scanner, and other datum-sensing
devices, it intelligently recognizes, locate, track, monitor, and
manages objects. [10]. The awareness layer, the network
layer, and the apps layer are included in the basic Internet of
things architecture; see Figure 2 [11].
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Figure 2. The Basic Architecture of loT

. Perception layer: To fix the issue of data collecting in
the material world and to realize the target of detailed
data perception, the perception layer first Collecting
data from the outer material environment over cameras,
sensors, and other devices. The principal technologies
of the perception layer include (RFID), sensor
networks, and so on.[11],[12].

. Network layer: Data obtained in the network layer is
distributed over current Internet, the connection web,
the radio and tv networks, the different arrival
networks, and special networks. The transport layer's
core technologies are far- reaching wire and wireless
connection protocols, network incorporation
technology, and intelligent mass information processing
technology.[11].

) Application layer: To obtain a wide variety of smart
apps solutions, like Smart Stadium and smart
transmission, the apps layer combines IoT technology
with real industry apps. [13], [11]. see Figure 3.
Intelligent  computing  technologies like edge
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computing, cloud computing, machine learning, and so
on are the main technologies in the application layer.
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Figure .3 Different Apps of IoT in Human Life
3.1 Technologies of 10T

Different 10T classification technologies are used, but the four
prime techniques are as follows: [14]:

a) Radio Frequency Identification “RFID”.
b) Machine to Machine Communication “MtoM”.
¢) Vehicle to Vehicle Communication “VtoV”.

d) Near Field Communication “NFC”.

a) Radio Frequency ldentification “RFID”.

RFID itis a system consisting of two components: a data-
containing wafer and a reading interface. The number of
individuals assessed is dependent on the method of granting
entry to the building. A simple estimate of space use can be
provided by calculating the number of check-ins [15]. RFID
technology is based on readers and tags, as we have already
mentioned, so RFID describes three configurations in the
initial research stage.[14]: -

. active RFID.

. passive RFID

. active Reader Active Tag.

b) Machine to Machine Communication

M2M The referred is to connection among computers,
embedded processors, smart sensors, actuators, and mobile
devices. In this case, the use of M2M connection is increasing
at a quick rate. For example, researchers estimated that,
except for mobile phones, yon will be 1.5 billion wireless
linked devices by 2014. Currently, there are almost. 2 billion
wirelessly linked devices that can collect information from the
sensors, analyze that information, and send the information to
other devices to implement some mission. The device receives
the information and executes task with the assistance of
triggers, sensors, embedded processors, and apps
software.[14].

c) Vehicle to Vehicle Communication

In that technique, the objects are cars, that can connect with
other car or the sensors around there. The key point of worry
here is that, since the object move and interacts with else
movable object or for the sensors at the wayside, there is no
proper method of specifying the protocols. So, we are unable
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to identify any protocol for routing. This interaction will
function for a long distance and create successful contact
between objects’. This technology was mainly developed for
the purposes of transit control, protection, and prevention of
accidents. [14].

d) Near Field Communication (NFC)

NFC is it integrates an RFID reader into a mobile phone,
somehow a bit like RFID, which makes it faster, more secure,
and more effective for users. NFC is a low-extent wireless
technology for a hesitation of 13.56 MHz, work for so short
distances up to 4 cm. Complementing Bluetooth and 802.11
with the tall-extent capabilities at a range of above at 10 cm,
NFC allows for conjectural initialization of wireless networks.
It was first founded by companies such as Philips and Sony.
The exchange of data was approx. 424 kbps. In NFC, during
data reading, energy exhaustion is beneath 15ma.In NFC
technology, there are two modes [14]: Active. Passive.

4. CLOUD AND I10T: THE NEED FOR
THEIR INTEGRATION

The cloud world and loT world have visible a fast and
separate development. Both world are so unlike from any
other and, until best, they features are also complement, as
Table 1 implies. The main explanation of why much
researchers have propose and are proposing their integral is
such complementarity, usually to gain benefits in specific
applications [9].

Table 1. Aspects of Cloud and loT

Pervasive (things placed
everywhere) Ubiquitous
(resources usable from

Ubiquitous (resources usable
from everywhere)

everywhere)
Real world things Virtual Virtual resources
resources
Limited computational Virtually unlimited

capabilities Virtually
unlimited computational
capabilities

computational capabilities

Limited storage or no storage | Virtually unlimited storage
capabilities Virtually capabilities
unlimited storage capabilities

Internet as a point of
convergence Internet for
service delivery

Internet for service delivery

Big data source Mean to
manage big data

Mean to manage big data

Internet of Things Cloud Computing
Displacement Pervasive Centralized
Reachability Limited Ubiquitous
Components | Real word “things” Virtual
Computation Limited Virtually
al capabilities
Role of the Point of Means for delivering
Internet convergence services
Big data Source Means to manage

In general, Internet of things can take feature of the Cloud's
nearly infinite capacities and resources to compensate for its
technical shortcomings for instance storage, processing,
communication. Cloud may provide an efficient sol for 10T
operation, department, and installation as well as for
execution apps and services that take advantage of the stuff or
data generated via them. On the different part, the Cloud
would interest of 10T via expansion itis range to deal with real
world things in a extra distributed and dynamic way, and to
offer new services in a wide variety from real life scenarios.

In Tab.2, the finished Cloud and loT feature emerging from
the various literature proposals and exciting the Cloud loT
paradigm are reported.

Table 2. Complementarity and Integration of Cloud and
loT

loT Cloud
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. The problems solved and the benefits achieved by
implementing the Cloud loT paradigm are described
below [16]:

. Storage resources. 10T offers a broad range of sources
of information “like, stuff” with three Big Data features
that generate a large amount of nonstructured or semi
structured data: volume “like, data size”, variety “like,
data types”, and velocity “like, data generation
frequency”.

. Computational resources. 10T systems have restricted
resources for processing and don't allow data processing
on- location. Data composed is typically transmitted to
extra efficient nodes where it is possible to aggregate
and process, but without proper infrastructure,
scalability is difficult to achieve.

. Communication  resources. One of the loT
specifications into allow IP_enabled devices to connect
via dedicate hardware, and it can be very costly to
support such communication. Cloud provides an easy
and affordable solution that uses personalized portals
and built-in apps to link, monitor, and manage
something from anywhere and anytime.

. New capabilities. Very height frequency from devices,
technologies, and protocols characterizes the 10T. It can
therefore be wvery hard to obtain scalability,
interoperability, reliability, performance, availability,
and security.

5. SMART WEB APPLICATION
IN SMART STADIUM

One of the findings of the case study was that the knowledge
produced by the instruments could be better used to monitor
the stadium and around it. And optimize the advantages of the
tools through this. An application that can be used by Stadium
management often offers useful feedback, as seen by the Edge
Olympic, for the data lake. These could have a beneficial
effect on the declared objectives for each smart device,
however on cost reduction and user experience support. This
type of approach can easily be implemented on the network if
a stadium has a rigid basic infrastructure. [15].

114




International Journal of Computer Applications Technology and Research
VVolume 10-Issue 05, 111-118, 2021, ISSN:-2319-8656

IoTCloud is an open-source project aim at merge stuff
(smartphones, tablets, robots, websites, etc..) with background
to handle sensors and they messages and to provide an API
for apps that are concerned in these data. The Cloud may
provide an efficient solution for implementing the
management and composition of 10T resources as well as
applications that take advantage of stuff or data generated by
them.[9]. CloudloT has given origin to a new collection of
intelligent services and apps so as to can have a huge effect on
daily life as shown in. Figure .4[9].
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Figure 4. Services made potential thanks to the CloudloT paradigm

Three layers are used in the standard web application:
presentation, application, and database. However, you usually
see the presentation layer divided into two separate layers
when dealing with stable and modular web applications: client
and representation. Figure.5 shows the three_tier web pattern
[17].

HTMLE’J“""‘&N‘N. Css Fremntatian Layer

i} .
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e,p
QL Server Mongip

Figure 5. The Three tier_web_pattern
a) The- tier - web pattern

It is crafted to relief developers to read the core components
of the framework for developers to make it more flexible and
scalable. This architecture is planned to have an overall
public-facing interface. By divide an app into many levels, he
can install middleware, safeguard every individual layer, and
until give up layers to untrustworthy third-party apps. [17].
Figure.6 show an alternate version of the tiered web style that
splits the presentation layer to two layers. The developer will
offload the client layer to the individual client by breaking the
display layer into the client and representative layer to
effectively provide several different clients with a single
representation.
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Client

Representation
Application
Database

Figure 6. The four tier web pattern
b) Reasons for Usage

If any of the above applies, the developer wants to use this
pattern: Needed to build a modular cloud system. To have
many interfaces for his system. And link different apps to
every other (using Amazon cloud services, Google Cloud...
etc.). [16].

c) Implementation

A standard implementation of an n tier architecture is based
on a four-tier architecture. The most significant thing is

whither each layer goes...Figure.7 illustrates how much a
develop can divide the layers that it cloud services offer.

HTML/JS Clinet  iPhone/iPad Client Desktop Client

t ! t

»
Filter
virtual )
server Represention
Fo2 Boto Package
Application
Database S

Figure7. Deployment of the n-tier architecture

In the 'n'-tier architecture system, three distinct client layers
are given: one for basal HTML and JScript, the other for
iPhone clients device and iPad clients device, and a tertiary
for desktop clients. Each of this three layers will sitting the
user with the data and set it up directly on the client's device.
A developer has almost no faith in anything coming from
either of these clients, so all authentication and authorization
below this layer must be done by a programmer. The
candidate layer that allows a developer to recap the
authenticate and license from the representation and app
layers is straight underneath client layers. It sits direct on top
of the layer of representation, altering any input and output
flowing in which. Both two layers need to talk same protocol
of communication.

6. LITERATURE SURVEY

Looking to the smart stadium's institutional context helps us
positioning the overarching rationale of innovation
crisscrossing the "permeable boundaries™ of the stadium, who
no way to stands alone in the analysis. We discuss how the
stadium is built by the 10T and Cloud Computing techniques
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and university projects, which serve as an information
infrastructure that conditions those facts, techniques, and
smartness narratives to be applicable in the present.

S. Panchanathan et al [1] The Authors discuss here on three
fan enrichment initiatives were presented within the
framework of the Smart Stadium for Smarter Living action.
These ventures centered on enhanced protection Crowd
Under-standing, fan participation Sporty Demonstrator
Platform, and deficiency /convenience (Wait Time/Queue
Estimation). Each data collection was split into a classified
training set and an unclassified set randomly. 10 percent of
the dataset size was set to the batch size. From the
unclassified set, a batch of samples was queried, appended to
the classified collection, and the output was assessed on entire
unclassified collection.

M. M. Froufe et al.[2] The Authors discuss here on proposes
that the key drivers and systems of smart buildings be
identified and compared by associating them with the main
beneficiaries: consumers, owners, and the climate. On the
basis of the approach adopted, 11 drivers and eight systems
have been identified and drivers have been grouped into three
groups from the study of the key beneficiaries: consumers
primarily concerned with health, wellbeing and meeting
expectations; owners primarily concerned with improving the
cost benefit ratio; and the environment primarily concerned
with reducing consumption and pollution. The analysis had
three main objectives: first, to discuss the main drivers that
improve the knowledge of a building by rating them
according to the main beneficiaries; second, to investigate the
main systems that are sitting in those buildings; and third, to
investigate the relationship between drivers and systems. We
used a three step way to achieve these objectives:

bibliographic scan, identification of the smart building's key
drivers and systems, and find of the relationships between
drivers and systems.

S. A. Alhadad et al [3]. The Authors focus here on Addresses
the importance of the use of specialized equipment in the area
of a sports organization. It starts with an introduction of how,
with live examples, they are of a paramount benefit to either
the fans of the stadium's infrastructure facilities, e.g., Parking
lot entrance, the ability of the controlling smart systems to
detect any emergency or defect to handle the problem at once.
After that, how the information security system work in the
stadium, accompanied by exclusive and unique pictures and
graphics. Three producers are essential in the first stage,
cameras, sensors, and the loT gateway. Cloud analytics
rabidly capture and evaluate them, allowing stadium managers
to make data-driven decisions.

C. Kakderi et al [4]. The authors also concentrate on the
STORM CLOUDS model as a sol for municipalities
everywhere (1) deploying a purse of governance, economic
and quality of life smart city applications on a single cloud-
based platform, and (2) using the platform and its
corresponding resources to move their current appls to the
cloud environment. It plays an important role in making
efficient use of services that are distributed. Also discussed
was the expansion of SCP for the rapid deployment of sensors
and motors connected to the network at the city level and
three modern modules must be developed to back up the basic
reform of 10T solutions. 1- The control unit will deal with the
interface of the device and enable the risky response in time
as it is composed of the interface and the operating system. 2-
A data provisioning unit that provides a unified acquisition of
sensor data to enable additional processing steps as it will
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store the data obtained from the SCP data service layer. 3-
The Big Data Analytics Unit will provide real analytics,
identify data of interest, and improve algorithms and services.

M. U. Bokhari et al [5] The authors focus primarily on the
concept of cloud computing technology and different levels of
cloud architecture. Also, cloud service and implementation
models are discussed briefly. Comparison of different cloud
computing services models, implementation models: private,
public, and community cloud, as well as public and private
cloud information security specifications according to
different service models, have been provided. Cloud
computing, however, has many features, including on-demand
self-service, large network connectivity, pooling of resources,
elasticity, and calculated service, but it cannot be fully trusted.
Finally, the main challenges and issues of cloud computing
with regards to security for further research have been
discussed in the chapter.

P. Srivastava et al [6]. The authors focus primarily on the
brief review of the implementation, development, forms, and
components of cloud computing in cloud computing, as well
as various cloud computing methods and some of its benefits.
The cloud computing application area will be gradually rising.
Cloud computing is now used by almost all small and large
industries to handle storage, traffic, and hardware
requirements.

Odun-Ayo et al. [7]. The key objective of the authors is to
define, analyze and clarify the emerging developments and
growth in the architecture of cloud computing.

A. Botta, W. De Donato, V. Persico, and A. Pescapé.[9] The
Authors focused on how we integrate cloud computing and
the Internet of Things, or what we call CloudloT. And look
for important challenges such as hardware and technology
inconsistencies, hardware, reliability, scalability, and safety.
He also showed that the CloudloT model is related to energy,
energy efficiency, etc.

J. H. Nord et al [10] The authors focused on establishing an
extensive review and explanation of the 10T, including
discussion of 10T architecture, applications, and impact. In
addition, 10T priority areas challenges were identified, and a
theoretical framework and conceptual model-based.

G. Mei et al. [11] The authors concentrated on loT
implementations, innovations, and problems in the protection
of geo-hazards. The 10T is commonly use in the preventing of
three collective classifications of geo-hazards: (1) collapse of
slopes, include landslides, flow of debris and Rocks (2)
surface deformation, include surface clefts, collapsing of
surfaces and decline of surfaces, and (3) Earthquakes. Risks.
The emphasis was on providing a detailed survey of
applicable 10T research and technical advances related to the
prevention of geo-hazards. In the monitoring and early
warning of seven types of common geo-hazards, including
landslides, debris flow, rockfall, soil subsidence, surface
collapse, surface cracks, and earthquakes, it first surveys the
loT implementations, then examines the main geo-hazard
mitigation technologies while using the IoT. And the concerns
of loT-based tracking and early warning systems for geo-
hazard avoidance are finally summarized. Furthermore, the
possible recommendations for using the 10T for the protection
of geo-hazards are also illustrated.

A. Tiwary et al [13] The authors concentrated on 10T and its
applications in various science and technology fields. It is also
given alongside the launch of the 0T literature review. It also
addresses the design and components of the 10T along with its

116



International Journal of Computer Applications Technology and Research
Volume 10-Issue 05, 111-118, 2021, ISSN:-2319-8656

various applications. Architecture and various 10T elements
are clarified. It also defines the main features and their
implementations.

S. van Heck [15] focused on the following research question
to be answered in this study: what smart instruments maybe
found in stadiums, and how much can this smart tools be
configured for use? And address the stadium-focused
questions: what smart tools maybe found in stadiums, and
how can to be configured to use these smart tools? To
maximize the use of the tools, what interventions can be
recommended? What progress has been made since the advent
of intelligent tools, and what can be improved? What smart
tools are implemented at a stadium and what are the targets to
their integration? What features do smart stadiums have?
What are the features of a stadium and how does the need for
smart tools apply to this? How is the integral of smart tools
concerning to real ownership management theories? What are
smart tools?

M. Puneet et al [17] The authors concentrated on how to
develop any cloud web application, provide multiple
interfaces for it, and how to select the best Amazon Web
Services service for an application. The authors concentrated
on how to develop any cloud web application, provide
multiple interfaces for it, and how to select the best Amazon
Web Services service for an application. And if developers
want to use Amazon cloud services and can easily create
applications using the cloud, the cost of cloud computing is
also small since all the software and hardware available are
leased from cloud services for use time and high performance
that the application obtained from cloud services.

7. CONCLUSIONS

The growth of loT software is turning our environment into
one previously considered impossible. The 10T will service
our community by growing efficiency, integrity, and
convenience for both businesses and consumers alike.
However, Internet of things involves key legal concerns for
any new technology, such as protection, privacy, data
management, and the need for standards and protocols. If left
unchecked, the 10T could have passive effects. If dealt with
successfully, however, the l1oT will flourish while maintaining
individuals' fundamental rights. newly, sensors with high
sensibility and low price are on the market. With the evolution
of the Internet, we can send and receive data anywhere in the
world. In addition, device and storage virtualization and
software-defined network development enable the efficient
use of ICT for infrastructure in many fields. Technologies and
principles in various areas, such as civil engineering and ICT,
will be integrated in the near future. In addition, social
infrastructures would be virtualized by ICT in the real world.
A smart society can then be realized where, by accurate data
analysis and control, we can run the infrastructure. The cost of
cloud computing is also small since all the software and
hardware required is leasehold-for-use time as well as high
execution performance that the app acquires from cloud
providers, and we can easily develop the application using the
cloud.
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Abstract: Internet of Things (10T) is a well-known term that has gained massive encouragement over a few years. The future of the
human race will be significantly influenced by the application of 10T over the coming years. The Internet is everywhere and touched
almost every corner of the globe affecting our lives in previously unimagined ways. As a living entity, the Internet is constantly
evolving, and now, an era of widespread connectivity through various smart devices (i.e., things) that connect with the Internet has
begun. 10T looks more like an umbrella covering many protocols, technologies, and concepts that depend on specific industries. It will
lead to the development of efficient mechanisms with high scalability and interoperability features among the things or objects. 10T is
a reality that is progressing day by day, connecting billions of people and things to form a vast global network. 10T has applications in
various domains like agriculture, industry, military, and personal spaces. There are potential research challenges and issues in 10T that
act as a hurdle in the complete exploration of 10T in real-time implementation.

Key Words: Internet of Things, loT architecture, RFID, Smart technology, Cloud computing, WSN

1. INTRODUCTION

The Internet of Things (loT) is a kind of network which is
created by the different devices performing separate tasks for
some common purposes. We are entering an era of the
“Internet of Things”. This term has been defined by different
authors in many different ways. Let us look at two of the most
popular definitions. Vermesan et al. [1] define the Internet of
Things as simply an interaction between the physical and
digital worlds. The digital world interacts with the physical
world using a plethora of sensors and actuators. Another
definition by Pe™na-L opez et al. [2] defines the Internet of
Things as a paradigm in which computing and networking
capabilities are embedded in any kind of conceivable object.
Main components [3] of 10T are sensors and physical objects.
With the help of Wireless sensor Network and RFID, L
information is exchanged in this era of internet of things every

device is uniquely identified. Sensors and actuators are

devices, which help in interacting with the physical
environment. The data collected by the sensors has to be

stored and processed intelligently in order to derive useful

inferences from it. Note that we broadly define the term

sensor; a mobile phone or even a microwave oven can count

as a sensor as long as it provides inputs about its current state

(internal state + environment). An actuator is a device that is

used to effect a change in the environment such as the where things like electrical faults/errors are within

temperature controller of an air conditioner and accessed to the s.yste_n?. ) .
the network [4]. 3. Availability of big data — We know that 10T relies

heavily on sensors, especially real-time. As these
electronic devices spread throughout every field,
their usage is going to trigger a massive flux of big
data.

4. Networking connection — In order to communicate,
internet connectivity is a must where each physical

with respect to the external environment. In the upcoming
years, loT-based technology will offer advanced levels of
services and practically change the way people lead their daily
lives. Advancements in medicine, power, gene therapies,
agriculture, smart cities, and smart homes are just a very few
of the categorical examples where 10T is strongly established.
Over 9 billion ‘Things’ (physical objects) are currently
connected to the Internet, as of now. In the near future, this
number is expected to rise to a whopping 20 billion.

There are four main components used in 10T as shown in Fig.

1. Low-power embedded systems — Less battery
consumption, high performance are the inverse
factors play a significant role during the design of
electronic systems.

2. Cloud computing — Data collected through 10T
devices is massive and this data has to be stored on
a reliable storage server. This is where cloud
computing comes into play. The data is processed
and learned, giving more room for us to discover

IoT is the networking of physical objects that contain
electronics embedded within their architecture in order to
communicate and sense interactions amongst each other or
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object is represented by an IP address. However, there
are only a limited number of addresses available
according to the IP naming. Due to the growing number
of devices, this naming system will not be feasible
anymore. Therefore, researchers are looking for another
alternative naming system to represent each physical
object.

loT Device
loT Cloud

loT
Gateway \

Mobile

loT Device

Fig. 1 loT Structure
2. ARCHITECTURE OF IOT

The layered architecture in context of IoT has five layers
named business, application, middle, network, and perception
layers [5-8] as shown in Fig. 2.

Business Layer

|

Application Layer

4

Middleware Layer

|

Network Layer

Perception Layer

Fig. 2 IoT Architecture

1. Business Layer: Once 10T data is procured, it is valuable
only if it applies to business planning and strategy. Every
business has specific goals and objectives that it wants to
accomplish by gathering intelligence from data. Business
owners and stakeholders use data from past and present data
to plan precisely for the future.

2. Application Layer: In this layer, Data is further processed
and analyzed to gather business intelligence. Here loT
systems get connected with middleware or software that can
understand data more precisely.

3. Middleware Layer: It transports data from sensor to control
rooms for processing the information safely. It serves the
requests taken from the network layer. There is data base
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which may be used if needed to perform ubiquitous
computing and decision making about the results. The SOA
architecture of loT has applications, service management,
service composition, object abstraction objects [9-12]. Apart
from this it needs a trust, privacy, and security management.

4. Network Layer: The network layer is responsible for
connecting to other smart things, network devices, and
servers. Its features are also used for transmitting and
processing sensor data.

5. Perception Layer The perception layer is the physical layer,
which has sensors for sensing and gathering information about
the environment. It senses some physical parameters or
identifies other smart objects in the environment.

3. 10T — KEY FEATURES

The most important features of loT include artificial
intelligence, connectivity, sensors, active engagement, and
small device use. A brief review of these features is given
below:

Artificial Intelligence — 10T essentially makes virtually
anything “smart”, meaning it enhances every aspect of life
with the power of data collection, artificial intelligence
algorithms, and networks. This can mean something as simple
as enhancing your refrigerator and cabinets to detect when
milk and your favourite cereal run low, and to then place an
order with your preferred grocer.

Connectivity — New enabling technologies for networking,
and specifically l1oT networking, mean networks are no longer
exclusively tied to major providers. Networks can exist on a
much smaller and cheaper scale while still being practical. loT
creates these small networks between its system devices.

Sensors — 10T loses its distinction without sensors. They act as
defining instruments which transform loT from a standard
passive network of devices into an active system capable of
real-world integration.

Active Engagement — Much of today's interaction with
connected technology happens through passive engagement.
10T introduces a new paradigm for active content, product, or
service engagement.

Small Devices — Devices, as predicted, have become smaller,
cheaper, and more powerful over time. 10T exploits purpose-
built small devices to deliver its precision, scalability, and
versatility.

4. CHALLENGES

This emerging 10T has tremendous usages as well as dangers
also, as it connects with the physical world. Internet threat
today steals credit cards. Who can tell that future internet will
not ruin home security system and disrupt hospital? Different
heterogeneous devices connecting to each other in
unsupervised way giving birth of insecurity of internet
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operation. Two important issue/challenges of 10T can be low
power and security function. There are lot of vulnerabilities in
10T because of its nature of network [13-15]. The security
requires resilience to the attacks, access control, data
authentication, and client privacy.

5. ADVANTAGES OF IOT

The advantages of 10T span across every area of lifestyle and
business. Here is a list of some of the advantages that 0T has
to offer:

e Improved Customer Engagement — Current
analytics suffer from blind-spots and significant
flaws in accuracy; and as noted, engagement
remains passive. 10T completely transforms this to
achieve richer and more effective engagement with
audiences.

e Technology Optimization — The same technologies
and data which improve the customer experience
also improve device use, and aid in more potent
improvements to technology. 10T unlocks a world
of critical functional and field data.

e Reduced Waste — loT makes areas of improvement
clear. Current analytics give us superficial insight,
but 10T provides real-world information leading to
more effective management of resources.

e Enhanced Data Collection — Modern data collection
suffers from its limitations and its design for passive
use. loT breaks it out of those spaces, and places it
exactly where humans really want to go to analyze
our world. It allows an accurate picture of
everything.

6. DISADVANTAGES OF IOT

Though loT delivers an impressive set of benefits, it also
presents a significant set of challenges. Here is a list of some
its major issues:

e  Security — loT creates an ecosystem of constantly
connected devices communicating over networks.
The system offers little control despite any security
measures. This leaves users exposed to various
kinds of attackers.

e Privacy — The sophistication of loT provides
substantial personal data in extreme detail without
the user's active participation.

e  Complexity — Some find 10T systems complicated
in terms of design, deployment, and maintenance
given their use of multiple technologies and a large
set of new enabling technologies.

e  Flexibility — Many are concerned about the
flexibility of an 10T system to integrate easily with
another. They worry about finding themselves with
several conflicting or locked systems.

e  Compliance — 10T, like any other technology in the
realm of business, must comply with regulations. Its
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complexity makes the issue of compliance seem
incredibly challenging when many consider
standard software compliance a battle.

7. PRACTICAL APPLICATIONS

The versatility of 10T has become very popular in recent
years. There are many advantages to having a device based on
1oT. Mckinsey Global Institute reports that 10T business will
reach 6.2 trillion in revenue by 2025. There are lots of
applications are available in the market in different areas.

(i) Personal Home Automation System: Home Automation
system is the major example in this area.

Wemo Switch Smart Plug: It is the most useful devices which
connected home devices in the Switch, a smart plug. It plugs
into a regular outlet, accepts the power cable from any device,
and can be used to turn it on and off on hit a button on your
smartphone.

(if) Enterprise: In the enterprise area many applications are
there like environmental monitoring system, smart
environment etc.

Nest Smart Thermostat: It is connected to the internet. The
Nest learns automatically your family’s routines and will
automatically adjust the temperature based on your activities,
to make your house more efficient. There is also a mobile app
which allows the user to edit temperature and schedules.

(iii)Utilities: smart metering, smart grid, and water monitoring
systemare the most useful applications in the
various utility area.

(iv)Energy Management: Advanced Metering Infrastructure is
the major example in this area.

(v) Medical and Health Care: Remote health monitoring and
emergency notification system are examples of 10T in
the medical field.

Health patch Health Monitor: It can be used for
the patient who can’t go to doctors, letting them get ECG,
heart rate, respiratory rate, skin temperature, body posture, fall
detection, and activity readings remotely.

(vi) Transportation: Electronic toll collection systemis the
most useful example in this area.

(vii) Large scale deployment: There are various large projects
ongoing in the world. Songdo (South Korea), the first of its
kind fully wired Smart City, is near completion. Everything in
this city is planned to be wired, connected and turned into a
data stream that would be monitored by an array of computers
without any human interaction.
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8. CONCLUSIONS

This paper surveys the loT standards, technology,
architectures, and enabling technologies of the 10T with
special attention of security, privacy, and trust aspects.
Various techniques and ways are described and
analysed on the basis of important parameters. Treats,
attacks and vulnerabilities of various levels are
analysed.
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Abstract: Performance and security are two critical functions of wireless ad-hoc networks (WANETS). Network security ensures the
integrity, availability, and performance of WANETSs. It helps to prevent critical service interruptions and increases economic
productivity by keeping networks functioning properly. Since there is no centralized network management in WANETS, these
networks are susceptible to packet drop attacks. In selective drop attack, the neighbouring nodes are not loyal in forwarding the
messages to the next node. It is critical to identify the illegitimate node, which overloads the host node and isolating them from the
network is also a complicated task. Resistive to selective drop attack (RSDA) scheme is proposed to provide effective security against
selective drop attack. A lightweight RSDA protocol is proposed for detecting malicious nodes in the network under a particular drop
attack. The RSDA protocol can be integrated with the many existing routing protocols for WANETs such as AODV and DSR. It
accomplishes reliability in routing by disabling the link with the highest weight and authenticate the nodes using the elliptic curve
digital signature algorithm. In the proposed methodology, the packet drop rate, throughput and end to end delay are analysed.
Keywords: wireless ad-hoc networks; resistive to selective drop attack; network security; elliptic curve digital signature algorithm;
distance vector routing; ad-hoc on demand distance vector routing

attack, a reliable factor is chosen by computing the list of link

1. INTRODUCTION

Wireless Ad-Hoc Networks (WANETS) decentralized nature
makes suitable for different types of applications, where
central nodes cannot be trusted on and may progress the
scalability of networks linked to wireless networks, through
practical and theoretical confines to the overall size of such
networks have been recognized. Minimal configuration and
quick deployment make ad hoc networks suitable for
emergencies in military or natural disasters conflicts. The
existence of adaptive and dynamic routing protocol enables ad
hoc networks to be formed quickly [1]. The applications can
further classify wireless Ad-hoc networks into Vehicular Ad
hoc Networks (VANETs), Mobile Ad hoc Networks
(MANETSs), Smartphone Ad-hoc Networks (SPANS),
Wireless mesh networks. Wireless Sensor Networks (WSNs)
are emerging as a promising technology because of their wide
range of applications in industrial, environmental monitoring,
military and civilian domains. Due to economic
considerations, the nodes are usually simple and low cost.
They are often unattended, however, and are hence likely to
suffer from different types of novel attacks. A black hole
attack (BLA) is one of the most typical attacks and works as
follows. The adversary compromises a node and drops all
packets that are routed via this node, resulting in sensitive
data being discarded or unable to be forwarded to the sink.
Because the network makes decisions depending on the
nodes’ sensed data, the consequence is that the network will
completely fail and, more seriously, make incorrect decisions.
Therefore, how to detect and avoid BLA is of great
significance for security in WSNs. Wireless networks have
many different architectures than that of a typical wired
network; a host can broadcast that it has the shortest path
towards a destination. By doing this, all traffic will be directed
to the host that has been compromised, and the host can drop
packets at will [2]. The RSDA protocol can provide resistance
to selective drop attacks by thwarting the nodes from getting
overloaded. It attains reliability in routing using the reliable
factor by disabling the link as defective or by obtaining a new
efficient route to the destination. To address the selective drop
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weights. If the sum of the weight of a particular route is high,
e.g., it indicates that the low reliability, the attacking node can
be identified. Each node maintains its own weight; the
obtained weight is added to the route request payload. By
computing the reliability rate, malicious nodes can be
distinguished from other normal nodes. The performance of
RSDA protocol is increased compared to existing approaches
by considering the factors such as packet drop rate, jitter and
routing overhead
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Figure 1. Wireless Ad-Hoc networks (WANETS)

Routing table size is minimized by only including next hop
information, not the entire route to a destination node.
Sequence numbers for both destination and source are used.
Managing the sequence number is the key to efficient routing
and route maintenance. Sequence numbers are used to
indicate the relative freshness of routing information. Updated
by an originating node, e.g., at initiation of route discovery or
a route reply. In figure 1 the wireless ad hoc network
(WANETS) is a type of local area network (LAN) that is built
spontaneously to enable two or more wireless devices to be
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connected to each other without requiring a central device,
such as a router or access point. When Wi-Fi networks are in
ad-hoc mode, each device in the network forwards data to the
others [3]. The RSDA protocol has been designed to offer
resistance to selective drop attacks by preventing the nodes
from getting overloaded. It achieves reliability in routing
using the reliable factor by disabling the link as defective or
by obtaining a new efficient route to the destination. This
mainly contributes on Wireless Ad Hoc Networks and their
security related issues. A review on various protocols is done
to deal with selective drop attack in WANET.A light weight
RSDA protocol has been proposed for detecting malicious
nodes in the network under selective drop attack. The RSDA
protocol can be integrated with the many existing routing
protocols for WANET such as AODV and DSR. An efficient
cryptographic technique  ECDSA has been chosen for
providing authentication which has a lesser key size however
it provides similar security. Finally, it achieves extreme
network security measures ensures the integrity, availability,
and performance enhanced using RSDA for WANET. In
selective drop attack, the malicious nodes would refuse of
forwarding message passing through them. At last this attack
can potentially drop the throughput of a host to a minimum
level. The RSDA protocol has been proposed to strengthen the
resistance to selective drop attacks by thwarting the nodes
from getting overloaded [4]. It attains reliability in routing by
disabling the link as defective or attempts to obtain a new
efficient route to the destination.

Source
O wea @

RREQ

RREP . . RREQ
@Y Rrep WP - RREC

RREQ N

RREQ RREP ~ o
RREQ A Destination
I' RREQ

Figure 2. Message routing in AODV

In Figure 2 Route Requests (RREQs), Route Replies
(RREPs), and Route Errors (RERRS) are the message types
defined by AODV. These message types are received via
UDP, and normal IP header processing applies. So, for
instance, the requesting node is expected to use its IP address
for the message.

2. PROBLEM STATEMENT

The packet drop attack can frequently be used to attack
WANETs. Wireless networks have many different
architectures than that of a typical wired network; a host can
broadcast that it has the shortest path towards a destination.
By doing this, all traffic will be directed to the host that has
been compromised, and the host can drop packets at will. Also
over a mobile ad-hoc network, hosts are especially vulnerable
to collaborative attacks where multiple hosts will become
compromised and deceive the other host on the network. This
kind of attacks can be detected at an early stage by monitoring
few hundreds of packets based on the number of requests that
a host receives from a particular host from a fixed interval of
time changes. The early detection of DoS attack prevents the
controller going down. If detection happens at early stage
then, the impact of flooding of malicious packets can be
controlled significantly. The early detection mechanism must
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be of light weight and should have a high response time [5].
The high response time saves the controller in the period of
attack to regain the control by terminating the DoS attack.

2.1 Software tools used

Even though there are various tools available to implement
the networking technology, the open source software is
preferred for its flexible approach towards creating custom
algorithms. One such software available to implement the
Wireless sensor network test bed is NS2. Network
simulation is a technique where a program models the
behavior of a network either by calculating the interaction
between the different network entities (hosts/routers, data
links, packets, etc.) using mathematical formulas, or actually
capturing and playing back observations from a production
network. When a simulation program is used in conjunction
with live applications and services in order to observe end-
to-end performance to the user desktop, this technique is
also referred to as network emulation. Most network
simulators use discrete event simulation, in which a list of
pending "events" is stored, and those events are processed in
order, with some events triggering future events such as the
event of the arrival of a packet at one node triggering the
event of the arrival of that packet at a downstream node.

3. IMPLMENTATION

Soft security mechanism was proposed as a fully distributed
trust-based public key management technique for MANET.
A Composite Trust-based Public Key Management
(CTPKM) was proposed to maximize the performance by
mitigating the vulnerabilities. A trusted threshold was fixed
with each node to decide whether to trust another node or
not. A mechanism based on the simple rate-based control
packet forwarding mechanism to alleviate malicious control
packet was proposed. It was made secure against other
DDoS attacks, and those legitimate nodes are not
erroneously treated as misbehavior node. Anti Black Hole
(ABM) mechanism, which estimates the suspicious value of
a node according to the amount of abnormal difference
between RREQs and RREPs transmitted from the node [6].
Multipath forwarding technique to identify attacks in a
wireless sensor network based on selective forwarding
attack procedure was proposed. Thus it is necessary to
propose a strong security based system for loT based
wireless sensor network. Our proposed work handles this
effectively. To address the selective drop attack, a reliable
factor is chosen by computing the list of link weights. If the
sum of the weight of a particular route is high, e.g., it
indicates that the low reliability, the attacking node can be
identified. Each node maintains its own weight; the obtained
weight is added to the route request payload. By computing
the reliability rate, malicious nodes can be distinguished
from other normal nodes. Unicast delivers a message to a
single specified node; Broadcast delivers a message to all
nodes in the network; Multicast delivers a message to a
group of nodes that have expressed interest in receiving the
message; Anycast delivers a message to any one out of a
group of nodes, typically the one nearest to the source.
RSDA provides an effective security for selective drop
attack. It attains reliability in routing using the reliable factor
by disabling the link as defective or by obtaining a new
efficient route to the destination [7].

In the below figure 3 represents architecture of proposed
system, in which all modules of the work are represented.
Wireless network initialized and nodes are assigned with
AES and ECC key and verified on message transfer. The
design is a plan or drawing produced to show the look and
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function or workings of an object before it is made. Unified
Modeling language (UML) is a standardized modeling
language enabling developers to specify, visualize, construct
and document artifacts of a software system. Thus, UML
makes these artifacts scalable, secure and robust in
execution. UML is an important aspect involved in object-
oriented software development. It uses graphic notation to
create visual models of software systems.

Initialize nodes

Assign unique
key
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Find one hop Neighbor list H Heighbor
| — | Node
No I

neighbor Authentication

I | check next neighibor No

Source node H Check next neighbor Yes

Verify node
key

Optimal path

Secure routing

Route packets
tn dectination

Figure 3. Architecture diagram

Wireshark is a packet sniffer and analysis tool. It captures
network traffic on the local network and stores that data for
offline analysis. Wireshark captures network traffic from
Ethernet, Bluetooth, Wireless (IEEE.802.11), Token Ring,
Frame Relay connections, and more. Wireshark intercepts
traffic and converts that binary traffic into human-readable
format. This makes it easy to identify the type of traffic is
crossing the network. In Figure 4 it shows the analyzing of
duplicate packets using Wireshark.
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Figure 4. Analyzing duplicate packets using Wireshark

Since attacker replicates his own MAC address between target
and client, the ARP table gets updated with replicated MAC
address. Each switch has an ARP (Address Resolution
Protocol) table in order to store the IP addresses and MAC
addresses of the network devices. The ARP table is used to
determine the destination MAC addresses of the network
nodes. Thus by analyzing packets after ARP spoofing, the
MAC address gets replicated between the hosts with the
different IP address in ARP table. Here, the detection is based
on IP-MAC addresses bindings. Once the topology gets
initialized, the controller will dynamically allocates MAC
address for every IP address in the network. The controller
will store that created MAC address in MAC_to_port table.
During attack, the attacker duplicates his own MAC address
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and spoofs arrived packets. But the controller doesn’t knows
whether arrived packets having legimate MAC address or
duplicated MAC address [8].
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Figure 5. Process flow

The above Figure 5 represents collaboration diagram, it
represent the process flow and its function. Assigning trust
parameter, calculating fitness function and route selection are
the sequence of process handled. It clear cut the process
involved in the proposed work were the source node choose
the neighbor node and check the key and it creates the routes
path for sending the packets and also find the By-pass attacker
which arrive in the path. thus the algorithms involved will
avoid the attackers in the path and find the best routing path
for allowing the route packets. Minimal configuration and
quick deployment make ad hoc networks suitable for
emergencies in military or natural disasters conflicts. The
applications can further classify wireless Ad-hoc networks
into Vehicular Ad hoc Networks, Mobile Ad hoc Networks,
Smartphone Ad-hoc Networks, Wireless mesh networks and
S0 on.
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Figure 6. Activity diagram

The above Figure 6 show the activity diagram of the proposed
system, where we represented the identified activities and its
functional flow. The selected node will check the AES key
and ECC key. At the next step it check for AES cipher and
ECC cipher for evaluating the key size and send the packets to
the destinations [9]. The modules included in our
implementation are as follows Network model, AES
implementation, ECC implementation, Key size Evaluation.

3.1 Network model

Consider a wireless sensor network consisting of sensor nodes
that are uniformly and randomly scattered in a circular
network; the network radius is R, with nodal density p, and
nodes do not move after being deployed. Upon detection of an
event, a sensor node will generate messages, and those
messages must be sent to the sink node. Consider that link-
level security has been established through a common
cryptography-based protocol. Thus, consider a link key to be
safe unless the adversary physically compromises either side
of the link [10].

3.2 AES implementation

AES performs all its computations on bytes rather than bits.
Hence, AES treats the 128 bits of a plaintext block as 16
bytes. These 16 bytes are arranged in four columns and four
the third mixes columns. The last transformation is a simple
exclusive or (XOR) operation performed on each column
using a different part of the encryption key longer keys need
more rounds to complete. To decrypt an AES-encrypted
ciphertext, it is necessary to undo each stage of the encryption
operation in the reverse order in which it is applied [11].

3.3 ECC implementation

Elliptical curve cryptography (ECC) is a public key
encryption technique based on elliptic curve theory that can
be used to create faster, smaller, and more efficient
cryptographic keys. ECC generates keys through the
properties of the elliptic curve equation instead of the
traditional method of generation as the product of very large
prime numbers. Because ECC helps to establish equivalent
security with lower computing power and battery resource
usage.
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3.4 Key generation

Key generation is an important part where an algorithm
should generate both public key and private key. The sender
will be encrypting the message with receiver’s public key and
the receiver will decrypt its private key. Now, select a
number, d within the range of n. Generate the public key
using the following equation,

Q=d*P &)

Where d = the random number selected within the range of (1
to n-1). P is the point on the curve, Q is the public key and d is
the private key.

3.5 Encryption

Let ‘M’ be the message that has to be sent. Consider ‘M’ has
the point ‘P’ on the curve ‘E’. Randomly select ‘k’ from [1 -
(n-1)]. Cipher texts will be generated let C.

C=M+(k*P) @
3.6 Decryption

Use the following equation to get back the original message
‘M’ that was sent.

M =C - d *(k*P) (3)
M is the original message that was sent.

3.7 Key size implementation

The key are uniquely generated and assigned for all nodes in
the network and used for encryption. The cipher text
generated with the key. The keys generated for nodes using
AES and ECC are stored in a text files. The size of key are
compared. ECC's main advantage is that you can use smaller
keys for the same level of security, especially at high levels of
security. The implementation shows that the Key size of ECC
is very small compared to AES.

4. RESULTS AND DISSCUSION

Cryptographic schemes employ large keys and many rounds
in their design for protection against malicious attacks.
Wireless ad-hoc network thus requires adequate security-
ensuring approaches that consume less power and show high
performance. However, providing these requirements in one
design is an impossible task because. Thus, developing a
lightweight cryptographic algorithm is critical because the
cryptographer must address security-performance, security-
cost, performance-cost. In the proposed system, we used
highly secure algorithm and also we can by-pass the attacker
node. After finishing the development of any computer based
system the next complicated time consuming process is
system testing. During the time of testing only the
development company can know that, how far the user
requirements have been met out, and so on. Software testing is
an important element of the software quality assurance and
represents the ultimate review of specification, design and
coding. The increasing feasibility of software as a system and
the cost associated with the software failures are motivated
forces for well-planned through testing.

Source code testing
Specification testing
Module level testing
Unit testing
Integration testing
Validation testing
Performance testing
Black box testing
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. Output testing @ = @ data@ubuntu: ~/Desktopfeccfinal

e  User acceptance testing source 6
CHECK DESTINATION VALUE

source 6
Routing table

Table 1. Unit testing - test cases

E‘ Test Test Test Expected Actual |Node(2) |
Description Procedure Input Result Result |INode(3) |
o : INode(4) |
Input nodes Execute Nodes are | Routing |Node(5) |
1 To check ids robust.tc created table is MEIGHBOURS NODES 2 3 4 5
routing table | ' and created
deployed
, To check path In[()jut source E>E)ecute ROUteZ are RgllJtl_ng
ti and robust.tc | create table is CHECK DESTINATION VALUE
creation destination | created
source 3
Input Key of Execute Node Key | Node is Routing table
3 To check Source node robust.tc values are | authenti
authentication | ' checked ¢ with
true flag
Node(7
4 | Tocheck Input Packets | Execute | Nodes Nodes ,!,E?G:éoaés NODES 7
packet delivery | from Source robust.tc | should get | received
node | packets packets
delivered and
monitor
ed by
sink for
packet
evaluati
ons
Table 2: System specification
|Node(7)|
NEIGHBOURS NODES 7
Parameters Values
Processor Intel(R) Core(TM) i3 -32227U
CPU @1.90GHz NODE CONTAINS DESTINATION
RAM 4GB CHECK DESTINATION WALUE -1
- 6 5 1
Diskspace 255GB
Operating system Windows 10
Application Software Win2000/XP / Linux 9.0
VM ware Workstation

Figure 8. List of available paths
The simulation is carried out in ns-aallinone-2.34 with 33

number of nodes initialized in wireless network and routing is The Figure 7 and 8 shows the routing path and list of available
done is AODV protocol. The nam animator size is set at 1000 paths which is based on the neighboring node detection table
X1000 and neighbor nodes are detected with the distance and it finds the best path and next hop node. The selected
<250. Nodes are assigned with AES and ECC keys for secure source node contains destination and check the destination
network. values. In RSDA, AREQ is appended with the RREQ packet

to accumulate the transmission rate value. The selective drop
The comparison of key size between AES algorithm and ECC attack can be identified by checking the difference of a node
algorithm, and it clearly indicates that the key size of ECC with 2-hop neighbors and the nodes threshold value. The keys
algorithm is very less compared to AES key size. The network generated for nodes using AES and ECC are stored in a text
communication cost can be reduced with ECC files. The size of key are compared. ECC's main advantage is
implementation. The key are uniquely generated and assigned that you can use smaller keys for the same level of security,
for all nodes in the network and used for encryption. The especially at high levels of security. The node notices an
cipher text generated with the key. The keys generated for extreme variance, then the link will be disjointed from its
nodes using AES and ECC are stored in a text files. The size parent as defective or malicious and takes up the
of key are compared. ECC's main advantage is that you can responsibility for searching a new route to the destination.

use smaller keys for the same level of security, especially at
high levels of security. The implementation shows that the
Key size of ECC is very small compared to AES.
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Figure 9. ECC and AES signature checking in the message
transmission

In Figure 9 the ECC and AES signature checking is done in
message transmission were the key size is compared and then
the signature should matches the key size and avoid the
selective drop attack during the transmission of the message
to the receiver. Thus the simulation process end by delivering
the packets without any loss in the packets due to selective
drop in the packet transmission.
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Figure 10. packet sending in nam animator

The network throughput, packet loss and end to end delay are
registered and plotted below. The below graph defines the
delay in the simulation phase. X axis time in (seconds) and Y
axis delay time in (milliseconds). The experiment was running
5 seconds of time. End to End Delay refers to the time taken
for a packet to be transmitted across a network from source to
destination during the simulation time.
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Figure 11. End to End Delay analysis
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End-to-end encryption is a system of communication where
only the communicating users can read the messages. It is
necessary to calculate the execution time in order to evaluate
the efficiency of the algorithm. The specific feature is
communicating with the each nodes of the network rather than
communicating with the intermediary node that exist to
establish the network.
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Figure 12. Throughput Analysis

The above graph defines the throughput for the proposed
protocol. X axis time in (seconds) and Y axis throughput
(bit/s) The experiment was running 5 seconds of time.
Throughput is the rate at which a network sends receives data.
It is a good channel capacity of net connections and rated in
terms bits per second (bit/s). Throughputis the rate of
successful message delivery over a communication channel
by using the algorithms and to resist the selective drop attack
in wireless ad hoc network.
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Figure 13. Packet loss analysis

The above graph defines the packet loss for the proposed
protocol. X axis time in (seconds) and Y axis shows packet
loss. The experiment was running 5 seconds of time. Packet
loss is the number of packets lost at which a network sends
receives data. Packet loss is responsible for many of the
network issues especially in WAN connectivity and WiFi
networks. The result from the above graph is that reason
behind it like the issue is due to network connectivity or the
quality of the network degrades due to TCP or UDP packet
loss. This packet loss may happen if a router is receiving more
data than it transmit or it forgot packets.
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Table 3: Simulation parameter

Parameter Values

Simulator ns-2

Simulation Area 1000x1000m

Mobile Nodes 33

Node Speed 20 m/s

Packet Size 64 byte

Rate of Transmission of Packets | 4 Packets per Second
Routing Protocols AODV

Security Algorithms AES, ECC
Simulation Time 5 seconds

The reserved bits in RREQ and RREP packets are used for
analyzing the total number of packets sent by the source node
and the destination node verifies the same. AREQ and
Authenticated Route Reply (AREP) packets are used for
checking the transmission rate. ECDSA based authentication
code is attached with the message to mitigate from tampering
of messages. In RSDA, AREQ is appended with the RREQ
packet to accumulate the transmission rate value. The
selective drop attack can be identified by checking the
difference of a node with 2-hop neighbors and the nodes
threshold value.
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Figure 14. comparison of packet loss with and without
RSDA

If the transmission rate is increased or decreased extensively,
then the data transmission advances towards the destination,
each node checks the weight of the link. If the variation
between the last rate in AREQ and the node’s estimated value
is greater than the threshold value, then it is proven that at
least one malicious node exists between nodes and the node is
the one which added its last rate to AREQ. If the node notices
an extreme variance, then the link will be disjointed from its
parent as defective or malicious and takes up the
responsibility for searching a new route to the destination.
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Figure 15. Comparison of Throughput with and without
RSDA

The above graphs shows the comparison of Packet loss and
Throughput based on AODV existing and proposed
algorithms, X axis shows the time in seconds and Y axis
shows the packet loss and throughput. that shows the result of
with and without Selective drop attack. Fig 15 shows that
packet loss is decreased without attack and increased with
attack in AODV using ECC algorithm. Red line shows that
packet loss is reduced with RSDA and green line indicates
that packet loss is increased without RSDA.

In Figure 15 The network throughput is more without attack
and network throughput is reduced due to selective packet
drop attack in the network which is triggered by the malicious
node. Red line indicates that with RSDA throughput is
increased and green line indicates the reduced throughput
without RSDA.
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Figure 16. Comparison of end to end delay with and
without RSDA

The above graph shows that end to end delay is more with
attack and reduced without attack using AODV protocol in
ECC algorithm. Thus the comparison is done based on with
and without Resistive selective drop attack in wireless ad hoc
network using AODV protocol by proposing the ECC
algorithm.
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Table 4: Comparison parameters of with and without

RSDA
Sr. No. Parameters | Without With RDSA
RSDA
1 Endto End | 92 ms 60 ms
Delay
2 Packet Loss | 30 18
3 Throughput | 30 bits/s 95 hits/s

There is increased through put, reduced delay of packets and
packet loss during the Selective Packet Forward Attack. It can
be said that the proposed technique is better as compared to
the existing technique. There are various techniques to isolate
and prevent selective packet drop attack which degrade the
system performance by decreasing throughput, increasing
latency and end-to-end delay. In proposed technique delay,
packet loss and throughput are better.

5. CONCLUSION AND FUTURE WORK

Novelty in the proposed methodology is implementation of
elliptical curve cryptography. ECC key is well suited for
wireless applications with smaller key size providing secure
robust protection for wireless Ad-hoc network. Highly secure
algorithm like AES and ECC is used and also can by-pass the
attacker node. Using Wireshark the duplicate packets are
analyzed and attack detection is identified. The network
throughput, packet loss and end to end delay are analyzed and
performance Comparison of with and without RSDA is
analyzed. Proposed methodology shows improvement in
reduction of selective drop attack. Minimal configuration and
quick deployment make ad hoc networks suitable for
emergencies in military or natural disasters conflicts. The
applications can further classify wireless Ad-hoc networks
into Vehicular Ad hoc Networks, Mobile Ad hoc Networks,
Smartphone Ad-hoc Networks, and Wireless mesh networks.

In proposed work, the keys for encryption are generated using
AES algorithm and ECC algorithm. Thus using AODV in
wireless Ad-hoc network packet loss, throughput, end to end
delay is analyzed. Comparison of with and without Resistive
selective drop attack is analyzed. In future, the work can be
extended to implementing few more key generation algorithm.
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