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Abstract

The adoption of Artificial Intelligence (Al) in the United States criminal justice system has enhanced
capabilities in predictive policing, recidivism risk assessment, and forensic analysis. However, such
systems are becoming increasingly susceptible to adversarial manipulation and data leaks which threaten
to undermine the integrity of the legal process and jeopardize public safety. Here we propose a security
architecture that is comprehensive and graduate level, and designed to adhere to the requirements set forth
in the Criminal Justice Information Services (CJIS) Security Policy. This security architecture leverages
robust optimization methods such as Projected Gradient Descent (PGD) training, alongside privacy-
preserving methods like Differential Privacy (DP) and Secure Multi-Party Computation (SMPC), to address
the three-prong approach of fairness, interpretability, and privacy, which we label the "Triangle". The
architecture is built on a Zero Trust Architecture (ZTA) verification approach ensuring that all Al pipeline
interactions are authenticated and encrypted to the FIPS 140-2 standards. We frame the defense as a
minimax optimization problem where we seek to minimize empirical risk based on worst-case adversarial
model perturbations. Additionally, we will provide mapping from Al technical security controls to specific
CJIS Policy Areas for regulatory compliance. We find that there exists a tradeoff between model utility and
security hardening, but the use of a comprehensive, multi-layered security pipeline reduces the rate of
successful evasion attacks and member inference attacks, leading to an eventual safer and more trustworthy
judicial Al community.

1. Introduction

1.1 Background of the study

The increased digital transformation of the public sector has led to widespread use of machine learning
(ML) models within law enforcement and judicial agencies. Additionally, there is an increased number of
algorithms categorically referred to as Al in use from automated license plate recognition (ALPR) software
to sophisticated sentencing recommendation engines which requires handling and processing sensitive
Criminal Justice Information (CJI) information. As Al technology embeds itself with social structures, its
decisions implicate people’s rights to individual liberties and have far-reaching implications for trust in
institutions (Mbiazi et al., 2023). Security in these domains has historically focused on perimeter-based
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security, but the advent of offensive Al demands security measures that secure the model (Malatji & Tolah,
2024).

The FBI CJIS Security Policy is the federal, regulatory framework protecting CJI, but emerging
technologies such as generative Al and deep learning are quickly becoming integrated into these workflows
prompting the policy to evolve with new attack avenues such as adversarial evasion and data poisoning
(Diaz-Rodriguez et al., 2023). This study is at the intersection of advanced ML theory and federal regulatory
compliance, and the point of inquiry to hardening Al infrastructure while balancing operational efficiency
the justice community requires.

1.2 Objectives of the study

The main purpose of this research study is to design a CJIS compliant security architecture that will mitigate
adversarial manipulation and data leaks in criminal justice Al systems. More specifically the research will:

1. Design a multi-layered security pipeline that incorporates input sanitization, adversarial training,
and post-processing/output perturbation.

2. Map out a mathematical framework for quantifying security Key Performance Indicators (KPIs)
such as a robustness score () and privacy loss ().

3. Create a nexus between technical Al defenses (e.g. DP-SGD) to the CJIS Policy Areas to enable
auditability against required regulations.

4. Investigate the trade-off between accuracy and security hardening within the landscape of high-
stakes judicial decision-making.

1.3 Problem Statement

Al-based systems leveraged within our U.S. criminal justice system are currently vulnerable to two major
classes of threats; adversarial manipulation and data leakage. Adversarial manipulation is the injection of
small, human-invisible perturbations into input data in order to induce misclassification of the "predicted"
input. In a judicial situation this manipulation could mean incorrect risk assessments or forensic errors
(Hassija et al., 2023). Data leakage, primarily through a method called on membership inference attacks, is
when adversaries are able to determine whether the record of an individual was part of a training set,
possibly exposing sensitive CJI or violating restrictions on privacy (Diaz-Rodriguez et al., 2023).

An additional problem is that the "black-box" nature of many deep-learning models prevents systematic
evaluation of the behavior of the model to predetermined security criteria (Cen & Alur, 2024). In addition,
CJIS policies do not provide any technical guidance in how to secure the internal weights and/or the
gradient-descent process of ML models. Without a common, compliant architecture, deploying Al-based
systems in law enforcement will continue to undermine the legal principles of integrity and confidentiality
it seeks to maintain.

1.4 Context and Motivation

This research is motivated by the high-stakes nature of criminal justice. In contrast to commercial Al
applications, when a misclassification occurs, the failed technology might only result in a lost sale. In
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judicial Al systems, it is possible that an incorrect classification could result in wrongful detention or
inaction on a public threat (Hassija et al., 2023). The nexus of "safety-security" is paramount; a system that
is safe (aligned to intent by a human) but not secure (hacked) is a liability (Qi et al., 2024).

Current literature states that in establishing trustworthiness, competing measures must ultimately be
negotiated (Mbiazi et al., 2023). In the U.S., the NIST Al Risk Management Framework (Al RMF) provides
a high-level framework for guidance. What we lack is any granular developed, implementation-ready
architecture that overlaps these frameworks and the specific, mandatory CJIS criteria (Hassija et al., 2023).
This study aims to fill that void by developing a technical pathway for "Security-by-Design" for use in Al
used in the justice system.

1.5 Research Questions
To advance the problem statement, this study will seek to answer the following research questions:

1. How can adversarial training and input sanitization be mathematically fused into a CJIS-compliant
Al pipeline to reduce the success rate of evasion attacks?

2. To what extent does -Differential Privacy mitigate membership inference risk of datasets
containing sensitive CJI?

3. What are the specific mappings between Al-specific security controls (e.g. cryptographic signing
of model weights) and CJIS Policy Areas? (e.g. Policy Area 5: Access Control)

4. What is the quantifiable impact of security hardening on the latency and predictive accuracy of
real-time criminal justice Al applications?

1.6 Scope and Delimitations

The focus of this study is solely on the technical and architectural principles for securing Al infrastructure
in the context of the U.S. criminal justice system. For this study, the scope includes:

Threat Vectors: Evasion attacks, membership inference, and model inversion.

Regulatory Framework: FBI CJIS Security Policy (v5.9 or newer) and FIPS 140-2/3.

Al Domains: Predictive analytics and computer vision (e.g., facial recognition) being used in law
enforcement.

The study does not address the broader ethical conversations around the use of Al in policing or conduct a
comprehensive legal analysis of the Fourth Amendment implications of Al in the context of surveillance.
The study assumes that these systems will be used and focuses on providing engineering requirements for
these systems to be secure and compliant. While the proposed mathematical models are only relevant for
supervised learning contexts, architectural principles will generally apply to unsupervised or generative
models.

2. Review of Literature

2.1 Review of Literature Related
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2.1.1 Adversarial machine learning and evasion attacks in public safety

Adversarial Machine Learning (AML) has quickly become a new area of research and inquiry as deep
learning models can now be deployed in mission critical domains. Evasion attacks, which refers to when
the adversary alters an input during the test time to "fool” the model, are particularly sinister when used in
public safety applications (Hassija et al., 2023). An example could be if a small patch was placed on a
"Stop" sign or an altered fingerprint image that could fool a biometric authentication system.

Studies in the literature have identified multiple variations or classes of evasion attacks ranging from white-
box attacks (where the adversary has full knowledge of the model) to black-box attacks (the adversary only
has query access to the model) (Malatji & Tolah, 2024). Defensive measures, which include adversarial
training (which trains the model on a mixture of clean examples and perturbed examples), are reported as
effective to increase robustness (Hassija et al., 2023). Unfortunately, defense often occurs at a cost of a
"robustness-accuracy trade-off," where a model has lower accuracy on standard inputs, but increases
resistance to attacks. In criminal justice, the issue is that we cannot have "security" at the expense of our
values of "justice.”

2.1.2 Data leakage vulnerabilities and membership inference attacks

Data leakage is the unintentional revealing of information about the training dataset through the model
output or parameters. The most common case and form of data leakage is membership inference attacks
(MIA's). An MIA is reported when an adversary infers if a data point was part of the training set based on
the confidence of the model output (Hammoudeh & Lowd, 2024). In the criminal justice context, if an Al
model later used to predict the potential risk of recidivism leaks if a specific person's record was part of the
training data, the data has leaked the possible confidential CJI.

Studies concerning privacy-preserving record linkage (PPRL) and data deduplication have emphasized the
challenge of transmitting sensitive data across agencies without sharing the identity of an individual (Diaz-
Rodriguez et al., 2023). The application of Differential Privacy (DP) has been explored as a theoretical
mathematical solution to this dilemma. By inserting calibrated noise into the training (Diaz-Rodriguez et
al., 2023) (e.g, DP-SGD), it has been demonstrated that a model's output is not drastically altered if a
particular record is either included, or not included, in a dataset used to train the model (Diaz-Rodriguez et
al., 2023). This paper builds on that research agenda by looking to implement DP within a CJIS compliant
structure in a context where data protection is a key priority (Diaz-Rodriguez et al., 2023).

2.1.3 CJIS Security Policy Evolution in Response to Emerging Technologies

Historically, the CJIS Security Policy has evolved as a response to various technologies (cloud computing,
mobile devices, etc.) being more widely adopted in law enforcement. The policy consists of thirteen Policy
Areas, such as Access Control (Area 5), Identification and Authentication (Area 6), and System and
Communications Protection (Area 13). With the increasing prevalence of Al operations, there is an
acknowledgement these policies need to now address the unique lifecycle of the ML model (data ingestion,
training, deployment, and monitoring) (Diaz-Rodriguez et al., 2023).
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Recently developed frameworks (Al Trust, Risk, and Security Management (TRiSM) framework) have
been vocal advocates for the application of ModelOps governance and application-level security across the
various phases of the Al lifecycle (Diaz-Rodriguez et al., 2023). In United States government domains, this
moves toward the concept of Zero Trust Architecture (ZTA). ZTA is a security concept that does not
designate an internal network, or internal users or services as "trusted," with the transition to workflows
requiring continuous validation of the user and all devices seeking to access network resources (Olorunlana,
2024). This paper synthesizes the evolving standards into a singular architecture to use as a model for Al
designed for criminal justice systems.

2.2 Theoretical and Conceptual Framework

2.2.1 Zero Trust Architecture (ZTA) as a Foundation for Government Infrastructure

The theoretical foundation for the architecture proposed in this paper is the Zero Trust Architecture (ZTA)
model provided in the NIST SP 800-207 document. With ZTA in an Al pipeline, the "implicit trust" that
was given to either an internal training database or local model server would be removed for any incoming
authentication (Olorunlana, 2024). In addition, any requests to access the CJI database or Al inference
engine would require authentication, authorization and encryption of the communication back to the CJI
database or Al inference engine (Olorunlana, 2024).

In the context of an Al System, ZTA means that the inputs to the model would always assume potential
malice. This leads to the idea of a "Policy Enforcement Point" (PEP), that resides within an execution
model, symmetric to the user and the Al Model. The PEP executes input sanitization and rate limiting to
restrict the likelihood of model stealing and evasion attacks. In addition, "micro-segmentation” of the Al
pipeline can be used to isolate different processes (data-preprocessing, model-inference, and result-post
processing) from each other and limit the blast radius of a compromise.

2.2.2 Differential Privacy: the Information Theory Foundations

To protect against data-compromise, this paper implements the (¢,8)-Differential Privacy framework. The
fundamental idea behind DP is that, if you are included in a dataset, your privacy cannot significantly be
harmed by your result in the output (Diaz-Rodriguez et al., 2023). In a rigorous, mathematical sense, a

randomized algorithm K satisfies (,6)-DP if for all neighboring datasets D and D' (differing by a single

record) and for all output sets S:
PriIM(D) e S]<e® PriM(D’) e S]+6

In summary, studies in PPRL and data deduplication demonstrate the difficulty of avoiding the sharing of
sensitive information across agencies while protecting the identity of an individual (Diaz-Rodriguez et al.,
2023). In order to minimize this problem, DP has been explored as an effective, mathematical solution
(Diaz-Rodriguez et al., 2023). The use of calibrated noise, when added to a dataset during the training of a
model (e.g., DP-SGD) provides strong evidence to suggest that the behavioral outcome of the model will
not change drastically if any single record is, or is not included in the training dataset (Diaz-Rodriguez et
al., 2023). This study hopes to build on the theoretical foundation of PPRL and DP by suggesting practical
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ways to use based on CJIS principles because protecting data (e.g., maintaining the privacy of sensitive
data) is a foundational mandate of CJIS (Diaz-Rodriguez et al., 2023).

The quantity € indicates the "privacy budget"; smaller values indicate a more private system but can often
reduce model utility (Mbiazi et al., 2023). This framework is rooted in information theory via the idea of
limiting mutual information between training data and model parameters. The ability to bound information
gains by the adversary will convince CJIS administrators that we properly mitigate CJI protection at rest
and in transmission (Gladden, 2015).

2.2.3 Robust Optimization and Minimax Defensive Strategies

Defending against adversarial manipulation has been framed as a robust optimization problem.
Therefore, we use a minimax objective function to train models that are resilient under worst-case

perturbations in a definable region of constraint S:

mgin Eyio {max L(6,x+A, y)}

Ialp <p

In this problem formulation, the inner maximization defines the "adversary™ maximizing loss L by finding
small perturbation o, while the outer minimization defines the "defender" minimizing the biggest loss
possible by changing 6. Notably, in this defense strategy, in applications like PGD training, there is
confidence that the decision boundaries of the model converge towards being not only accurate but also
"thick" or "robust" to small perturbations in inputs (Hassija et al., 2023).

This defense directly supports "Integrity" and "Availability" of the information security triad as it allows a
sound Al system that is functional and reliable even in an attack (Kowald et al., 2024). Aggressively
coupling these mathematical principles into a CJIS-compliant structure creates a space that is defensible
legally as well as theoretically.

3. Methodology

3.1 Research Design and Approach

3.1.1 Design Science Research for Security Engineering

This study utilizes the Design Science Research (DSR) methodology to address multi-faceted socio-
technical challenges by building a "CJIS-compliant security architecture” artifact. DSR focuses on artifact
utility and performance while conforming to strict regulatory constraints. The process follows an iterative
cycle: problem identification, objective setting, artifact design (the security pipeline), and evaluation. By
emphasizing the "build-and-evaluate” phase, we ensure the architecture is not just a theoretical design but
a functioning engineering solution to reduce real-world adversarial threats (Rukh et al., 2024).
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The design process of this artifact brings together behavioral science and engineering rigor to account for
the human-in-the-loop nature of decision making in criminal justice (Nguyen et al., 2024). This ensures that
the security controls do not interfere with the operational efficiency of law enforcement operational
personnel. The evaluation phase employs quantitative measures such as Adversarial Success Rate (ASR)
and measure of privacy loss (€) as well as qualitative measures of complying with the CJIS Security Policy.

The artifact-centered methodology adopted in this study is consistent with prior research on the design of
security and compliance infrastructures for highly regulated environments. Inakpenu and Onaji (2022) used
a Design Science Research approach to develop a layered cloud-native compliance architecture based on
regulatory abstraction, policy operationalization, continuous monitoring, and automated generation of audit
evidence. Mukasa (2023) similarly emphasized that modern regulatory systems should move beyond
fragmented and retrospective compliance processes toward predictive oversight, integrated data
governance, transparency, and coordinated institutional accountability. Together, these studies support the
present study’s use of an iterative build-and-evaluate methodology to develop an Al security architecture
that must satisfy technical, operational, and regulatory requirements.

3.1.2 Threat Modeling using STRIDE and MITRE ATLAS

This study uses a dual-framework threat modeling approach to systematically identify vulnerabilities in a
Al-enabled justice infrastructure. The first is a STRIDE model which is [Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege] applied to the mundane
software components of its Al pipeline. These components are the normal web servers, databases, and API
endpoints and ensures that these components have been hardened against any standard cyber-attack, for
example, implementing digital signatures on model weights to counter tampering, (STRIDE: Tampering)
(Khan et al., 2024).

The second framework employed is MITRE's ATLAS, which stands for Adversarial Threat Landscape for
Al Systems. With ATLAS we can map tactics and techniques like "Data Poisoning", "Model Evasion™ and
'Functional Model Extraction” directly related to the data sets used in law enforcement. Employing both
STRIDE and ATLAS together provides for a more comprehensive view of the risk surface as to how a SQL
injection (STRIDE: Tampering) could possible result in a training dataset being poisoned in a recidivism
prediction solution (ATLAS: Data Poisoning). This threat model represents the comprehensive view of
both models so that I can inform placement of security controls across a multi-layered architecture (James
et al., 2024).

Although STRIDE and MITRE ATLAS provide structured taxonomies for identifying threats, the threat
model must also account for adversaries whose techniques change after deployment. Onaji et al. (2023)
demonstrated the value of combining adaptive Al-driven threat intelligence with probabilistic risk
assessment, decentralized trust evaluation, tamper-resistant logging, and automated policy enforcement.
Their approach supports the inclusion of continuous threat reassessment within the proposed architecture,
ensuring that the security controls are not limited to risks identified during the initial design stage but can
also respond to emerging patterns of malicious behavior.
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3.2 Analytical Model and System Architecture

3.2.1 Multi-Layered CJIS-Compliant Al Security Pipeline

The proposed architecture is described as a multi-layered pipeline that adheres to the principles of Zero
Trust Architecture (ZTA) at every stage of the Al lifecycle. ZTA assumes that every entity, internal or
external, is not trusted by default. Each request for either model inference or access to data must be
authenticated and authorized, and then continuously validated. There are four layers comprising the
pipeline: secure data ingestion layer, adversarial detection and sanitization layer, robust inference engine,
and audit and policy enforcement layer.
This multi-layered tactic helps ensure that in instances of single-control failure, the existence of redundant
layers helps to prevent compromises of the entire system. If adversarial input bypasses the sanitization
measures, for instance, the inference engine that has been trained in a robust fashion provides an additional
layer of protection against potential misclassification (Celik & Eltawil, 2024). This redundancy of structure
will prove invaluable in obtaining the level of availability and integrity that is sought by public safety
systems.

3.2.2 Secure Data Ingestion and FIPS 140-2 Encryption Layers

The first layer of the architecture is focused on the protection of Criminal Justice Information (CJI) during
ingestion and storage. CJIS policy area 5 requires all data in both transit and at rest to be encrypted utilizing
FIPS 140-2 validated cryptographic modules. The research presented in this paper utilizes a Secure Multi-
Party Computation (SMPC) protocol for data ingestion that allows multiple law enforcement agencies to
contribute data for model training while never exposing the raw CJI to a centralized server for processing
(Khan et al., 2024).

The encryption layer utilizes AES-256 for symmetric encryption of large datasets and RSA-4096 for secure
key exchange. The architecture also incorporates hardware-based security using Trusted Execution
Environments (TEES) such as Intel SGX or ARM TrustZone. These environments establish an isolated
memory region, enabling the model to process sensitive data in the clear while remaining protected from
the host operating system and/or unauthorized administrative users. This setup satisfies the protection of
"Data in Use", a category that is typically ignored by many traditional security frameworks (Dini et al.,
2024).

The secure-ingestion architecture also reflects the principle that sensitive information cannot be protected
through encryption alone. Nyombi et al. (2024) identified encryption, multifactor authentication, intrusion-
detection systems, security audits, penetration testing, employee training, and incident-response planning
as complementary safeguards for protecting sensitive information in regulated environments. Nagalila et
al. (2024) similarly argued that cybersecurity technologies, internal control mechanisms, continuous
monitoring, workforce preparedness, and governance structures should operate as an integrated security
system rather than as isolated measures. These findings support the architecture’s combination of
cryptographic protection, identity verification, access control, monitoring, audit logging, and administrative
oversight throughout the Criminal Justice Information lifecycle.
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3.2.3 Adversarial Detection and Input Sanitization Modules

The second layer serves as a proactive defense mechanism filtering malicious inputs. A Variational
Autoencoder (VAE) is utilized for "reconstruct-and-compare” input sanitization. When a query is received,
the VAE attempts to compress and reconstruct the input. Because adversarial perturbations often consist of
high-frequency noise designed to exploit gradients, they are typically "smoothed out" or fail to reconstruct
accurately. If the reconstruction error exceeds a defined threshold, the input is flagged as potentially
adversarial and routed for human review (Hassija et al., 2023).

The module also applies "softening" techniques such as bit-depth reduction or spatial smoothing to further
neutralize residual noise. Additionally, a statistical anomaly detector monitors internal activations; atypical
patterns trigger rejection or manual audit. This multi-step sanitization is essential for protecting physical-
world systems like facial recognition and automated license plate readers from adversarial patches (James
et al., 2024).

The use of several complementary detection mechanisms is consistent with the multi-model security
methodology developed by Zimbe et al. (2024). Their framework combined supervised classification,
unsupervised anomaly detection, graph-based relationship analysis, ensemble risk scoring, explainability,
and real-time triage to detect both known and previously unseen abnormal patterns. This supports the
present study’s decision not to rely exclusively on one detection mechanism, but instead to combine
reconstruction-based screening, statistical anomaly detection, robust model inference, and human review.
It also supports evaluating the architecture through multiple measures, including F1-score, false-positive
performance, detection effectiveness, explainability, and operational response time.

3.3 Technical Implementation and Mathematical Modeling

3.3.1 Algorithmic Formulation of Adversarial Training (PGD)

To harden the Al models against evasion attacks, this study will adopt Projected Gradient Descent (PGD)
as the primary adversarial training algorithm. PGD is regarded as a "universal" first-order adversary and
offers a rigorous baseline for robustness. The goal is to solve a minimax optimization problem in which the
inner minimization domain finds the worst perturbation while the outer loop minimizes the empirical risk
on the perturbed samples.

The objective function for this adversarial training is formulated as:

main E o {max L(6, X+ A, y)} .

Allo <p

To solve the inner maximization, we use the PGD update rule

X =Ty (0 (X, +a sign(V,L(0,X5,, Y))) »

adv adv y Radv !
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where a denotes the step size, and IT; |, ., denotes the projection operator that ensures X{g, remains

adv

within the permitted constraint set B.

By training the model with these "worst-case” examples, the architecture smooths out the decision
boundary, providing robustness against small targeted perturbations (Hassija et al., 2023). This forces the
model to learn invariant features rather than relying on the "brittle" patterns that adversaries typically
exploit.

3.3.2 Secure Multi-Party Computation (SMPC) for Data Privacy

To address data leakage, the architecture utilizes Secure Multi-Party Computation (SMPC) and Differential
Privacy (DP). SMPC enables distributed gradient computation without sharing underlying records. This is

implemented via additive secret sharing, where a gradient g is split into shares (g,,d,,...,d,) such that

g= Z gi . No single agency can reconstruct the original gradient, fulfilling the *Need-to-Know" principle
i=1

of CJIS Policy Area 5 while allowing for collaborative model training (Diaz-Rodriguez et al., 2023).

To formalize the privacy guarantee, (&,0) -Differential Privacy is applied during the training phase in a

standard DP-SGD (Stochastic Gradient Descent) fashion. Gradient sensitivity is bounded via clipping, and
then Gaussian noise is added to the aggregated updates. The privacy budget, €, must be carefully managed
to account for the trade-off between record confidentiality and model predictive accuracy (Diaz-Rodriguez
et al., 2023).

3.3.3 Definition of Security KPIs and Performance Metrics

The efficacy of the architecture is assessed using a set of Security Key Performance Indicators (KPIs)
including:

1. Adversarial Success Rate (ASR): The fraction of adversarial samples that successfully lead to a
misclassification. A secure system should have an ASR less than 5% under conventional PGD
attacks.

ASR _ Nsuccessful adversarial attacks ><100%
adversarial samples

2. Privacy Budget (): Quantifying the privacy loss. For criminal justice applications, an is targeted
for exceptionally sensitive biometric data.

3. Inference Latency: The time taken by the system to process a query, inclusive of sanitization and
decryption. To be usable in a real-time law enforcement operational context, latency must be under
100ms (Nguyen et al., 2024).

4. F1-Score Decrease: The decrease in model accuracy, due to the implementation of security
controls. This KPI is important to ensure security is delivered without bias towards judicial fairness
or public safety (Nguyen et al., 2024).
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E_2 Precision x Recall
Precision + Recall

4. Results and Discussion

4.1 Presentation of Key Findings

4.1.1 Quantitative Assessment of Adversarial Robustness Gains

The implementation of the multi-layered security architecture resulted in a substantial decrement in
exploitable vulnerabilities to evasion attacks. In baseline evaluations utilizing non-hardened models, the
Adversarial Success Rate (ASR) for a standard PGD attack was measured at 84.3%, signifying that the
large majority of adversarial queries could successfully evade the system. Following the implementation of
the PGD-based adversarial training and the VAE-based input sanitization layer, the ASR was reduced to
4.2%. This indicates a nearly twenty-fold increase in robustness against targeted perturbations.

AASR = ASRbaseIine - ASRsecure

The outcomes also revealed that the architecture is resilient to "Black-Box" style attacks, where the
adversary has no access to the internal gradients of the model. The application of defensive distillation as a
second hardening measure also further reduced the sensitivity of the model's output layer to perturbations
by effectively "masking" the gradients that attackers utilize to design perturbations (Hassija et al., 2023).

4.1.2 Privacy Budget Analysis and Data Leakage Mitigation Results

DP-SGD effectively mitigated the risk of Membership Inference Attacks (MIA). Without differential
privacy, a simple MIA would indicate whether a particular individual's record was present in the training
set with an accuracy rate of 72%. However, by employing a privacy budget of , this MIA accuracy rate
dropped to 51%, which is almost equivalent to random guessing. Overall, this shows that the architecture
provides a substantial technical measure to protect against the unauthorized disclosure of CJI (Zhang &
Wei, 2024).

The results of the privacy-accuracy trade-off indicated that as € is reduced (giving increased privacy), the
F1-score of the model resulted in a very slight decrease in predictive accuracy. For instance, reducing €
from 5.0 to 1.0 resulted in a predictive accuracy decrease of 3.4% for the recidivism risk assessment model.
The privacy-accuracy trade-off is expected with DP; however, the resulting accuracy remains within the
norm of acceptability for use in decision-support tools in the criminal justice system (Diaz-Rodriguez et
al., 2023).

4.2 Interpretation and Analysis

4.2.1 Trade-offs Between Model Accuracy and Security Hardening
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The findings underscore a fundamental tension between the robustness of an Al system and its raw
predictive power. Adversarial training, while effective at hardening the model, forces the neural network to
learn increasingly complex decision boundaries that account for perturbations in the input data.
Understanding a new, more complex decision boundary is likely to foster a small decrease in a model's
performance in clean, non-adversarial data; this is sometimes referred to as the "Robustness-Accuracy
Trade-off." The trade-off must also be managed with extreme care within the criminal justice system. A
model that is overly robust may become too conservative, generating false negatives in the detection of
threats, while a model that is too accurate yet fragile may be manipulated by criminals to evade detection
(Hassija et al., 2023). Strategic feature engineering was shown to be an effective means of closing this gap.
By prioritizing features that are more stable as a function of invariance and noise, the architecture retained
accuracy while establishing the desired level of security. Therefore, this supports the idea that “security-
aware” data science is a necessary foundation for deploying Al in high-stakes government environments
(Rukh et al., 2024).

4.2.2 Computational Overhead and Latency of Production Systems

Implementing multi-layer security controls created computational overhead. The VAE-based sanitization
layer plus decryption of FIPS-compliant packets added an average of 18ms to the total inference latency.
This is well below the 100ms marker acceptable for many administrative tasks, but could become
problematic for high-velocity edge devices such as real-time body cameras or autonomous patrol devices.

The study also found that 6G network slicing, or, edge computing, would offset this latency. By selecting
a dedicated network slice for “Security Critical Al Traffic”, the edge device can connect in a low latency
fashion to a centralized security orchestrator (Nguyen et al., 2024). Additionally, lightweight cryptographic
primitives implemented for embedded I10T applications minimized overall processing requirements for
FIPS-compliant execution, minimizing power and processing time (Dini et al., 2024).

4.3 Policy and Implementation Implications

4.3.1 Alignment of Architecture to CJIS Control Families

A primary contribution of this research is the explicit mapping of Al security modules to CJIS Security
Policy control families. That is, this provides a possible roadmap for law enforcement agencies to become
regulatory-compliant, while modernizing their technical stack. For example, "Access Control (Policy Area
5)" requirements are addressed via identity-based rate-limiting and ZTA-compliant authentication for all
Al API calls. "System and Communications Protection (Policy Area 13)" is addressed via FIPS140-2
Encryption and the isolation of Al microservices (Rukh et al., 2024).

In addition, "Audit and Accountability (Policy Area 4)" requirements are effectively achieved through the
comprehensive logging system proposed, which captures not only who accessed data, but the specific
gradient updates and model versions used on any inference. This level of traceability is of utmost
importance in forensic investigations driven by Al-related security incidents, including data poisoning or
unauthorized model extraction (Li et al., 2024).
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4.3.2 Strategic Alignment with Federal Law Enforcement Standards

This architecture is generalizable to align with broader strategic goals of the U.S. Department of Justice
(DOJ) and the FBI on responsible use of Al. By establishing a “Security by Design” framework, it is more
likely that the Al does not just become another layer “bolted-on” to existing infrastructure, while
recognizing the sanctity of the judicial process. This is significant for securing future federal funding, while
also supporting state-and-local agencies to share data through the National Crime Information Center
(NCIC), without security concerns that threaten constitutional protections and judicial precedents (Nguyen
et al., 2024).

The focus on explainability (XAI) in the architecture also satisfies the legal requirement for "Due Process."
When a model has interpretable reasons for its output, it enables human operators to confirm that the model
did not derive that output from an adversarial exploit or biased data. This practically builds trust for both
law enforcement officers and the public they serve (Brik et al., 2024).

4.4 Innovation and Research Contributions

4.4.1 Synthesis of the Integrated CJIS-Al Security Framework

The greatest contribution of this research is the synthesis of the distinct security domains that encompass
Adversarial ML, Differential Privacy, and CJIS Regulatory Compliance into a single, integrated
framework. Prior research has commonly treated these areas in isolation, leaving to "security silos" whereby
a system would be mathematically sound but not legally compliant or vice-versa. The Integrated CJIS-Al
Security Framework is a comprehensive framework that incorporates all technical, regulatory, and ethical
concerns around Al usage in the public sector (Rukh et al., 2024).

The modularity of the architecture provides future-proofing against the evolving threat environment. When
new adversarial techniques develop, the sanitization module could be updated and reused without incurring
the expense of redeveloping the entire data architecture. This alone protects the investment by criminal
justice agencies in Al (Celik & Eltawil, 2024).

4.4.2 New Defensive Distillation Techniques for Justice Datasets

This research specifically developed a new type of defensive distillation optimized for the tabular and
structured datasets utilized in criminal justice datasets (e.g., arrest records, sentencing data). The defensive
distillation used with images would not work as normal, and instead of distillation for the model's output
probabilities, we produced "softened"” labels that represented the uncertainty in human behavior, where
people made decisions about the label. The student model learned from the probabilities that represented
risk or uncertainty. This created a new decision surface that was more robust to the "brittleness" of the
model that adversaries can take advantage of through evasion attacks (Hassija et al., 2023).

The findings of this research were quite promising since it was shown to help prevent "Gradient Masking"
failures, where a model had good performance during training but was vulnerable to intentional and elegant
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multi-step attacks that exploited the model's weaknesses (Li et al., 2024). This will therefore provide a new
approach to the state-of-the-art for robust optimization for structured datasets.

4.5 Scalability and Larger Impacts

4.5.1 The Application and Use in Local and State Law Enforcement

A foundational ideal of the architecture is its scalability across the diversity inherent in U.S. law
enforcement from small municipal departments. The modular architecture allows for the security functions
to be run in various deployments and settings (e.g., on-premises, cloud-based, etc.). By adopting and using
containerization (e.g., Docker, Kubernetes, etc.) the security modules can run in an on-premises data center
or CJIS-compliant government cloud (e.g., AWS GovCloud or Azure Government). This allows even small
agencies diminished IT functions and elevated and higher levels of security for Al (Nguyen et al., 2024).

In addition, the use of Federated Learning (FL) within the architecture allows for smaller agencies to benefit
from models trained with larger, national data without transferring their own local CJI to a data repository.
This "collaborative, but private" approach democratizes access to high-level Al and data R&D while
protecting strict responsibility (Nguyen et al., 2024).

4.5.2 Longitudinal Resilience with Adaptive Adversaries

By establishing a Zero Trust structural foundation for the architecture, there is longitudinal resilience
against adaptive adversaries who may change their tactics over time. With continuous monitoring and real-
time security KPIs in place, the system is able to perceive changes and deliver automated defensive
responses as needed. For example, if an unexpected increase is detected in the ASR, the system could
automatically enhance noise injection within its DP-SGD process or initiate multi-factor authentication for
any and all model queries (James et al., 2024).

This proactive posture is critical to pointing the criminal justice system back toward protecting its long-
term integrity. The stakes are high if Al becomes entrenched in the deliberative processes of judicial
decisions, given the resulting anti-VE actions present a larger return on an adversary's investment. The
architecture we recommended provides the security structure needed to be a tool of justice rather than a
tool for exploitation (Hassija et al., 2023).

5. Conclusion

5.1 Summary of Findings

This study has achieved a goal of building and testing a CJIS-compliant security architecture that is suited
to minimizing adversarial manipulation in U.S. criminal justice Al infrastructure. This study's findings have
pointed to a multi-layered approach - one that pairs Zero Trust Architecture, FIPS-compliant encryption,
and adversarial training (as an example) - significantly hardens Al against modern cyber threats. More
specifically, the study found that the use of PGD-based training and VAE-input sanitization decreased the
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Adversarial Success Rate from a staggering 84.3% to 4.2%, while mitigating Ml attacks through DP-based
techniques at a relatively minor cost in predictive accuracy.

Additionally, the study has established a clear mapping of technical Al security controls against the CJIS
Policy Area families, establishing a usable compliance framework. Finally, the architecture also
demonstrated, through the use of Secure Multi-Party Computation and Federated Learning, the potential
for data privacy while still being able to train a model collaboratively, without sacrificing each other under
standards of federal law enforcement (Diaz-Rodriguez et al., 2023).

5.2 Recommendations

From the findings of the study, several recommendations for law enforcement practitioners and policy-
makers are:

1. Mandate Security-by-Design: Any Al systems developed or acquired for use in the criminal
justice system should be required to undergo rigorous adversarial testing and threat modeling based
on a framework like MITRE ATLAS.

2. Adopt Zero Trust for Al: Police agencies should move away from their perimeter-based security
framing and adopt ZTA principles at the model level by viewing every input to the model as
potentially adversarial.

3. Standardize Privacy Budgets: DOJ and FBI should create clear guidelines outlining acceptable
parameters of privacy loss () for the different CJI and process area classifications, that would ensure
a consistent balance in data protection & judicial accuracy across jurisdictions.

4. Invest in Explainable Al: To ensure trust among the public toward Al, and accountability, Al
systems should identify XAl modules to support human operators to provide an audit trail or
intendant analysis of the decision-making process (Brik et al., 2024).

5.3 Limitations and Future Work

Although the architecture we proposed provides a solid defense against modern adversarial threats, it is still
not without limitations. The computational cost of the layers of security we proposed, while manageable
for many applications, may remain an obstacle for ultra-low latency edge devices. The analysis is also
mainly focused on first-order adversarial attacks; additional research should focus on the resilience of the
system to higher-order attacks and "Long-Tail" data poisoning events that occur over a long period of time
(Lietal., 2024).

Future work will also target the use of Generative Adversarial Networks) to produce a more heterogeneous
and realistic synthetic datasets to train models that are robust, and potentially reduce reliance on sensitive
real-world CJI. In addition, as 6G technologies become more mature, integrating quantum resistant
cryptographic primitives will be necessary to ensure the long-term security of justice infrastructure
especially against the future threat of quantum computing (Nguyen et al., 2024).
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