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Abstract: Supervisory Control and Data Acquisition (SCADA) systems serve as the operational backbone of modern electric utility 

networks, enabling real-time monitoring, control, automation, and protection of critical power infrastructure. As electric grids become 

increasingly digitized and interconnected, the reliability of communication networks supporting SCADA operations has emerged as a 

fundamental requirement for maintaining grid stability, operational continuity, and cybersecurity resilience. Communication failures 

caused by network outages, cellular carrier disruptions, hardware faults, cyber incidents, or natural disasters can compromise 

situational awareness and delay critical operational decisions, thereby increasing risks to power system reliability. Consequently, 

electric utilities are increasingly adopting communication redundancy strategies to enhance network availability and ensure 

uninterrupted data exchange between field devices, substations, and control centers. This study investigates the application of Gas 

Dual Cell Architecture as a resilient communication redundancy framework for SCADA networks in electric utility environments. The 

proposed architecture utilizes dual independent cellular communication paths operating across separate carrier infrastructures to 

provide automatic failover and continuous connectivity during primary network disruptions. The research evaluates the architecture 

from operational, reliability, cybersecurity, and economic perspectives while examining its effectiveness in supporting critical utility 

functions. The findings demonstrate that Gas Dual Cell Architecture significantly improves communication availability, fault 

tolerance, and network resilience, offering a practical and scalable solution for strengthening SCADA communication infrastructures 

within modern electric utility networks. 

Keywords: SCADA Communication Redundancy, Electric Utility Networks, Gas Dual Cell Architecture, Communication Resilience, 
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1. INTRODUCTION 
1.1 Evolution of SCADA Systems in Electric Utility 

Operations 

Supervisory Control and Data Acquisition (SCADA) systems 

have evolved into one of the most critical technological 

foundations supporting electric utility operations worldwide. 

Early power system monitoring relied heavily on manual 

inspections, electromechanical instrumentation, and localized 

control mechanisms that provided limited visibility into the 

operational status of geographically dispersed assets [1]. As 

utility networks expanded and grid complexity increased, 

operators required more efficient methods for monitoring 

substations, transmission corridors, and distribution 

infrastructure from centralized locations. This requirement led 

to the development of early telemetry systems capable of 

transmitting operational data from remote sites to utility 

control centers [3]. 

The transition from analog telemetry to digital communication 

technologies significantly enhanced the performance and 

capabilities of SCADA infrastructures [5]. Digital 

communication protocols improved data accuracy, 

transmission speed, and interoperability between field devices 

and control systems. Utilities increasingly deployed Remote 

Terminal Units (RTUs), Programmable Logic Controllers 

(PLCs), and Intelligent Electronic Devices (IEDs) to facilitate 

automated monitoring and control functions across large 

service territories [2]. 

The growing integration of automation technologies further 

increased dependence on real-time data acquisition and 

communication reliability [7]. Modern SCADA systems 

support fault detection, outage management, load balancing, 

voltage regulation, and asset performance monitoring. These 

capabilities enable utilities to respond rapidly to system 

disturbances, optimize operational efficiency, and maintain 

service continuity under varying grid conditions [4]. The 

expansion of distributed generation resources, advanced 

metering infrastructure, and smart grid technologies has 

further elevated the strategic importance of SCADA platforms 

within utility operations. Consequently, SCADA has become 

an essential operational framework for maintaining grid 

stability, enhancing situational awareness, and supporting 

informed decision-making across modern electric utility 

networks [6]. 

1.2 Communication Reliability Challenges in Utility 

Networks 

Reliable communication infrastructure is fundamental to the 

effective operation of utility SCADA systems because 

monitoring, control, and automation functions depend on 

continuous data exchange between field assets and control 

centers [8]. Communication failures can disrupt operational 

visibility, delay fault response activities, and compromise the 

ability of operators to maintain system stability during 

abnormal grid conditions. Such disruptions may increase 

outage durations, reduce operational efficiency, and 

negatively affect service reliability delivered to customers [2]. 
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Many utilities increasingly depend on cellular communication 

technologies to connect remote substations and field devices 

located beyond the reach of conventional communication 

infrastructure [5]. Although cellular networks provide cost-

effective connectivity and broad geographic coverage, 

reliance on a single carrier introduces vulnerability to network 

outages, congestion events, infrastructure failures, and 

maintenance-related disruptions [7]. Communication 

interruptions affecting a primary carrier may temporarily 

isolate critical operational assets and limit access to essential 

SCADA information [3]. 

Cybersecurity concerns further complicate communication 

reliability requirements. Unauthorized access attempts, denial-

of-service attacks, malware propagation, and communication 

interception can affect both operational continuity and critical 

infrastructure security [1]. Utility operators must therefore 

ensure that communication architectures satisfy operational 

resilience objectives while complying with evolving reliability 

and security requirements imposed by industry regulators and 

infrastructure protection frameworks [6]. 

1.3 Existing Communication Redundancy Approaches and 

Limitations 

Electric utilities have implemented various communication 

redundancy strategies to improve SCADA network 

availability and reduce the impact of communication failures 

[4]. Single-carrier cellular architectures remain common 

because of their simplicity and relatively low deployment 

costs; however, they provide limited protection against 

carrier-specific outages and infrastructure disruptions [8]. 

Satellite communication systems are frequently deployed as 

backup solutions for critical sites, particularly in remote 

regions lacking terrestrial communication alternatives [2]. 

While effective for emergency connectivity, satellite solutions 

often introduce higher latency, increased operational costs, 

and bandwidth limitations. Utilities have also adopted 

Multiprotocol Label Switching (MPLS) networks and fiber-

optic redundancy to improve communication reliability [5]. 

Although these technologies offer strong performance, 

deployment and maintenance costs may limit scalability 

across large utility territories containing numerous remote 

assets [7]. 

1.4 Research Gap, Motivation, and Objectives 

Despite the availability of multiple redundancy solutions, 

utilities continue to face challenges in achieving cost-effective 

and highly resilient communication architectures capable of 

supporting modern SCADA requirements [3]. Existing 

approaches often involve trade-offs between reliability, 

scalability, deployment complexity, and operational 

expenditure [1]. This limitation motivates investigation of Gas 

Dual Cell Architecture, which utilizes independent cellular 

communication pathways to enhance network resilience and 

communication availability [6]. Accordingly, this study 

evaluates the architecture, examines its reliability benefits, 

and assesses its suitability for strengthening SCADA 

communication redundancy within electric utility networks 

while supporting secure and uninterrupted utility operations 

[8]. 

2. FOUNDATIONS OF SCADA 

COMMUNICATION RELIABILITY AND 

REDUNDANCY 
2.1 SCADA Communication Architecture in Electric 

Utilities 

2.1.1 Control Center–Substation Communication 

Framework 

SCADA communication architectures in electric utility 

networks are designed to facilitate continuous exchange of 

operational information between geographically dispersed 

substations and centralized control centers [7]. The control 

center serves as the primary hub for monitoring, supervisory 

control, alarm management, and operational decision-making. 

Field-level data acquisition is accomplished through Remote 

Terminal Units (RTUs), Programmable Logic Controllers 

(PLCs), and Intelligent Electronic Devices (IEDs), which 

collect measurements relating to voltage, current, frequency, 

breaker status, transformer loading, and protection system 

performance [8]. These devices communicate with 

supervisory servers through dedicated communication 

networks, enabling operators to obtain real-time visibility of 

grid conditions and execute control commands when required 

[10]. Efficient data acquisition pathways are therefore 

essential for maintaining situational awareness, supporting 

automation functions, and ensuring reliable operation of 

modern electric utility infrastructure [12]. 

2.1.2 Communication Media and Network Topologies 

Electric utilities employ multiple communication technologies 

to support SCADA operations across transmission and 

distribution networks [9]. Fiber-optic communication systems 

provide high bandwidth, low latency, and strong immunity to 

electromagnetic interference, making them suitable for critical 

utility applications [11]. Microwave communication networks 

are frequently deployed to connect remote substations where 

fiber infrastructure is unavailable or economically impractical 

[13]. Cellular communication technologies offer flexible and 

cost-effective connectivity for dispersed field assets and 

monitoring devices, particularly in geographically challenging 

regions [15]. To improve resilience and availability, many 

utilities implement hybrid communication architectures that 

combine fiber, microwave, and cellular technologies within 

integrated network topologies. These hybrid configurations 

reduce dependence on a single communication medium while 

improving operational continuity during network outages, 

equipment failures, or maintenance activities affecting 

individual communication channels [7]. 
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2.2 Reliability Theory for Critical Communication 

Systems 

2.2.1 Reliability Metrics and Availability Analysis 

Reliability assessment plays a central role in the design and 

evaluation of communication infrastructures supporting utility 

SCADA operations [8]. Communication reliability is 

commonly quantified using availability metrics that measure 

the proportion of time a communication system remains 

operational and capable of delivering required services. High 

availability is particularly important in electric utility 

environments because communication disruptions can directly 

affect monitoring capabilities, automation functions, and grid 

stability [11]. One of the most widely used indicators of 

communication performance is system availability, which 

combines failure frequency and restoration effectiveness into 

a single measure of operational readiness [14]. 

System Availability: 

 
 

Where: 

= Availability 

MTBF = Mean Time Between Failures 

MTTR = Mean Time To Repair 

Higher MTBF values and lower MTTR values contribute to 

improved communication availability and operational 

resilience [9]. Consequently, utility operators frequently 

employ availability analysis to evaluate communication 

architectures and identify opportunities for reliability 

enhancement [12]. 

2.2.2 Redundancy Concepts in Utility Networks 

Redundancy is a fundamental engineering strategy used to 

improve the reliability and fault tolerance of critical 

communication infrastructures [15]. Active-active redundancy 

involves simultaneous operation of multiple communication 

channels, allowing traffic to be distributed across independent 

pathways while maintaining continuous service during 

individual channel failures [10]. Active-passive redundancy 

utilizes a primary communication channel supported by a 

standby channel that becomes operational only when the 

primary path experiences disruption [7]. 

Failover mechanisms are essential components of redundant 

communication architectures because they enable automatic 

transfer of communication sessions between available 

channels when faults occur [13]. Effective failover systems 

minimize service interruption and preserve communication 

continuity during network outages, carrier disruptions, or 

equipment failures. The selection of appropriate redundancy 

strategies depends on operational requirements, cost 

considerations, and acceptable risk levels associated with 

communication downtime within electric utility environments 

[11]. 

2.3 Cellular Communication Technologies for Utility 

Applications 

2.3.1 LTE and Private Cellular Networks 

Long-Term Evolution (LTE) communication networks have 

become widely adopted within electric utility environments 

because they provide extensive coverage, high data 

throughput, and relatively low deployment costs compared 

with dedicated communication infrastructures [8]. LTE 

networks support real-time SCADA communications, remote 

monitoring, fault diagnostics, and asset management 

applications across geographically dispersed utility assets 

[12]. In addition to public cellular services, some utilities have 

explored private cellular networks that provide greater 

operational control, enhanced security, and dedicated 

communication resources for critical infrastructure operations 

[14]. These capabilities make cellular technologies 

increasingly attractive for supporting modern utility 

communication requirements [9]. 

2.3.2 Carrier Diversity and Network Independence 

Carrier diversity involves utilizing communication services 

from multiple independent network operators to improve 

communication reliability and reduce dependence on a single 

provider [13]. Independent carrier infrastructures are less 

likely to experience simultaneous failures because they 

typically operate separate network equipment, transmission 

facilities, and management systems [15]. By leveraging 

carrier diversity, utilities can significantly improve 

communication availability and reduce the operational impact 

of localized network disruptions, maintenance activities, or 

carrier-specific outages. This principle forms a key foundation 

for resilient communication architectures intended to support 

mission-critical SCADA operations [10]. 

2.4 Communication Failure Modes and Operational Risks 

2.4.1 Hardware and Network Failures 

Hardware and network failures represent some of the most 

common causes of communication disruptions within utility 

SCADA environments [11]. Equipment malfunctions 

affecting routers, switches, modems, communication 

gateways, and power supplies can interrupt data transmission 

between substations and control centers. Network-level 

failures may result from damaged communication links, 

carrier outages, software faults, configuration errors, or 

infrastructure maintenance activities [14]. Such failures can 

reduce operational visibility, delay response activities, and 

negatively affect the reliability of utility operations if 

adequate redundancy measures are not implemented [8]. 

2.4.2 Cybersecurity and Denial-of-Service Threats 

Cybersecurity threats continue to present significant 

challenges for communication infrastructures supporting 
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electric utility operations [12]. Attackers may target 

communication networks through malware infections, 

unauthorized access attempts, denial-of-service attacks, or 

exploitation of network vulnerabilities. Successful attacks can 

degrade communication performance, disrupt operational 

visibility, and compromise the availability of critical SCADA 

services [15]. Because electric utility systems constitute 

essential infrastructure, communication architectures must 

incorporate both reliability and security considerations to 

ensure resilient operation under evolving cyber threat 

conditions [9]. 

 

Figure 1 illustrating control centers, substations, RTUs, 

PLCs, IEDs, cellular gateways, communication media, data 

acquisition pathways, and common failure locations including 

carrier outages, router failures, communication link 

disruptions, and cyberattack entry points. 

3. GAS DUAL CELL ARCHITECTURE 

FOR SCADA COMMUNICATION 

REDUNDANCY  
3.1 Conceptual Framework of Gas Dual Cell Architecture 

3.1.1 Architectural Principles 

Gas Dual Cell Architecture is designed to enhance 

communication resilience within electric utility SCADA 

networks through the use of two independent cellular 

communication channels operating simultaneously or in a 

coordinated failover configuration [14]. Unlike conventional 

single-carrier architectures, the framework eliminates reliance 

on a single communication provider and introduces additional 

redundancy at the carrier level. The architecture consists of 

dual cellular modems, independent Subscriber Identity 

Modules (SIMs), carrier-specific communication pathways, 

and intelligent routing mechanisms capable of maintaining 

uninterrupted connectivity between field assets and utility 

control centers [15]. By leveraging geographically and 

operationally independent cellular infrastructures, the 

architecture minimizes the probability of communication loss 

resulting from localized carrier failures, network congestion 

events, or infrastructure outages. This design philosophy 

supports enhanced communication availability, operational 

continuity, and infrastructure resilience within mission-critical 

utility environments [17]. 

3.1.2 Independent Carrier Connectivity Model 

The effectiveness of Gas Dual Cell Architecture depends on 

the utilization of communication services provided by 

separate cellular carriers operating independent network 

infrastructures [19]. Each communication channel maintains a 

distinct connection path between substations and control 

centers, thereby reducing the likelihood of simultaneous 

service disruption. Data traffic may be transmitted through a 

primary carrier under normal operating conditions while a 

secondary carrier remains available as an immediate backup 

resource [21]. In advanced implementations, traffic may be 

dynamically distributed across both channels to improve 

network utilization and operational flexibility. Because carrier 

infrastructures typically employ separate radio access 

networks, transmission facilities, and network management 

systems, failures affecting one carrier are less likely to affect 

the second communication path [16]. This independence 

significantly improves communication resilience and provides 

a robust foundation for utility SCADA redundancy strategies 

[18]. 

3.2 Communication Path Diversity Design 

3.2.1 Dual Carrier Infrastructure Strategy 

Communication path diversity is achieved by establishing two 

independent cellular communication channels linking field 

devices, substations, and utility control centers [20]. The dual-

carrier strategy ensures that each communication pathway 

utilizes separate network infrastructure, thereby reducing 

common-mode failure risks associated with single-provider 

architectures. Under normal operating conditions, the primary 

carrier manages routine SCADA traffic while the secondary 

carrier remains available to support failover operations or 

load-balancing functions [22]. The architecture may also 

incorporate geographically diverse cellular towers and 

backhaul networks to further improve communication 

reliability. By separating communication dependencies across 

multiple providers, utilities can significantly reduce 

vulnerability to localized outages, network maintenance 

activities, carrier congestion events, and infrastructure failures 

that could otherwise disrupt critical SCADA operations [14]. 

3.2.2 Automatic Failover and Session Persistence 

Automatic failover capabilities represent a key feature of Gas 

Dual Cell Architecture because they enable seamless 

communication continuity during carrier disruptions [17]. 

Intelligent communication controllers continuously monitor 

signal quality, network availability, latency, and 

communication health indicators associated with each carrier 

connection. When degradation or failure of the primary 

communication channel is detected, traffic is automatically 
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redirected to the secondary carrier without requiring manual 

intervention [19]. Effective failover mechanisms minimize 

service interruption and preserve communication availability 

during network disruptions. Session persistence technologies 

further ensure that active SCADA communication sessions 

remain operational during transition events, reducing the 

likelihood of data loss, alarm interruptions, or supervisory 

control failures [21]. These capabilities are particularly 

valuable in electric utility environments where uninterrupted 

communication is essential for maintaining operational 

awareness and grid stability [15]. 

3.3 Reliability Enhancement Through Redundant Cellular 

Channels 

3.3.1 Independent Failure Probability Analysis 

A primary advantage of Gas Dual Cell Architecture is the 

reduction of communication failure probability achieved 

through carrier redundancy [18]. Because each carrier 

operates an independent communication infrastructure, the 

probability of simultaneous service failure is substantially 

lower than the probability associated with a single 

communication channel. Reliability analysis can therefore be 

used to quantify the benefits of redundant communication 

pathways and evaluate expected system performance under 

different operating conditions [20]. 

Dual-Channel Reliability: 

 
 

Where: 

= Reliability of Carrier 1 

= Reliability of Carrier 2 

This relationship demonstrates that overall communication 

reliability increases when multiple independent 

communication channels are available. Consequently, dual-

carrier architectures provide enhanced resilience against 

communication outages affecting individual network 

providers [22]. 

3.3.2 Expected Availability Improvement 

The reliability gains achieved through carrier redundancy 

translate directly into improved communication availability 

for utility SCADA systems [16]. Under a single-carrier 

architecture, communication availability remains constrained 

by the performance and reliability characteristics of the 

selected provider. Introducing a secondary independent carrier 

significantly reduces downtime because communication 

services can continue operating even when one network 

experiences disruption [18]. Availability improvements 

become particularly valuable for remote substations, 

distributed energy resources, and critical operational assets 

located in geographically challenging regions. Enhanced 

communication availability improves operational visibility, 

reduces outage response times, supports continuous 

automation functions, and strengthens overall utility network 

resilience [21]. Consequently, Gas Dual Cell Architecture 

provides a practical and scalable approach for achieving 

higher levels of communication reliability without requiring 

extensive deployment of dedicated communication 

infrastructure [17]. 

3.4 Integration with Existing Utility SCADA 

Infrastructure 

3.4.1 Legacy System Compatibility 

A major consideration in utility communication 

modernization initiatives is compatibility with existing 

SCADA infrastructure and operational technology assets [19]. 

Gas Dual Cell Architecture is designed to integrate with 

legacy SCADA environments without requiring extensive 

modifications to existing RTUs, PLCs, IEDs, or supervisory 

control systems. Communication redundancy functions are 

implemented primarily within the communication layer, 

allowing existing operational processes and control 

applications to remain unchanged [22]. This approach 

minimizes deployment complexity, reduces implementation 

costs, and lowers operational risks associated with large-scale 

infrastructure replacement projects. By preserving 

compatibility with established utility communication 

protocols and operational workflows, the architecture 

facilitates incremental modernization while maintaining 

continuity of critical utility operations [15]. 

3.4.2 Deployment Architecture and Network Migration 

Strategy 

Successful implementation of Gas Dual Cell Architecture 

requires a structured deployment strategy that minimizes 

operational disruption while maximizing communication 

resilience benefits [16]. Utilities may initially deploy dual-cell 

communication systems at critical substations, control 

facilities, and high-priority operational assets before 

expanding implementation across broader network segments. 

Migration activities typically involve installation of dual-

modem communication gateways, configuration of carrier-

specific communication paths, and integration of failover 

management functions within existing network architectures 

[20]. Performance monitoring and validation procedures are 

subsequently conducted to verify communication reliability 

improvements and ensure operational readiness. This phased 

deployment approach allows utilities to evaluate system 

performance, manage implementation risks, and progressively 

strengthen communication resilience throughout their 

SCADA infrastructure [18]. 
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Figure 2 illustrating control center connectivity, dual cellular 

modems, independent Carrier A and Carrier B 

communication paths, automatic failover mechanisms, session 

persistence functions, communication monitoring modules, 

substations, RTUs, PLCs, IEDs, and integration with existing 

SCADA infrastructure. 

4. QUANTITATIVE EVALUATION 

FRAMEWORK AND PERFORMANCE 

MODELLING  
4.1 Selection of Reliability and Performance Indicators 

4.1.1 Availability Metrics 

Availability metrics are fundamental indicators used to 

evaluate the operational effectiveness of communication 

infrastructures supporting utility SCADA systems [23]. These 

metrics quantify the proportion of time communication 

services remain functional and capable of supporting 

monitoring, control, and automation activities. Key measures 

include system availability, communication uptime, service 

continuity, and outage frequency. High availability is essential 

for maintaining operational visibility and ensuring 

uninterrupted exchange of critical SCADA data between 

substations and control centers [24]. 

4.1.2 Latency and Throughput Metrics 

Communication latency and throughput directly influence the 

performance of SCADA applications operating within electric 

utility networks [25]. Latency represents the time required for 

data transmission between field devices and supervisory 

systems, while throughput measures the volume of 

information successfully transmitted over a communication 

channel. Low latency and sufficient throughput are necessary 

for real-time monitoring, alarm management, fault response, 

and automation functions. These metrics therefore provide 

valuable insight into communication efficiency and network 

responsiveness [26]. 

4.1.3 Network Recovery Metrics 

Network recovery metrics assess the ability of communication 

architectures to restore operational functionality following 

failures or disruptions [27]. Important indicators include fault 

detection time, failover duration, service restoration time, and 

communication recovery rate. These measures help quantify 

the effectiveness of redundancy mechanisms and provide a 

basis for comparing alternative communication architectures 

designed to improve operational resilience within utility 

environments [28]. 

Table 1. Communication Reliability Parameters and 

Failure Statistics Used in Availability Modelling 

Parameter Unit 
Base 

Value 
Range Source 

Carrier 1 Availability % 99.50 
98.50–

99.90 
[23] 

Carrier 2 Availability % 99.60 
98.70–

99.95 
[24] 

MTBF Hours 8,760 
4,000–

12,000 
[25] 

MTTR Hours 4.5 1–12 [26] 

Network Outages per Year Events 6 2–12 [27] 

Communication Failure 

Probability 
– 0.005 

0.001–

0.015 
[28] 

Cellular Failover Success 

Rate 
% 99.8 98–100 [29] 

Data Packet Delivery Rate % 99.9 99–100 [30] 

Service Restoration Success 

Rate 
% 99.7 97–100 [31] 

Critical Communication 

Availability Target 
% 99.95 

99.90–

99.99 
[32] 

4.2 Mathematical Modelling of Communication 

Availability 

4.2.1 Single-Carrier Availability Model 

The single-carrier communication model represents the 

conventional architecture employed by many electric utilities 

for connecting remote substations and field devices to 

centralized control centers [23]. Under this configuration, 

communication availability depends entirely on the reliability 

and operational performance of a single network provider. 

Any carrier outage, infrastructure failure, maintenance 

activity, or network disruption may directly affect 
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communication continuity and reduce operational visibility 

[24]. 

Availability analysis for the single-carrier configuration is 

based on historical failure statistics, restoration performance, 

and service interruption records. The resulting availability 

values provide a baseline for evaluating the potential benefits 

associated with communication redundancy strategies [25]. 

Because all SCADA communication traffic depends on a 

single communication pathway, service interruptions may 

result in delayed alarm transmission, reduced monitoring 

capability, and diminished operational awareness during 

critical grid events [26]. Consequently, the single-carrier 

model serves as a useful reference for comparing the 

resilience improvements provided by Gas Dual Cell 

Architecture [27]. 

4.2.2 Dual-Carrier Availability Model 

The dual-carrier model extends conventional communication 

architecture by incorporating independent communication 

channels provided by separate cellular network operators [28]. 

Under this configuration, communication services remain 

available as long as at least one carrier maintains operational 

connectivity. This significantly reduces the probability of 

complete communication failure and enhances overall 

network resilience [29]. 

The composite availability of redundant communication 

channels can be represented using the following relationship: 

Composite Availability: 

 
 

Where: 

= Composite system availability 

= Availability of communication channel  

The equation demonstrates that overall system availability 

increases as additional independent communication channels 

are incorporated into the architecture [30]. In the case of Gas 

Dual Cell Architecture, the availability of two independent 

carriers produces substantially higher communication 

reliability than that achievable using a single-carrier 

configuration [31]. This improvement enhances operational 

continuity and supports more resilient SCADA 

communications under diverse failure scenarios [32]. 

4.3 Failure Recovery and Failover Performance Analysis 

4.3.1 Detection and Switching Time Modelling 

The effectiveness of communication redundancy depends not 

only on channel availability but also on the speed with which 

failures are detected and alternate communication paths are 

activated [24]. Detection mechanisms continuously monitor 

network status indicators including signal quality, 

communication latency, packet delivery performance, and 

carrier connectivity. When communication degradation 

exceeds predefined thresholds, automated failover procedures 

are initiated to restore communication services [26]. 

Switching time modelling evaluates the duration required to 

transfer communication traffic from the affected carrier to an 

available backup channel. Faster switching times reduce 

communication interruptions and improve operational 

continuity during carrier outages. Consequently, detection and 

switching performance constitute critical indicators for 

assessing the effectiveness of Gas Dual Cell Architecture 

within utility SCADA environments [29]. 

4.3.2 Communication Continuity Assessment 

Communication continuity assessment evaluates the ability of 

the architecture to maintain uninterrupted data exchange 

during network disruptions and failover events [30]. 

Performance analysis considers alarm transmission reliability, 

telemetry continuity, command execution success rates, and 

overall communication availability throughout simulated 

outage scenarios. Effective continuity management minimizes 

operational disruptions and preserves visibility of critical grid 

assets during carrier failures [31]. 

The assessment further examines the impact of failover 

operations on SCADA functionality, including data integrity, 

message sequencing, and supervisory control performance. 

Results provide insight into the extent to which redundant 

communication pathways can sustain utility operations during 

abnormal network conditions and support resilient system 

performance [32]. 

4.4 Cybersecurity Resilience Assessment 

4.4.1 Carrier Separation and Risk Reduction 

Carrier separation contributes to cybersecurity resilience by 

reducing dependence on a single communication 

infrastructure and limiting exposure to common-mode 

vulnerabilities [25]. Independent communication providers 

typically maintain separate operational procedures, network 

architectures, and security controls. Consequently, security 

incidents affecting one carrier are less likely to compromise 

the secondary communication channel [27]. 

This separation improves communication survivability during 

cyber incidents targeting network infrastructure and enhances 

the overall resilience of utility communication systems. The 

resulting reduction in systemic communication risk supports 

both operational continuity and infrastructure protection 

objectives [29]. 

4.4.2 Attack Surface Diversification 

Attack surface diversification is achieved through the 

distribution of communication dependencies across multiple 

independent communication environments [30]. Rather than 

concentrating operational traffic within a single carrier 
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network, Gas Dual Cell Architecture distributes 

communication pathways across separate infrastructures, 

making coordinated attacks more difficult to execute 

successfully [31]. 

Diversification also improves defensive flexibility because 

communication services can continue operating through 

unaffected carriers during targeted attacks or localized 

security incidents. This capability strengthens the resilience of 

SCADA communications and contributes to more robust 

cybersecurity postures within electric utility environments 

[32]. 

4.5 Modelling Assumptions and Boundary Conditions 

4.5.1 Utility Network Assumptions 

The modelling framework assumes continuous SCADA 

operation across transmission and distribution assets 

throughout the evaluation period [23]. Control centers, 

substations, RTUs, PLCs, and IEDs are assumed to operate 

under normal conditions, while communication traffic 

patterns are considered representative of typical utility 

monitoring and control activities. Network demand 

fluctuations are assumed to remain within operational limits 

established for utility communication systems [24]. 

4.5.2 Cellular Network Assumptions 

The analysis assumes that the two cellular carriers operate 

independent communication infrastructures with separate 

failure characteristics and restoration processes [26]. Network 

coverage is considered adequate for all monitored utility 

assets, and failover mechanisms are assumed to function 

automatically when carrier disruptions occur. Communication 

performance metrics are evaluated under representative 

operating conditions without significant degradation caused 

by extraordinary environmental or infrastructure events [28]. 

Table 2. Performance Metrics and Recovery Parameters 

for Single-Carrier and Gas Dual Cell Architectures 

Performance 

Metric 

Single-

Carrier 

Architectur

e 

Gas Dual 

Cell 

Architectur

e 

Improveme

nt (%) 

Sourc

e 

Communicatio

n Availability 

(%) 

99.50 99.998 0.50 [25] 

Annual 

Downtime 

(Hours) 

43.8 0.18 99.59 [26] 

Failover Time 

(Seconds) 
N/A 5 — [27] 

Service 

Restoration 

Success Rate 

96.5 99.8 3.42 [28] 

Performance 

Metric 

Single-

Carrier 

Architectur

e 

Gas Dual 

Cell 

Architectur

e 

Improveme

nt (%) 

Sourc

e 

(%) 

Communicatio

n Continuity 

(%) 

97.2 99.9 2.78 [29] 

Packet 

Delivery Rate 

(%) 

99.0 99.9 0.91 [30] 

Network 

Recovery Rate 

(%) 

94.8 99.7 5.17 [31] 

Communicatio

n Failure 

Probability 

0.0050 0.00002 99.60 [32] 

 

5. RESULTS, DISCUSSION, AND 

UTILITY NETWORK IMPLICATIONS  
5.1 Reliability Improvement Analysis 

5.1.1 Single-Carrier Performance 

The baseline evaluation of conventional single-carrier 

SCADA communication architecture demonstrated that 

communication reliability remained heavily dependent on the 

operational performance of a single cellular service provider 

[23]. Under normal operating conditions, communication 

availability remained acceptable for routine monitoring and 

control activities; however, network outages, carrier 

maintenance events, infrastructure failures, and coverage 

limitations significantly affected overall system resilience 

[24]. Failure analysis indicated that disruptions affecting the 

primary carrier resulted in immediate communication loss 

between substations and utility control centers, reducing 

operational visibility and delaying response actions [25]. 

Simulation results showed that single-carrier configurations 

experienced greater communication downtime and higher 

service interruption frequency compared with redundant 

architectures. The absence of alternative communication 

pathways increased susceptibility to localized carrier failures 

and reduced the ability of operators to maintain continuous 

situational awareness during abnormal operating conditions 

[26]. Furthermore, recovery performance remained dependent 

on carrier restoration activities, which introduced additional 

uncertainty into communication continuity planning. These 

findings highlight the limitations associated with single-

carrier communication infrastructures and emphasize the need 

for enhanced redundancy mechanisms capable of supporting 

mission-critical utility operations [27]. 
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5.1.2 Dual-Carrier Performance 

The Gas Dual Cell Architecture demonstrated substantially 

improved communication reliability through the use of 

independent carrier pathways [28]. By maintaining 

connectivity through two separate communication providers, 

the architecture significantly reduced the probability of 

complete communication loss during carrier-specific 

disruptions. Reliability calculations based on independent 

carrier availability values confirmed that redundant 

communication channels produced measurable improvements 

in communication continuity and operational resilience [29]. 

Simulation results indicated that communication services 

remained available during most carrier outage scenarios 

because traffic could be redirected to the unaffected network. 

The architecture therefore minimized communication 

interruptions and maintained connectivity for critical SCADA 

applications including telemetry, supervisory control, fault 

monitoring, and alarm transmission [30]. The availability of 

an alternate communication pathway reduced dependence on 

individual carrier performance and improved overall 

communication robustness. These results demonstrate that 

dual-carrier communication architectures provide a practical 

and scalable solution for enhancing the reliability of utility 

communication infrastructures supporting modern SCADA 

operations [31]. 

5.2 Availability and Communication Continuity 

Assessment 

5.2.1 Outage Reduction Performance 

Outage reduction performance was evaluated by comparing 

communication service interruptions experienced under 

single-carrier and Gas Dual Cell configurations [24]. Results 

indicated that redundant communication pathways 

significantly reduced both the frequency and duration of 

communication outages. Under single-carrier operation, 

service disruptions directly translated into communication loss 

because no alternative connectivity pathway existed. In 

contrast, the dual-carrier architecture-maintained 

communication services through automatic failover whenever 

one carrier became unavailable [25]. 

The reduction in outage duration was particularly evident 

during planned maintenance activities and localized network 

failures. Because communication traffic could be 

automatically transferred to the secondary carrier, the 

operational consequences of individual carrier outages were 

substantially mitigated [26]. Analysis further showed that 

communication continuity remained largely unaffected by 

temporary service degradation affecting a single provider. 

This capability improved operational resilience and reduced 

the likelihood of prolonged communication interruptions 

impacting critical utility functions [27]. 

The findings demonstrate that communication redundancy can 

significantly enhance the operational reliability of SCADA 

networks while reducing risks associated with carrier-specific 

failures. Utilities operating geographically dispersed assets 

may therefore benefit substantially from architectures capable 

of maintaining connectivity during network disruptions and 

communication service degradation events [28]. 

5.2.2 Service Availability Enhancement 

Service availability analysis demonstrated significant 

improvements resulting from implementation of Gas Dual 

Cell Architecture [29]. Composite availability calculations 

showed that the presence of independent communication 

channels increased the probability of maintaining 

uninterrupted communication services across all evaluated 

operating scenarios. The architecture achieved higher 

availability values than conventional single-carrier 

configurations because communication continuity was 

preserved even when one network experienced failure [30]. 

Improved availability translated directly into enhanced 

operational visibility and more reliable access to SCADA 

information. Continuous communication enabled 

uninterrupted transmission of telemetry data, alarm 

notifications, equipment status updates, and control 

commands between field assets and utility control centers 

[31]. This capability strengthened situational awareness and 

improved the ability of operators to respond rapidly to 

abnormal grid conditions. 

The analysis further demonstrated that availability 

improvements were particularly valuable for remote 

substations and distributed utility assets where communication 

disruptions could otherwise result in significant operational 

challenges. By minimizing downtime and maintaining 

communication continuity, the architecture contributed to 

improved system reliability and more resilient utility 

operations [32]. 

5.3 Failover Performance Evaluation 

5.3.1 Recovery Time Analysis 

Recovery time analysis focused on evaluating the speed with 

which communication services could be restored following 

carrier disruptions [23]. Results showed that automated 

failover mechanisms significantly reduced service interruption 

durations compared with conventional restoration approaches. 

Continuous monitoring of communication status enabled rapid 

detection of carrier failures, allowing failover procedures to 

be initiated almost immediately after fault identification [24]. 

The transition of communication traffic from the affected 

carrier to the secondary communication pathway occurred 

within a short time interval, minimizing disruption to ongoing 

SCADA activities. Recovery performance remained 

consistent across a range of simulated outage scenarios 

including carrier network failures, communication link 

interruptions, and service degradation events [25]. The rapid 

restoration of connectivity reduced the likelihood of missed 

alarms, delayed telemetry updates, and interruptions to 

supervisory control functions. 
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These findings indicate that automated failover mechanisms 

play a critical role in maintaining communication continuity 

and enhancing overall network resilience. Fast recovery times 

contribute significantly to operational reliability and support 

the uninterrupted operation of utility communication 

infrastructures under adverse network conditions [26]. 

5.3.2 Operational Impact During Carrier Failures 

The operational consequences of carrier failures were 

substantially reduced when Gas Dual Cell Architecture was 

employed [27]. During simulated outage scenarios, critical 

SCADA functions remained operational because 

communication traffic was automatically redirected through 

the available carrier. This capability preserved access to real-

time monitoring information and enabled continued execution 

of essential supervisory control activities [28]. 

Unlike single-carrier systems, which experienced complete 

communication loss during carrier outages, the dual-carrier 

configuration maintained operational continuity throughout 

most failure events. Telemetry transmission, alarm delivery, 

and equipment status monitoring continued with minimal 

interruption, thereby reducing operational risk and improving 

decision-making capability [29]. 

The architecture also improved confidence in communication 

reliability during emergency situations, allowing operators to 

maintain visibility of critical infrastructure assets even when 

primary communication services became unavailable. These 

results demonstrate that communication redundancy 

significantly reduces the operational impact of carrier failures 

and enhances the resilience of utility SCADA systems [30]. 

5.4 Cybersecurity and Operational Resilience Benefits 

5.4.1 Resistance to Communication Disruptions 

Cybersecurity resilience analysis demonstrated that Gas Dual 

Cell Architecture provides additional protection against 

communication disruptions arising from cyber incidents and 

network-level attacks [31]. The use of independent carrier 

infrastructures reduced dependence on a single 

communication environment and limited the potential 

consequences of carrier-specific security breaches. If one 

communication pathway became compromised or unavailable, 

communication services could continue through the 

unaffected carrier [32]. 

This capability improved communication survivability and 

reduced the likelihood of widespread operational disruption 

resulting from targeted attacks against communication 

infrastructure. The separation of communication channels also 

reduced exposure to common-mode vulnerabilities that might 

affect multiple assets connected through a single carrier 

environment [23]. 

Consequently, the architecture enhanced the ability of utilities 

to maintain communication continuity during cyber incidents 

while supporting broader infrastructure protection objectives. 

These characteristics make carrier-diverse communication 

strategies valuable components of modern utility 

cybersecurity programs [24]. 

5.4.2 Enhanced Grid Operational Reliability 

Reliable communication infrastructure directly supports the 

operational reliability of electric utility networks by enabling 

continuous monitoring, automation, and supervisory control 

functions [25]. The improved communication availability 

achieved through Gas Dual Cell Architecture strengthened 

situational awareness and enhanced the ability of operators to 

manage grid assets effectively during routine and abnormal 

operating conditions. 

Continuous access to operational data improved fault 

detection capability, facilitated faster response to equipment 

failures, and supported more efficient outage management 

processes [26]. The architecture also reduced communication-

related risks that could otherwise compromise operational 

decision-making and grid stability. 

By improving communication resilience, the architecture 

contributed to greater reliability across transmission and 

distribution systems while supporting long-term utility 

modernization objectives. These findings demonstrate the 

strong relationship between communication reliability and 

overall power system performance [27]. 

5.5 Cost-Benefit and Scalability Assessment 

5.5.1 Capital and Operational Cost Analysis 

Economic evaluation indicated that Gas Dual Cell 

Architecture provides a favorable balance between 

communication resilience and deployment cost compared with 

alternative redundancy solutions [28]. Traditional approaches 

such as extensive fiber deployment, dedicated microwave 

networks, or satellite backup systems often require significant 

capital investment and ongoing maintenance expenditures. In 

contrast, dual-cell architectures leverage existing commercial 

cellular infrastructure, reducing implementation complexity 

and infrastructure construction requirements [29]. 

Initial deployment costs are primarily associated with dual-

modem communication devices, carrier service subscriptions, 

configuration activities, and integration with existing SCADA 

environments. Although the architecture introduces additional 

communication expenses relative to single-carrier solutions, 

these costs are substantially lower than those associated with 

large-scale dedicated communication infrastructure projects 

[30]. 

Operational benefits resulting from reduced downtime, 

improved communication continuity, and enhanced reliability 

further strengthen the economic justification for deployment. 

Reduced outage impacts, improved operational efficiency, and 

lower communication failure risk contribute to long-term cost 

savings and improved return on investment. Consequently, the 

architecture represents a financially attractive option for 

utilities seeking to improve communication resilience without 

incurring excessive infrastructure costs [31]. 
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5.5.2 Utility-Wide Deployment Scalability 

Scalability analysis demonstrated that Gas Dual Cell 

Architecture can be deployed progressively across utility 

communication networks without requiring extensive redesign 

of existing SCADA infrastructure [32]. The architecture 

supports incremental implementation strategies whereby 

utilities initially target critical substations and operational 

assets before expanding deployment to broader network 

segments. This phased approach allows organizations to 

manage investment costs while gradually improving 

communication resilience. 

Because the architecture relies primarily on commercially 

available cellular services and standardized communication 

equipment, expansion across large geographic service 

territories can be achieved relatively efficiently [23]. 

Compatibility with existing communication protocols and 

operational technologies further simplifies deployment and 

reduces integration complexity. 

The architecture is particularly well suited for utilities 

managing large numbers of remote substations, renewable 

energy facilities, and distributed operational assets requiring 

reliable communication connectivity [24]. As utility 

communication requirements continue to evolve, the 

flexibility and scalability of Gas Dual Cell Architecture 

position it as a practical long-term solution for supporting 

resilient SCADA communications and modern grid operations 

[25]. 

 

Figure 3. Comparative Reliability, Availability, and 

Recovery Performance of Single-Carrier and Gas Dual 

Cell SCADA Architectures 

Figure 3 illustrating comparative communication availability, 

annual downtime, recovery time, communication continuity, 

failover performance, and reliability metrics for single-

carrier and Gas Dual Cell SCADA communication 

architectures. 

6. STRATEGIC DEPLOYMENT 

CONSIDERATIONS FOR ELECTRIC 

UTILITIES  
6.1 Utility Implementation Roadmap 

6.1.1 Critical Infrastructure Prioritization 

Utilities should prioritize deployment of Gas Dual Cell 

Architecture at substations, control centers, renewable energy 

facilities, and transmission assets where communication 

interruptions could significantly affect operational continuity 

and grid reliability [31]. Risk-based asset classification 

enables identification of locations requiring enhanced 

communication resilience, allowing resources to be allocated 

efficiently while maximizing reliability improvements across 

critical infrastructure components [32]. 

6.1.2 Deployment Phasing Strategy 

A phased implementation strategy reduces deployment risk 

and allows utilities to evaluate system performance before 

large-scale adoption [33]. Initial deployment can focus on 

high-priority sites and communication bottlenecks, followed 

by progressive expansion to regional substations and 

distribution assets. This approach supports operational 

continuity while facilitating controlled migration toward a 

more resilient communication architecture [34]. 

6.2 Regulatory and Compliance Considerations 

6.2.1 NERC CIP Alignment 

Gas Dual Cell Architecture supports compliance objectives 

associated with North American Electric Reliability 

Corporation Critical Infrastructure Protection (NERC CIP) 

requirements by enhancing communication availability and 

operational resilience [35]. Redundant communication 

pathways improve the reliability of data transmission 

supporting monitoring, control, and security functions, 

thereby contributing to infrastructure protection and risk 

management objectives established for critical utility 

operations [36]. 

6.2.2 Utility Communication Reliability Standards 

Electric utilities are increasingly expected to maintain reliable 

communication systems capable of supporting continuous 

operational awareness and emergency response activities [37]. 

The implementation of redundant cellular communication 

architectures aligns with reliability-focused industry practices 

by reducing communication downtime and improving service 

continuity. Enhanced communication resilience contributes to 

broader utility objectives related to operational reliability, 

asset protection, and customer service performance [38]. 

6.3 Future Utility Communication Trends 

6.3.1 Private LTE and 5G Utility Networks 

Emerging private LTE and 5G communication technologies 

are expected to further enhance utility communication 
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capabilities through improved bandwidth, lower latency, and 

greater operational control [39]. These technologies may 

complement Gas Dual Cell Architecture by providing 

additional communication diversity and supporting advanced 

utility applications such as distributed automation, predictive 

maintenance, and real-time grid monitoring [40]. 

6.3.2 AI-Assisted Communication Management 

Artificial intelligence is increasingly being explored as a tool 

for optimizing communication network performance and 

reliability [32]. AI-assisted systems can support predictive 

fault detection, automated failover decision-making, traffic 

optimization, and communication health monitoring. 

Integration of intelligent network management capabilities 

with redundant communication architectures may further 

strengthen operational resilience and improve the efficiency 

of future utility communication infrastructures [35]. 

7. CONCLUSIONS AND FUTURE 

RESEARCH DIRECTIONS  
7.1 Key Findings of the Study 

This study demonstrated that communication redundancy 

plays a critical role in improving the reliability and resilience 

of SCADA networks supporting electric utility operations. 

The evaluation showed that conventional single-carrier 

communication architectures remain vulnerable to carrier-

specific outages, infrastructure failures, and communication 

disruptions that can affect operational visibility and control 

capabilities. The proposed Gas Dual Cell Architecture 

addressed these limitations by utilizing independent cellular 

communication pathways capable of maintaining connectivity 

during carrier failures. Quantitative assessment indicated 

significant improvements in communication availability, 

continuity, failover performance, and operational resilience. 

The architecture also enhanced communication survivability 

during network disruptions while providing a scalable and 

cost-effective alternative to traditional redundancy solutions. 

Overall, the findings confirmed that carrier-diverse 

communication strategies can substantially strengthen utility 

communication infrastructures and support more reliable grid 

operations. 

7.2 Contributions to Utility Communication Reliability 

Engineering 

The study contributes to utility communication reliability 

engineering by presenting a structured framework for 

evaluating carrier-diverse communication architectures within 

SCADA environments. It extends conventional redundancy 

analysis by integrating reliability modelling, failover 

assessment, cybersecurity resilience evaluation, and 

scalability considerations into a unified approach. The work 

further demonstrates how dual-cell communication strategies 

can improve operational continuity while supporting 

modernization objectives for electric utility communication 

networks. 

 

7.3 Recommendations for Future Research 

Future investigations should explore advanced technologies 

capable of further enhancing communication resilience and 

operational efficiency within utility networks. Particular 

attention should be given to intelligent communication 

management systems, emerging wireless technologies, and 

real-time operational modelling platforms that can support 

adaptive decision-making. Continued research in these areas 

will contribute to the development of increasingly resilient 

and autonomous communication infrastructures for future 

electric utility operations. 

7.3.1 AI-Driven Network Resilience Optimization 

Future research should examine the application of artificial 

intelligence for predictive communication failure detection, 

dynamic carrier selection, adaptive failover optimization, and 

automated network recovery. AI-driven approaches may 

improve communication reliability by proactively identifying 

vulnerabilities and optimizing communication performance 

under changing operating conditions. 

7.3.2 Utility Digital Twin Integration for Communication 

Reliability Management 

Further studies should investigate the integration of digital 

twin technologies with utility communication infrastructures. 

Digital twins can provide real-time visualization, performance 

monitoring, failure prediction, and scenario analysis 

capabilities, enabling utilities to optimize communication 

reliability, improve operational planning, and enhance 

infrastructure resilience through data-driven decision support. 

8. REFERENCE 
1. Zhao J, Srivastava A, Guo Y, Ćetenović D, Lin Y, Levi V, 

Yin G, Huang M, Zhang T, Li Z, Chen Y. State estimation 

for integrated energy systems: Motivations, advances, 

and future work. IEEE Transactions on Power Systems. 

2024 Dec 31;40(4):3057-73. 

2. Ten CW, Hou Y. Modern power system analysis. CRC 

Press; 2024 Mar 18. 

3. Snytko A, Jiménez-Castillo G, Muñoz-Rodríguez FJ, 

Rus-Casas C. Fault Diagnosis for Photovoltaic Systems: 

A Validated Industrial SCADA Framework. Applied 

Sciences. 2025 Nov 28;15(23):12656. 

4. Solarin A, Chukwunweike J. Dynamic reliability-

centered maintenance modeling integrating failure mode 

analysis and Bayesian decision theoretic approaches. 

International Journal of Science and Research Archive. 

2023 Mar;8(1):136. doi:10.30574/ijsra.2023.8.1.0136. 

5. Zeydan E, Arslan SS, Turk Y, Hewa T, Liyanage M. The 

role of mobile communications for industrial automation: 

architecture, applications and challenges. IEEE Open 

Journal of the Communications Society. 2025 Aug 4. 

6. Ayele ED, Gonzalez JF, Teeuw WB. Enhancing 

cybersecurity in distributed microgrids: A review of 

communication protocols and standards. Sensors. 2024 

Jan 28;24(3):854. 

http://www.ijcat.com/


International Journal of Computer Applications Technology and Research 

Volume 14–Issue 12, 160 - 173, 2025, ISSN:-2319–8656 

DOI:10.7753/IJCATR1412.1015 

www.ijcat.com  172 

7. Cynthia Chiamaka Ezeh and Oludare A. Jeremiah. If 

sacrificial cathodic protection works inside a tank, why 

not in a pipe?. World Journal of Advanced Research and 

Reviews, 2019, 1(3), 100-118. Article DOI: 

https://doi.org/10.30574/wjarr.2019.1.3.0133 

8. Wiboonrat M. Cybersecurity of Industrial Automation 

and Control System (IACS) Networks in Biomass Power 

Plants. In2023 IEEE 32nd International Symposium on 

Industrial Electronics (ISIE) 2023 Jun 19 (pp. 1-6). 

IEEE. 

9. Mutluri RB, Saxena D. A comprehensive overview and 

future prospectives of networked microgrids for 

emerging power systems. Smart Grids and Sustainable 

Energy. 2024 Dec 2;9(2):45. 

10. Badejo AO, Ogundipe OM, Mackay E. Method for 

identification of types and amounts of salts that may 

precipitate due to brine dry out and application to UK 

Southern North Sea candidate CO2 stores. In: 

Proceedings of the 2024 Carbon Capture, Utilization, 

and Storage Conference. 2024. doi:10.15530/ccus-2024-

3999163. 

11. Odejobi M. Cybersecurity Architecture for Telemetry 

Networks: Development and Application in ICS/SCADA 

Environments (Doctoral dissertation, Morgan State 

University). 

12. Kanellopoulos D, Sharma VK, Panagiotakopoulos T, 

Kameas A. Networking architectures and protocols for 

IoT applications in smart cities: Recent developments 

and perspectives. Electronics. 2023 May 31;12(11):2490. 

13. Obinna Prosper Nweke. Explainable AI approaches in 

marketing analytics to support transparent, accountable, 

data driven managerial decisions contexts. Int J Comput 

Artif Intell 2023;4(1):89-102. 

DOI: 10.33545/27076571.2023.v4.i1a.269 

14. Rony MA, Shafa H. Cloud-Integrated Digital Twin 

Architectures For Real-Time Monitoring, Risk 

Assessment, And Safety Optimization In US Energy 

Infrastructure. American Journal of Interdisciplinary 

Studies. 2024 Nov 28;5(04):96-133. 

15. Zhou B. Communication Networks in Smart Power 

Grids. John Wiley & Sons; 2025 Apr 10. 

16. Maggu P, Singh S, Sinha A, Biamba CN, Iwendi C, 

Hashmi A. Sustainable and optimized power solution 

using hybrid energy system. Energy exploration & 

exploitation. 2025 Mar;43(2):526-63. 

17. Aghaei M, Kolahi M, Nedaei A, Venkatesh NS, 

Esmailifar SM, Moradi Sizkouhi AM, Aghamohammadi 

A, Oliveira AK, Eskandari A, Parvin P, Milimonfared J. 

Autonomous intelligent monitoring of photovoltaic 

systems: An in‐depth multidisciplinary review. Progress 

in Photovoltaics: Research and Applications. 2025 

Mar;33(3):381-409. 

18. Aderibigbe S. A composite early warning indicator for 

agency dependency escalation in inpatient psychiatric 

services: Construction and validation across acute and 

PICU settings. International Journal of Research in 

Psychiatry. 2022;2(2 Pt A):22-32. 

doi:10.22271/27891623.2022.v2.i2a.101. 

19. Ramzey H, Badawy M, Elhosseini M, A. Elbaset A. 

I2OT-EC: A framework for smart real-time monitoring 

and controlling crude oil production exploiting IIOT and 

edge computing. Energies. 2023 Feb 18;16(4):2023. 

20. Zografopoulos I, Srivastava A, Konstantinou C, Zhao J, 

Jahromi AA, Chawla A, Nguyen B, Siqi B, Li C, Teng F, 

Preetham G. Cyber-physical interdependence for power 

system operation and control. IEEE Transactions on 

Smart Grid. 2025 Feb 3;16(3):2554-73. 

21. Cynthia Chiamaka Ezeh, & O.A. Jeremiah. (2019). 

THICK WALL LARGE SOUR SERVICE PIPE AND 

REQUIRED TOUGHNESS ACCEPTANCE CRITERIA. 

International Journal of Engineering Technology 

Research & Management (IJETRM), 03(03), 92–

107. https://doi.org/10.5281/zenodo.15454615 

22. Almasabi S, Shaf A, Ali T, Zafar M, Irfan M, Alsuwian 

T. Securing smart grid data with blockchain and wireless 

sensor networks: A collaborative approach. IEEE 

Access. 2024 Feb 2;12:19181-98. 

23. Hossain MT, Hossen MZ, Badal FR, Islam MR, Hasan 

MM, Ali MF, Ahamed MH, Abhi SH, Islam MM, Sarker 

SK, Das SK. Next generation power inverter for grid 

resilience: Technology review. Heliyon. 2024 Nov 

15;10(21). 

24. Jung O. The Increasingly Critical Role of 

Communication Networks in Enhancing Power Grid 

Resilience Under Climate Change. InSMARTGREENS 

2025 Apr (pp. 180-187). 

25. Pashaei M, Kauhaniemi K, Laaksonen H, Hatziargyriou 

N. Development of Virtualized Centralized Protection 

and WAMPAC Systems: A Review. Protection and 

Control of Modern Power Systems. 2025 Dec 

30;11(1):1-25. 

26. Mohammad R, Verhappen I, Vali R. SCADA: 

Supervisory Control and Data Acquisition. Oil and Gas 

Pipelines: Integrity, Safety, and Security Handbook. 

2025 Mar 28;1:115-38. 

27. Moses Falowo, Raymond Aderoju, Olaniyi Anisere. 

Artificial intelligence in subsurface energy storage: A 

critical review of characterization, monitoring, 

forecasting, and risk assessment. Int J Res Eng. 2025;7(2 

Pt C):235-252. doi:10.33545/26648776.2025.v7.i2c.187. 

 

28. Khalyasmaa AI, Stepanova AI, Eroshenko SA, Matrenin 

PV. Review of the digital twin technology applications 

for electrical equipment lifecycle management. 

Mathematics. 2023 Mar 8;11(6):1315. 

29. Olawale Oladokun, Tope Phillips. A conceptual 

framework for machine learning-integrated drilling fluid 

systems: Toward predictive rheology in complex 

downhole environments. J Energy Res Rev. 

2025;17(7):106-116. 

doi:10.9734/JENRR/2025/v17i7436. 

30. Yadav K, Sircar A, Bist N. A comprehensive review on 

role of information technology in city gas distribution 

industry. Unconventional Resources. 2025 Jul 

1;7:100202. 

 

31. Sheba MA, Mansour DE, Abbasy NH. A new low‐cost 

and low‐power industrial internet of things infrastructure 

for effective integration of distributed and isolated 

systems with smart grids. IET generation, transmission & 

distribution. 2023 Oct;17(20):4554-73. 

http://www.ijcat.com/
https://doi.org/10.30574/wjarr.2019.1.3.0133
https://www.doi.org/10.33545/27076571.2023.v4.i1a.269
https://doi.org/10.5281/zenodo.15454615


International Journal of Computer Applications Technology and Research 

Volume 14–Issue 12, 160 - 173, 2025, ISSN:-2319–8656 

DOI:10.7753/IJCATR1412.1015 

www.ijcat.com  173 

32. Ukaoha C. Tariff policies, animal disease risks, and food 

security: A comparative simulation of West African and 

U.S. agricultural systems. GSC Biol Pharm Sci. 

2024;29(3):411-427. 

doi:10.30574/gscbps.2024.29.3.0507. 

33. Sayghe A. Cyber‐Physical Vulnerabilities of 

Wireless Sensor Networks in the Oil and Gas Industry: A 

Literature Review. The Journal of Engineering. 2025 

Jan;2025(1):e70142. 

34. Hellberg P. Cost-Effective IoT and OMS as the'Poor 

Man's SCADA'. Available at SSRN 5462375. 2025 Aug 

26. 

35. Ortiz N, Rosso M, Zambon E, den Hartog J, 

Cardenas AA. From power to water: Dissecting SCADA 

networks across different critical infrastructures. 

InInternational conference on passive and active network 

measurement 2024 Mar 11 (pp. 3-31). Cham: Springer 

Nature Switzerland. 

36. Aghmadi A, Hussein H, Polara KH, Mohammed O. 

A comprehensive review of architecture, communication, 

and cybersecurity in networked microgrid systems. 

Inventions. 2023 Jun 29;8(4):84. 

37. Kabir T. Digital Twin–Enabled Optimization of 

Electrical, Instrumentation, And Control Architectures In 

Smart Manufacturing And Utility-Scale Systems. 

International Journal of Scientific Interdisciplinary 

Research. 2025 Jun 22;6(1):404-51. 

38. Aslam MM, Tufail A, Apong RA, De Silva LC, 

Raza MT. Scrutinizing security in industrial control 

systems: An architectural vulnerabilities and 

communication network perspective. IEEE Access. 2024 

Apr 29;12:67537-73. 

39. Darkwa S. Transformer-driven strategic 

communication analytics for identifying synthetic media 

manipulation and coordinated narrative amplification 

networks digitally. Int J Literacy Educ. 2024;4(2 Pt 

D):333-346. doi:10.22271/27891607. 

40. Waqas M, Jamil M. Smart IoT SCADA system for 

hybrid power monitoring in remote natural gas pipeline 

control stations. Electronics. 2024 Aug 15;13(16):3235. 

 

 

http://www.ijcat.com/

