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Abstract: The increasing integration of advanced communication technologies in smart grid systems has significantly improved
their efficiency and reliability. However, this interconnectedness also exposes the grid to cyber threats, particularly Distributed
Denial-of-Service (DDoS) attacks, which can disrupt operations and compromise system security. This study presents the
development of a machine learning-based framework for detecting and mitigating DDoS attacks in smart grid environments.
The proposed model leverages advanced machine learning algorithms to analyze network traffic, identify abnormal patterns
indicative of DDoS attacks, and implement real-time mitigation strategies. A hybrid approach combining supervised and
unsupervised learning enhanced detection accuracy and adaptability to evolving attack patterns. The model was tested on
simulated and real-world datasets, demonstrating high detection rates, low false-positive rates, and efficient response times.
This research contributes to improving the resilience of smart grid systems by providing an intelligent, automated solution for
DDoS attack management, ensuring the uninterrupted delivery of essential services.
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INTRODUCTION

Distributed Denial of Service (DDoS), subclass of denial of
service (DoS) attacks is a cyber threat on the Internet that
has rapidly garnered the attention of the Industrial Internet
of Things (IIoT) such as Smart Grid system (SGs) and
research community. A smart grid also known as the
intelligent grid is an advanced electrical grid that uses digital
technology and relies heavily on network protocols and
topology to improve the efficiency, reliability, and
sustainability of electricity distribution. This dependence on
communication technology makes it vulnerable to cyber
threats such as Distributed DenialofService (DDoS), posing
significant risks to the overall availability of the smart grid
framework. This research investigates the impact of DDoS
attack targeting Internet of Things (IoT) utilities in Smart
Grid Systems (SGs) and propose an efficient machine-
learning model to detect and mitigates DDOS flooding
attacks.

Distributed Denial of Service (DDoS) attacks also known as
a fraudulent resource consumption (FRC) attack is caused
when an attacker uses multiple machines, called botnets, to
flood the target host with overwhelming packets which
results in denial of services(Yan, Yu, Gong & Li, 2020). It
is a cybercrime in which aims to consume services, resources
or cause starvation of resources to disrupt a network device
(node) through establishing requests that leads to
overloading the application servers or make them
unavailable. As stated by Naveen and Manu (2019), DDoS
attack involves multiple connected online devices,
collectively known as a botnet, which are used to overwhelm
a target website with fake traffic. Unlike other kinds of
cyberattacks, DDoS assaults don’t attempt to breach your
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security perimeter. Rather, it aims to make your website
and servers unavailable to legitimate users. DDoS can also
be used as a smokescreen for other malicious activities and
to take down security appliances, breaching the target’s
security perimeter. The vulnerability of the internet, the
distributed nature of cloud computing, various security
issues related to cloud computing service models, and the
cloud’s main attributes contribute to its susceptibility to
security threats associated with cloud service availability.

Akgun, et al., (2022) note that Distributed Denial of Service
(DDoS) attacks represent one of the major sophisticated
threats that are particularly difficult to counter due to their
distributed nature, often leading to disruptions in cloud
services. Though there are a number of intrusion detection
solutions proposed by different researchers, and cloud
service providers (CSP) that are currently using different
detection solutions by promising that their product is well
secured, there is no such a perfect solution that prevents the
DDoS attack.

The characteristics of a DDoS attack, i.e., having different
appearances with different scenarios, make it difficult to
detect. According to Jazi et al. (2020), DDoS attacks are
recognized for their disruptive nature and capacity to deplete
the computing resources and bandwidth of their targets
within just a few minutes. In spite of being trivial in
execution, they are easily detectable mostly due to their
dynamic and voluminous attack rates. The increasing
availability of DDoS-for-hire services and the proliferation
of billions of unsecured IoT devices and botnets contributed
to a significant increase in DDoS attacks. These attacks
continue to grow in magnitude, frequency, and
sophistication (Prasad et al., 2019).
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Ahmad and Zhang (2020) indicate that the electricity
demand is rising daily, with forecasts suggesting an increase
of 30% to 40% over the next 20 years. Current power grids
are aging, increasingly overloaded, unreliable, and
insufficient in electricity production. Consequently SG
system brings renewable resources into the traditional grid
and from the smart meter to the smart grid, which help to
maintain a better relationship between demand and supply
but SGs are vulnerable to cyber-attacks, posing significant
risks to the Smart Grid’s overall availability due to their
reliance on communication technology. In their
comprehensive review, Adi et al., (2020) state that the smart
grid is evolving alongside advanced technologies, including
renewable power generation (solar, wind, hydro), storage
systems, distributed generation, and bi-directional
communication, all of which are integral to the smart grid
system. A smart grid has an analytical and well-organized
approach to the management of energy supply and usage.
The smart grid facilitates bidirectional contact between
energy suppliers and their clients that is, it’s a
communication network embedded over the traditional
electric grid to enable bidirectional communication and
power flow between powerhouses and customers for reliable
and efficient use of electricity. Therefore it requires
reliable, stable, cost-effective, efficient, environmentally
sustainable, and healthier facilities and the developmentof
smart grids required the integration of diverse technologies
and applications. Sensors, smart meters, gateway, cloud are
some of the IoT components used to collect data from
individual consumers. The main aim of a SG is to maintain
equilibrium between demand and supply through predicting
the electricity demand (Avancini et al., 2021).

The study conducted by Ghasempour (2019) found that the
Smart Grid System (SGS) represents an enhancement of the
20th-century techniques used in electric power generation,
transmission, and distribution. It enables easy monitoring
and maintenance of power systems through a collection of
communication networks, Internet of Things (IoT) devices,
computer resources and software, hence it’s also refers to as
Electrical Grid or Intelligent Grid. The possibilities with [oT
are enormous but the risks are there. The biggest draw back
and challenge 10T faces is security and privacy. Mitigation
of'this draw back in IoT systems is a comprehensive task that
requires a deep understanding of both cybersecurity and
smart grid systems.

According to Adi et al., (2020), the applications of the
Internet of Things (IoT) have surged dramatically, resulting
in the generation of vast amounts of data that are necessary
for effective intelligent data processing. However, the
varying IoT infrastructures (i.e., cloud, edge, fog) and the
limitations of the IoT application layer protocols in
transmitting/receiving messages become the barriers in
creating intelligent IoT applications. These barriers prevent
current intelligent IoT applications to adaptively learn from
other IoT applications. In their work, Adi et al. (2020)
critically review the processing of IoT-generated data for
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machine learning analysis and highlight the current
challenges in advancing intelligent solutions within the IoT
environment. They noted that [oT devices are limited in
computational and communication resources, which pose
significant bottlenecks in developing adaptive, intelligent
solutions that utilize machine learning techniques. The
proposed framework opens up some new challenges for
future work in machine-to-machine communications. In
cybersecurity, research can include the study of influence of
malicious machines on other devices that may lead to system
compromise.

Comprehensive review by Moreno et al., (2021), suggest
that the extensive integrated topology of smart grids (SGs)
and their communication systems makes them particularly
vulnerable to cyber threats. Cybercriminals have exploited
these vulnerabilities to launch various cyber-physical attacks
on SGs. As a result, there has been a notable increase in the
prevalence of cyber threats targeting smart grids, particularly
Distributed Denial-of-Service (DDoS) attacks. These threats
negatively impact the efficiency and sustainability of SGs.

A Survey on Machine Learning Techniques for Cyber
Security in the last decade by Shaukat et sal., (2020) reveal
that pervasive growth and usage of the Internet and mobile
applications have expanded cyberspace. The cyberspace has
become more vulnerable to automated and prolonged
cyberattacks. The previously used security systems are no
longer sufficient because cybercriminals are smart enough to
evade conventional security systems. Conventional security
systems lack efficiency in detecting previously unseen and
polymorphic security attacks.

In this work, the researcher is proposing the development of
Real-Time Distributed Denial-of-Service (DDoS) Cyber-
Incident Detection and Mitigation attacks targeting Smart
Grid Systems (SGs) using Machine Learning Algorithm.

PROBLEM STATEMENT

i.  Communication protocols of smart grid systems make
them vulnerable to various cyber security risks, such as
distributed denial of service (DDoS attacks which leads
to disruption of critical energy services.

ii. The constantly evolving tactics of cyber attackers in
industrial environments, such as smart grids, pose a
significant challenge in developing adaptive method for
effective detection and mitigation of cyber threats.

iii. The application layer Distributed Denial of Service
(DDoS) attacks on the Internet do not manifest
themselves at the network level, these types of attacks
commonly avoid traditional network-layer-based
detection mechanisms.

iv. Researchers calling for improving the accuracy of
DDOS attack detection
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AIM AND OBJECTIVES OF THE
STUDY

This work aims to develop a model for real-time Distributed
Denial-of-Service (DDOS) cyber-incident detection and
mitigation in smart grids using a machine learning algorithm
with the following objectives.

i. To develop a model that can effectively detect
Distributed Denial-of-Service (DDoS) attacks in real-
time within a smart grid system.

ii. To develop a novel detection approach for DDoS attacks
based on a hybridized algorithm that will provide better
model accuracy.

iii. To use different types of classifiers to compare the model
accuracy of detecting the DDoS attacks to determine the
efficient model accuracy for the detection of DDoS
attacks.

SIGNIFICANCE OF THE STUDY

The significance of the study are:

i.  Smart Grid Operations: This research will improve the
resilience of smart grids by optimizing power
distribution and identifying anomalies or faults.

ii. Resource Management: Using machine learning (ML)
algorithms for DDoS detection and mitigation enhances
the efficiency of network resources during an attack,
helping to lower operational costs and avoid
unnecessary expenses.

iii. By sharing the research outcomes, findings,
methodologies, and insights generated by this research,
this work contributes to the broader body of knowledge
in cybersecurity and smart grid technology. This work
also enriches the understanding of DDoS threats in
smart grid environments and provides valuable insights
for future research and development efforts.

SUMMARY OF
REVIEW

LITERATURE

Distributed Denial of Service (DDoS) Attacks

DDoS attacks are a significant cybersecurity challenge,
particularly within Smart Grid (SG) systems, due to their
reliance on communication technologies. These attacks
flood a target server or network with malicious traffic,
rendering them unavailable for legitimate users. The
proliferation of unsecured Internet of Things (IoT) devices
has further exacerbated the frequency and sophistication of
these attacks, as attackers leverage botnets to execute large-
scale disruptions.

DDoS attacks are classified into three main categories:

www.ijcat.com

1. Volumetric Attacks: Aim to exhaust bandwidth
using techniques like flooding and amplification.

2. Protocol Attacks: Exploit weaknesses in network
protocols, such as TCP SYN flooding.

3. Application Layer Attacks: Target
vulnerabilities in application protocols, such as
HTTP flooding.

Detection remains challenging due to the dynamic and
stealthy nature of these attacks. Machine Learning (ML)
offers promising solutions by analyzing traffic anomalies
and identifying malicious patterns.

Smart Grid Systems

Smart Grids integrate traditional power grids with digital
technologies, facilitating bidirectional communication and
efficient energy management. While enabling real-time
monitoring and renewable energy integration, these systems
are highly susceptible to cyber threats, especially DDoS
attacks. Key components of Smart Grids include smart
meters, sensors, and advanced metering infrastructure
(AMI), which enhance efficiency but also introduce
vulnerabilities.

Machine Learning for Cybersecurity

ML algorithms have been increasingly applied to detect and
mitigate DDoS attacks in Smart Grids. These algorithms
learn traffic patterns to distinguish between legitimate and
malicious traffic, adapting to new attack methods. Popular
ML algorithms include:

e  Support Vector Machines (SVMs): Effective for
binary classification tasks.

e Random Forests (RFs): Useful for high-
dimensional data.

e Naive Bayes Classifiers: Probabilistic models
ideal for large datasets.

Challenges in Smart Grid Security

1. Vast Infrastructure: Diverse network topologies
and components complicate detection and
mitigation.

2. Data Scarcity: Limited access to real-world
datasets hampers model training.

3. Real-Time Requirements: ML models must
detect and respond to threats in real time.

4. Ethical Concerns: Data privacy and security
remain critical issues.
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Table 1: Key Insights from Literature

Aspect Details References
Volumetric,
DDoS Attack Protocol, Sumathi et al.,
Types Application Layer | 2022
Attacks
Stealthy nature,
dynamic attack Vishwakarma et
Challenges patterns, lack of al., 2020
robust models
Real-time
monitoring,
Smart Grid bidirectional Singh et al.,
Features communication, 2020
renewable
integration
ML SVM, Random Cervantf-:s etal.,
Algorithms Forest, Naive 2020; Li et al.,
Bayes 2020
Ethical issues,
limited datasets,
e . . Naveen et al.,
Limitations high
. 2019
computational
demands
Enhancing grid
Applications security, anomaly | Prasad et al.,
in SG detection, demand | 2021
forecasting

Table 2: Comparison of Smart Grid and Traditional
Grid

Criterion Traditional Grid | Smart Grid
Customc_:r Limited Extensive
Interaction
Digital (real-
Metering Electromechanical | time pricing,
net metering)
Reliabili Reactive Proactive “and
ty automated
Transmission ~10% 2%
Losses
Topology Spiral Networked
Energy .
Efficiency Low High
Communication One-wa Two-wa
Flow Y Y
Environmental . . .
Impact High pollution Low pollution

The literature underscores the critical vulnerabilities of
Smart Grids to DDoS attacks and the potential of ML
algorithms for effective detection and mitigation. However,
challenges such as data scarcity, ethical considerations, and
real-time requirements must be addressed to fully harness
the potential of ML in securing Smart Grids.
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METHODOLOGY

In addressing Distributed Denial of Service (DDoS)
protection for smart grids, a Risk-Based Framework
combined with adaptive software development methodology
is adopted. This approach focuses on identifying risks
specific to smart grid infrastructure and implementing
iterative improvements to enhance security.

Adaptive Software Development (ASD) as proposed by Jim
Highsmith and Sam Bayeris a software development process
which is considered as a direct advanced extension of an
earlier agile framework Rapid Application Development
(RAD). This methodology is designed to optimize the
development process, ensuring that the final product meets
user needs while adhering to project timelines.It is a cyclic
process with the phase name reflects adaptability to
changing demands, requirements, and market needs. It is
used as an ideal technique for building complex software and
systems. This methodology provides us with the ability to
accommodate changes and adaptability in turbulent
environments like detecting and mitigating cyber-attack in
smart gride system with products evolving with little
planning and learning.In Adaptive Software Development,
no preplanned steps are followed or any traditional life cycle
is followed rather it is based on constant change, re-
evaluation, and evolving products with lightweight planning
and continuous learning.Adaptive Software Development
has a dynamic Speculate-Collaborate-Learn Lifecycle that
focuses on results, not tasks, and the results are identified as
application features.

The Adaptive Software Development practices are driven by
a belief'in continuous adaptation, with the lifecycle equipped
to accepting continuous change as the norm. ASD “life
cycle” incorporates three phases namely: Speculation,
Collaboration and Learning.

Faqurements gathernng
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DISC reguremens
tme-boxed release pian \

Refease
wiftwale exTement \
components implemented/tested
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formal tectnrcadl reviews
postmortens

Agustrrenty for nulwageen! Sycies

Figure 1: Adaptive development life cycle(Pressman (2021)
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1. Speculation: During this phase project is initiated
and planning is conducted. The project plan uses
project initiation information like project
requirements, user needs, customer mission
statement, etc, to define set of release cycles that
the project wants.

2. Collaboration: It is the difficult part of ASD as it
needs the workers to be motivated. It collaborates
communication and teamwork but emphasizes
individualism as individual creativity plays a
major role in creative thinking. People working
together must trust each others to

3. Learning: The workers may have a overestimate
of their own understanding of the technology
which may not lead to the desired result. Learning
helps the workers to increase their level of
understanding over the project.

System Model

The objective of this research is to propose a machine-
learning model, which detects abnormal network traffic
packets quickly and accurately. For any scenario in which
this tool might be used, we consider two main actors:
operators and adversaries. During normal operation,
industrial devices send data through the server back to the
operators. If any action is required, the operators send
instructions to the control center via the server. If the utility
server is faced with a DDoS attack, the DDoS tool detects
this and gives feedback to the operators. The operators then
need to act, based on this information, to mitigate the attack.
Figure 1 overviews the considered system model to show the
flow of information between its different modules and
demonstrates how this information influences the SG's
operations.

)perMor

Figure 2 System model of the smart grid

When the tool is launched, the user must import the network
data capture that they want to analyze. The tool then
analyzes the data and detects whether any attacks have
occurred.

If no attacks are detected, the tool goes on standby until the
new data capture is inputted. If attacks are detected, the tool
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displays the logs, IOC, and recommended actions for each
of the detected attacks. Finally, the generated logs and
displayed indicators can help the operator take suitable
measures to maintain the power system's secure and stable
operation.

Figure 3: Information flow and overall process

PROPOSED SYSTEM AND
IMPLEMENTATION
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Figure 4.2 System Architecture
Program Module Specification.

Developing a real-time Distributed Denial-of-Service
(DDoS) cyber-incident detection and mitigation system for
smart grids using machine learning algorithms requires a
systematic approach. The step-by-step approach to be
adopted in the design and implementation of the project
pipeline is as follows:

Importing libraries

Data Pre-processing

Data Exploration

Data Splitting

Model Training (SVM, KNN, NaivBaye)
Model Evaluation (Accuracy, F1 Score,
Recall, Precision, Confusion Matrix)

7. Model Comparison..

A e
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— o Vi. Training and Testing: For efficient model
O ' ° @ training via these ML algorithms, the dataset will
S be spited into training and testing sets then the

T iettrey

Coltoet the det Proproces the duts Dty mayrn
[Lop—

selected machine learning model(s) is trained on
historical data while evaluation of the model(s)
will be carried out using testing data to assess their

' performance.

i s el Vii. DDoS Detection: A thresholds or anomaly

Clowelustine oa et s _ h . detection mechanisms to identify abnormal
e 1 b e, ot network behavior indicative of a DDoS attack will
be setup.

Figure 4.3 Program Module stages . Lo i
viii. Testing and Validation: There will bethorough

i. Project Planning and Requirements Analysis: testing of the system in any chosen controlled
This involves Identification of the specific smart environment to ensure its effectiveness and
grid components and communication networks reliability. Various DDoS attack scenarios will be
that need protection and determine the validated to ascertain the system's performance

performance metrics for detection and mitigation
(e.g., detection accuracy, response time. Deep
understanding of smart grid architecture,

Result and Discussion

The machine learning algorithms are successfully trained

components (sensors, devices), and with the training dataset of
communication network protocols and data
centers is essential. CICDD0S2019 provided by the Kaggle as our experimental
dataset. It contains benign and the most up-to-date common
fi. Data Collection and Preprocessing: Here, real- DDoS attacks, which resembles the true real-world data
time data from smart grid components, including (PCAPs) as presented in Table 3.

data from sensors, IoT devices, and network traffic
will be collected, the data will be preprocessed and
cleaned by handling missing values, noise, and
outliers etc.

ii. Data Cleaning for the Dataset: While preparing a
dataset, it is common to encounter many data
quality issues such as Nan values, outliers, and

duplicates. Data cleaning is a crucial step in data The hybrid model is used for making analysis of the
preprocessing to alleviate the potential negative DDoSattaxk on the smart grid system environment and
impact of such issues on the quality of the dataset. thereby calculating the performance and accuracy of the
In this study, we dropped all samples that model

contained Nan, empty, or infinite values. In this ] ] ]
study, after data cleaning, the sample count was Evaluating the performance of machine learning models

reduced from 215.761 to 215.076. with 685 involves various metrics that help assess how well a model
is performing. The model metrics evaluation is done using

removed samples e ! !
Accuracy, precision, ROC AUC (Receiver Operating

iv. Feature Engineering: The features include Characteristic) curve, recall, and Fl score to ensure a
network traffic patterns, packet statistics, system comprehensive evaluation of model performance.
performance metrics, etc. and relevant features ) ] ]
from the data will be extracted and used for DDoS (A) Accuracy: Is the ratio of correctly predicted instances
detection. to the total instances.

. . . . _ TP+TN

v. Selec.tlon of appropriate machme‘ learning Accuracy——TP+TN+FP+FN
algorithms/Model: =~ Common  choices  for
appropriate machine learning algorithms for Where

DDoS detection and mitigation include supervised
learning algorithms like Random Forest, Support . ) o
Vector Machines (SVM), KNN and Naiv Bayer instances that were correctly predicted as positive
for network traffic analysis. by the model.

» True Positive (TP): The number of positive
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» True Negative (TN): The number of negative
instances that were correctly predicted as negative
by the model.

» False Positive (FP): The number of negative
instances that were incorrectly predicted as
positive by the model. and

» False Negative (FN): he number of positive
instances that were incorrectly predicted as
negative by the model.

Table 6 indicates the first series testing of each model and
calculating their respective accuracies

Model Naiv | K- Support | Ensembl
e Nearest Vector e Model
Baye | Neighbor | Machin
sNB | s(KNN) | e

(SVM)

Accuracie | 0.60 1.00 0.99 0.95
S

1. Naive Bayes (NB) Accuracy = 0.60.

An accuracy of 60% indicates that the Naive Bayes model
correctly predicts the class for 60% of the instances in the
dataset. This suggests that the model may not be capturing
the underlying patterns well.

2. K-Nearest Neighbors (KNN)
Accuracy = 1.00.

A perfect accuracy score of 100% indicates that the KNN
model correctly classifies every instance in the dataset

3. Support Vector Machine (SVM)
Accuracy = 0.99

An accuracy of 99% suggests that the SVM model performs
exceptionally well, misclassifying only a small fraction of
instances. This indicates strong classification capability.

4. Ensemble Model Accuracy = 0.95.

An accuracy of 95% indicates that the ensemble model is
highly effective, successfully classifying the majority of
instances. This shows that it leverages the strengths of
multiple models to achieve high performance.

Implication: The ensemble method is strong, and it tends to
be more robust against overfitting compared to individual
models, making it a reliable choice.

Model Accuracies Representation Using Bar Chart
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Bar Chart visualize the performance metrics of different
models to help us understand the distribution of predictions,
assess model accuracy, identify potential issues and a way to
compare their effectiveness visually

(B) Precision:

The ratio of correctly predicted positive observations to the
total predicted positives. It measures the accuracy of positive
predictions

.. TP
Precision =——

TP+FP
The model Precision Values

1. Naive Bayes: Precision = 1.00

This means that every positive prediction made by the Naive
Bayes model is correct. There are no false positives.

2. KNN: Precision = 1.00

Naive Bayes, KNN also has perfect precision, indicating no
false positives in its predictions.

3.  SVM: Precision = 0.98

This indicates that about 98% of the positive predictions are
correct, with some false positives present.

4.  Ensemble: Precision = 1.00

The ensemble model achieves perfect precision as well,
indicating that all its positive predictions are correct.

All models except for SVM achieve perfect precision. This
suggests that they are good at minimizing false positives.
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(C) ROC AUC (Receiver Operating Characteristic Area
Under the Curve)

ROC (Receiver Operating Characteristic) curve: It is a
graphical representation used to evaluate the performance of
a binary classification model. It illustrates the trade-off
between the true positive rate (sensitivity) and the false
positive rate (1-specificity) at various threshold settings.

distinguish between the classes, though it is not as strong as
KNN or SVM in this case. The ensemble method is still very
effective, and it can provide robustness against overfitting,
especially in more complex datasets.

Note: Any model with an AUC of 0.50 does not provide any
useful information and serves as a baseline for comparison.

Confusion Matrix

A confusion matrix is plotted which provides a visual
representation of how well the model's predictions align with
the actual labels in the dataset. It is a useful tool for
evaluating the performance of a classification model.

# Confusion Matrix

NB (AUC=0.71) a

ROC Curves
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Interpreting the ROC curve results with the given AUC
(Area Under the Curve) values provides insight into the
performance of the models. Every positive instance is
identified as positive, and every negative instance is
identified as negative.

Results Overview
1. Naive Bayes (NB) AUC =0.70

This indicates that the Naive Bayes model has a moderate
ability to distinguish between positive and negative classes.
An AUC of 0.70 suggests that the model is better than
random guessing (0.50) but not particularly strong

2. K-Nearest Neighbors (KNN) AUC =1.0

The KNN model achieves a perfect score, indicating that it
can perfectly classify all instances without any errors. This
means every positive instance is correctly identified, and no
negative instances are misclassified as positive.

3. Support Vector Machine (SVM) AUC = 0.99

The SVM model also performs exceptionally well, with an
AUC very close to 1.00. This suggests that it has a high true
positive rate and very few false positives, making it highly
effective for classification.

4. Ensemble Model AUC = 0.95

The ensemble model demonstrates strong performance,
effectively combining predictions from multiple models to
achieve an AUC of 0.95. This indicates that it can reliably
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Mot e

The confusion matrix is an essential tool for evaluating
classification models, helping you understand not just the
overall accuracy but also how the model is performing
across different classes. It helps in diagnosing issues,
improving the model, and understanding the trade-offs
between different metrics, especially in contexts where false
positives and false negatives carry different implications

CONCLUSION

This research paper discussed various machine learning
algorithms employed to design the DDoS Detection System
on smart grid. The machine learning based intrusion
detection models were trained by CICDDoS2019 dataset
provided by the Kaggle as our experimental dataset. Here,
we have designed a hybrid algorithm which consists of a
combination of three machine learning techniques to train a
model which can be used to detect and classify the type of
DDoS attack with greater accuracy than that of each
individual machine learning techniques used in the hybrid
model. The integration of these two algorithms may get the
advantages of both algorithms, which leads to providing
better results than the conventional algorithms. So, the
hybrid combination of the SVM classifier algorithm with
Naive Baye and KNN models and the results obtained
confirmed that the SVM based classifier model
outperformed all other models with better intrusion detection
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performance and a minimal number of feature subset as
compared to other models.The hybrid model provide more
level of accuracy prediction of the DDos attacks. Also, it is
more effective than other models.
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