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Abstract: The dynamic, multi-tenant nature of cloud computing, coupled with the rapid increase in sophisticated cyberattacks (e.g.,
distributed denial-of-service, inter-VM attacks), poses unprecedented security challenges [1]. Traditional signature-based Intrusion
Detection Systems (IDS) are inadequate for detecting zero-day and anomalous threats inherent in virtualized environments. This paper
proposes and evaluates a novel Hybrid Intrusion Detection System (H-IDS) framework utilizing Machine Learning (ML), specifically
integrating Convolutional Neural Networks (CNNs) for spatial feature extraction from network flows and Long Short-Term Memory
(LSTM) networks for temporal anomaly detection [2]. The proposed H-IDS is deployed as a distributed agent model within a
simulated cloud environment (laaS layer). We detail the feature engineering process, the optimization of the CNN-LSTM architecture,
and its performance evaluation against established benchmarks (e.g., Support Vector Machines, shallow Neural Networks) using the
large-scale CICIDS2017 dataset and a custom cloud attack scenario [3]. Our results demonstrate that the H-IDS achieves superior
performance in terms of detection accuracy, false positive rate (FPR), and robustness against class imbalance, establishing a highly
effective mechanism for enhancing proactive cloud security.
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1. Introduction: The Cloud Security and IDS
Challenge

The migration of enterprise data and services to
cloud platforms (Infrastructure as a Service, laaS;
Platform as a Service, PaaS; Software as a Service,
SaaS) offers immense scalability, operational
efficiency, and flexibility but fundamentally
transforms the security landscape [4]. This
evolution has shifted the perimeter of traditional
networks, introducing a highly dynamic and
abstract environment where security mechanisms
must adapt in real time to sophisticated threats.

1.1 Background: The Paradigm Shift to Cloud
Computing

Cloud computing fundamentally relies on
virtualization, where resources like computing
power, storage, and networking are abstracted and
shared across multiple tenants on the same
physical infrastructure. This shared and multi-
tenant environment offers cost benefits but
simultaneously creates a novel and complex attack
surface. Traditional security boundaries, once
defined by firewalls and network perimeters,
become porous, leading to new vulnerabilities
such as inter-VM side-channel attacks, hypervisor
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exploitation, and challenges in monitoring lateral
traffic movement [9]. The necessity for an
effective and autonomous defense mechanism is
paramount, especially at the laaS (Infrastructure as
a Service) layer, where monitoring virtual network
traffic and inter-VM communications is critical.

1.2 Problem Statement: Detecting Sophisticated
Intrusions in Dynamic Cloud Networks

The core research problem addressed by this study
is the effective and real-time detection of
sophisticated intrusions and novel attacks within
the unique, complex, and highly dynamic
virtualized environment of cloud networks.

Cloud networks introduce specific operational
challenges that render static, rule-based Intrusion
Detection Systems (IDSs) largely ineffective [5]:

e Inter-VM Traffic Visibility: Much of the
relevant attack traffic occurs within the virtual
network layer (east-west traffic) and often
bypasses traditional perimeter  security
appliances.

e Rapid Auto-Scaling: The constant
provisioning, de-provisioning, and scaling of
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virtual machines and containers drastically
change the network topology, making static
security policies obsolete almost instantly.

o Novel Attack Vectors: Attackers exploit
cloud-specific features, utilizing tactics like
resource contention and inter-VM attacks that
lack predefined signatures.

Motivation: Failure to rapidly detect intrusions in a
cloud environment can lead to massive data
breaches, service disruption, and significant
financial and reputational loss. An autonomous,
adaptive, and highly accurate security mechanism
is thus crucial.

1.3 Research Gaps and Limitations of Current
IDS Solutions

Current Intrusion Detection Systems fall into two
main categories: Signature-based IDS (S-IDS),
which relies on known attack patterns, and
Anomaly-based IDS (A-1DS), which builds a
profile of normal behavior [11]. However, a
significant gap persists in their applicability to
modern cloud environments:

e Inadequacy of Signature-based Systems: S-
IDS cannot detect zero-day attacks or highly
mutated attack variations common in
sophisticated cyber campaigns, as their
detection capability is limited by their
predefined database of signatures.

e High False Positive Rates (FPR) in Traditional
A-IDS: While A-IDS can detect novel attacks,
many rely on shallow Machine Learning (ML)
algorithms (like Support Vector Machines or
Decision Trees) which struggle to process the
high-volume, high-dimensional, and noisy
network data characteristic of cloud flows.
This often results in an unacceptably high
False Positive Rate (FPR), leading to "alert
fatigue" and wasted resource overhead for
security teams.

e Lack of Integrated Feature Modeling: Existing
deep learning (DL) solutions often employ
single-layer architectures (e.g., standalone
CNN or standalone LSTM). Network
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intrusions, however, exhibit both spatial
features (the characteristic sequence of flags
and packet lengths within a single flow burst)
and temporal features (the inter-arrival times
and duration of flows in a sequence over time).
No single architecture optimally captures both.
There is a need for a hybrid DL architecture
that can simultaneously learn complex,
hierarchical features from high-dimensional
network data and capture time-dependent
attack progressions.

1.4 Research Objectives and Questions

This research aims to address the identified gaps
by designing, developing, and rigorously
evaluating a novel Hybrid Intrusion Detection
System (H-IDS) framework utilizing Deep
Learning. The primary objective is to create a
security mechanism that offers superior detection
accuracy, minimal false alarms, and high
robustness against modern cloud-based threats.

The specific Research Questions (RQs) guiding
this study are:

e RQ1: Hybrid Architecture Design

How can a hybrid Deep Learning (DL)
architecture, combining Convolutional Neural
Networks ~ (CNNs)  for  spatial  feature
representation and Long Short-Term Memory
(LSTMs) for temporal sequence analysis, be
effectively designed to model the complex, high-
dimensional network traffic data within a cloud
environment?

¢ RQ2: Comparative Performance

Does the proposed Hybrid IDS (H-IDS)
significantly outperform traditional ML classifiers
(e.g., SVM, Decision Trees) and single DL models
(e.g., standalone CNN or LSTM) in terms of
detection accuracy, false positive rate (FPR), and
F1-score across diverse cloud attack types?

e RQ3: Data Adaptability and Feature
Engineering

What is the optimal feature engineering and data
pre-processing strategy required to adapt public
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benchmark datasets (like CICIDS2017) for robust
training and evaluation of an IDS specifically
tailored for laaS-level cloud network intrusion
detection?

1.5 Contributions of the Study

This paper makes several significant contributions
to the field of cloud security and intrusion
detection:

1. Novel Hybrid DL Architecture: We propose
and detail the implementation of a CNN-
LSTM H-1DS model that seamlessly integrates
the spatial feature abstraction power of CNNs
with the temporal sequence modeling
capability of LSTMs. This combination yields
a highly discriminative feature set for effective
anomaly detection.

2. Superior Performance and Low FPR: We
demonstrate, through rigorous experimental
evaluation, that the proposed H-IDS achieves
state-of-the-art performance on the adapted
CICIDS2017 dataset, notably achieving a
critically low False Positive Rate (FPR) of
0.0051, which is essential for operational

deployment in high-volume cloud
environments.

3. Enhanced Robustness to Class Imbalance:
The study provides quantitative evidence,
including a high Matthews Correlation
Coefficient (MCC) of 4b{0.9915, that the H-

IDS maintains high detection accuracy and
balanced F1-scores even for minority attack
classes (U2R, R2L) where traditional models
typically fail.

4. Cloud-Specific Methodology: We define and
apply a specific methodology for feature
engineering and data adaptation (RQ3) to
make a public network flow dataset suitable
for modeling intrusions within an laaS-layer
virtualized environment.

5. Distributed Agent Model Implementation:
The H-IDS is conceptualized and evaluated as
a distributed agent model deployable at the
virtual switch level within a simulated laaS
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cloud, ensuring low-latency detection crucial
for real-time mitigation.

2. Theoretical Framework and Background

The effectiveness of any modern Intrusion
Detection System (IDS) relies heavily on a solid
understanding of both the environment it secures
and the advanced analytical techniques it employs.
This chapter establishes the necessary theoretical
foundation, detailing the specifics of cloud
security models, the taxonomy of IDS, and the
deep learning principles underpinning our
proposed Hybrid IDS (H-1DS).

2.1 Cloud Security Paradigms and IDS
Placement

Cloud computing fundamentally relies on
virtualization, which abstracts physical resources
and allows for the creation of new logical
boundaries. This model, while efficient, introduces
a distinctive and complex attack surface, including
side-channel attacks, inter-VM threats, and
hypervisor exploitation [9].

2.1.1 The Shared Responsibility Model

A critical aspect of cloud security is the Shared
Responsibility Model [10]. This model clearly
delineates the security duties between the Cloud
Service Provider (CSP) and the customer.
Generally, the CSP secures the underlying
infrastructure, while the customer secures
everything within their operating system and
application stack, including their data and access
controls.

Tablel: The Cloud Shared Responsibility Model

Responsibility Clougl Service Customer
Domain Provider (Client)
(CSP)
Physical Resp_o_n_s ible Not
Securit (Facilities, Responsible
y Hardware) P
Infrastructure Respons_l ble Shared/Partially
(Hypervisor,
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Responsibility Clouq Service Customer
Domain Provider (Client)
(CSP)
(laas) Storage, Responsible
Networking)
Operating Shared (Varies ;’e:t[;ﬁ?r?;ble
System by service) Configuration)
Responsible
Data and||Not (Classification,
Encryption Responsible Encryption
Keys)

Our research focuses on detecting threats at the
virtual networking layer, which falls into the
shared/CSP responsibility area but is critically
monitored for tenant-level security.

2.1.2 Network IDS (NIDS) Placement in laaS

Our focus is on a Network-based IDS (NIDS)
deployed  specifically  within  the laaS
(Infrastructure as a Service) layer. This placement
is crucial because it allows the IDS to monitor
virtual machine (VM) network traffic and, most
importantly, inter-VM communications (east-west
traffic), which is often the wvector for lateral
movement attacks.

The deployment mechanism utilizes techniques
like Virtual Span (V-SPAN) or traffic mirroring at
the virtual switch/router level (e.g., OpenStack
Neutron, VMware NSX) to passively capture flow
data for analysis. The key mathematical constraint
on this placement is the throughput requirement
R, Of the analysis engine, which must exceed the

aggregate virtual network throughput ¥ Ry,
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Failure to meet this constraint results in packet
drops and missed threat detection.

2.2 Intrusion Detection Systems Taxonomy

IDSs are primarily categorized based on their
detection methodologies: misuse detection versus
anomaly detection.

2.2.1 Signature-based IDS (S-1DS)

S-IDS relies on a database of predefined attack
patterns, or signatures. It performs pattern
matching between the current network traffic and
these signatures.

e Strength: Highly effective against known
attacks and generates very few False Positives
(FP) for detected threats.

o Weakness: Completely blind to zero-day
threats and novel or obfuscated attack variants.

e Mathematical Concept: Simple pattern
matching, often implemented via regular
expressions or cryptographic hashes.

2.2.2 Anomaly-based IDS (A-1DS)

A-IDS operates by first building a profile of
normal system behavior (the normal model)
through a training period. Any statistically
significant deviation from this established normal
profile is flagged as an intrusion.

o Strength: Capable of detecting novel attacks
and previously unseen threats.

e Weakness: Prone to higher False Positive
Rates (FPR) [11], particularly when the
"normal” traffic profile is dynamic, as is the
case in cloud environments.

e Mathematical Concept: Statistical distance or
probability distribution analysis.

The probability of an observation x being normal,
given the normal profile &, is calculated:

1 1 G
P(x EN)ZWEXP(_E(X—U)TE 1(1 Ll))
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where p is the mean vector and £ is the covariance

matrix of the normal profile (assuming a Gaussian
distribution for simple illustration).

2.2.3 Hybrid 1DS (H-1DS)

Our approach, like many modern systems, aims for
a Hybrid IDS (H-IDS). This combines the high
specificity of signature-based methods with the
generalized threat detection of anomaly-based
methods. Our specific H-IDS relies on deep
learning for anomaly detection but uses a
supervised learning framework to classify known
attack types, thus blending the strengths of both
paradigms.

2.3 Deep Learning for Intrusion Detection

Deep Learning (DL), a subfield of Machine
Learning (ML), utilizes neural networks with
multiple hidden layers to automatically extract
hierarchical features from complex, raw data [12].
This capability makes DL models ideal for
processing the high-volume, high-dimensional,
and noisy network flow traffic encountered in
cloud networks.

2.3.1 Convolutional Neural Networks (CNNs)
for Spatial Feature Extraction

CNNs were originally designed for image
processing but are exceptionally useful in IDS
when treating network flow data as a 1D sequence
or a 2D matrix. They apply convolutional filters
(kernels) to the input data, making them excellent
for learning spatial relationships and local
dependencies within adjacent features or time
steps [13].

The core operation, the 1D convolution, is
mathematically defined as:

K—-1
hj‘ = f (bj + Z Wi-.j ' Ip+i-)
i=0

Where x is the input feature sequence, w is the
kernel of size K, b_j is the bias for the j-th feature
map, and f(-) is the activation function

(commonly ReLU). This operation transforms the
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raw input x into a compact, feature-rich
representation.

Following the convolutional layer, a Pooling Layer
(e.g., Max Pooling) is often used to down-sample
the feature map, reducing dimensionality and
increasing invariance to minor shifts:

Y = Inax(xi-s:a’-s+.9—1)
Where P is the pool size and s is the stride.

2.3.2 Long Short-Term Memory (LSTM)
Networks for Temporal Sequence Analysis

LSTMs are a specialized type of Recurrent Neural
Network (RNN) designed explicitly to capture
temporal dependencies in sequential data,
mitigating the common vanishing gradient
problem that plagues standard RNNs [14]. This
ability to "remember" events over long sequences
is crucial for detecting complex, multi-stage
attacks that evolve over time (e.g., probing,
scanning, DDoS, or R2L attacks).

The core of the LSTM is the Cell State (¢,), which

acts as the network's memory, controlled by three
distinct gates:

1. Forget Gate (f;): Determines which
information from the previous cell state (C,_,)
should be discarded.

fo = (W - [he_y,x.] + by)

2. Input Gate (i,) and Candidate Cell State (C,):

Determines which new information from the
current input (x,) should be stored in the cell

state.
Et = U(M’: : [hg_p xt] + ba)
C, = tanh(W, - [he_y, %]+ bc)

3. Cell State Update (C,): The critical memory

update mechanism, where the old state is
forgotten and the new candidate is added.

Ct=ﬁ:'3’ct—1+it®€t
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4. Output Gate (o,) and Hidden State (h,):

Determines the next hidden state, which is the
output of the LSTM cell at time t.

0y = o(W, - [he_y, x:] + b,)
hy = 0o, © tanh(C,)

(Where W terms are weight matrices, b terms are
bias vectors, ¢ is the sigmoid function, and © is
the Hadamard product).

2.3.3 Deep Neural Networks (DNN) and
Shallow Benchmarks

To establish a baseline for comparison (RQ2), we
evaluate against a standard Shallow Neural
Network (SNN), which is essentially a Deep
Neural Network (DNN) with few (often 1 or 2)
hidden layers.

The output of a single hidden layer | in a DNN is
calculated as:

RO — f(!] [W(!]h(!—ll + b(!])
Where W andb ™

are the layer weights and biases, and £V is the
activation function.

24 The Proposed Hybrid CNN-LSTM
Architecture

Our Hybrid IDS (H-IDS) architecture is
specifically designed to leverage the distinct
advantages of both CNNs and LSTMs for network
traffic analysis [2], [15].

2.4.1 Rationale for Hybridization

e CNN (Feature Abstractor): The raw network
flow data is high-dimensional (78 features)
and noisy. The CNN acts as an automatic,
robust  feature  extractor, effectively
condensing these high-dimensional inputs into
a compact, relevant spatial feature map. This
map highlights local, highly discriminative
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patterns within each flow (e.g., flags, packet
length distribution).

e LSTM (Temporal Analyzer): The sequence of
these extracted feature maps is then fed into
the LSTM layer. This setup allows the LSTM
to focus purely on the temporal progression of
the attack sequence over multiple time steps,
such as the timing of port scans or the inter-
arrival delays in a DDoS attack. This
sequential analysis is what enables detection
of multi-stage and time-dependent threats.

2.4.2 Architecture

The proposed Hybrid Intrusion Detection System
(H-1DS) utilizes a cascade architecture, combining
a Convolutional Neural Network (CNN) for
automatic feature abstraction with a Long Short-
Short Term Memory (LSTM) network for
temporal sequence analysis. This structure is
designed to leverage the strengths of both models
to process the spatio-temporal nature of network
flow data.

s levws

Fobuh Fhown | — il R

To s b =a

Figure 1: CNN-LSTM Hybrid Architecture Detail

2.5 Key Mathematical Concepts and Evaluation
Metrics

The development and evaluation of the H-IDS rely
on foundational mathematical concepts from
machine learning, optimization, and statistical
classification.

138


http://www.ijcat.com/

International Journal of Computer Applications Technology and Research
Volume 14—Issue 08, 133 — 162, 2025, ISSN:-2319-8656
DOI:10.7753/IJCATR1408.1013

2.5.1 Activation Functions

Activation functions introduce non-linearity,
enabling the network to learn complex mappings.

o Rectified Linear Unit (ReLU) Activation
(Hidden Layers):

f(z) = max(0, z)

e Sigmoid Activation (Used in LSTM Gates):

1
1+e*

a(z) =

2.5.2 Convolution and Classification

e Trivial CNN Layer Output (Discrete
Convolution):

ylil = ) xli — k] wik]

k

e Softmax Output Layer (Classification
Probability for K classes):

esi

P(V=J|I)=W

where z is the vector of scores from the final dense
layer.

2.5.3 Loss Functions and Regularization

e Cross-Entropy Loss (Categorical
Classification): Used for training our multi-
class IDS.

K

N
1
L —HZ > vnslog(yai)

n=1k=1

(Where vy, ;. is the true label (1 or 0) and v, . is
the predicted probability).

e Mean Squared Error (MSE) (Alternative
Regression/Anomaly Score):

www.ijcat.com

N
1
MSE =§Zlm — )2
i=

e L2 Regularization Term (Weight Decay):
Added to the loss function to prevent
overfitting by penalizing large weights.

2

1
Ltotal = Lpaa + A - Q(w) where Q(w)= £||W||2

2.5.4 Optimization

e Adaptive Moment Estimation (Adam)
Update Rule: An efficient gradient descent
optimization algorithm used for training
the network weights (). The update for
weight 1, at time t uses biased-corrected

first moment (77;) and second moment

(7:):
W, = W, e
=Wy —N——
t t—-1 vﬁg-+€

(Where 1 is the learning rate and \epsilon is a
small constant to prevent division by zero).

2.5.5 Classification Metrics

These metrics quantify the performance of the IDS
based on the Confusion Matrix (True Positives,
TN, FP, FN).

o Detection Accuracy (ACC): Overall correct
classification rate.

TP + TN
TP + TN + FP+ FN

Accuracy =

e False Positive Rate (FPR): The proportion of
normal instances incorrectly classified as
attacks (False Alarms).

FPR = ——
FP+ TN
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e Precision (Positive Predictive Value): The
ratio of correctly identified positive cases to all
predicted positive cases.

TP
TP + FP

Precision =

o Recall (Sensitivity/True Positive Rate): The
ratio of correctly identified positive cases to all
actual positive cases.

TP

Recall = ——
TP + FN

e F1-Score: The harmonic mean of Precision
and Recall, providing a balanced measure,
especially important for class imbalance.

Precision - Recall

F1-Score =2 - —
Precision + Recall

o Matthews Correlation Coefficient (MCC): A
robust measure of classifier quality for
imbalanced data, returning a value between -1
(perfect misclassification) and +1 (perfect
classification).

MCC = (TP-TN) — (FP- FN)

J(TP + FP)(TP + FN)(TN + FP)(TN + FN)

2.6 Comparative Machine

Benchmarks

Learning

To validate RQZ2, the H-IDS performance is
benchmarked against established and alternative
models.

2.6.1 Support Vector Machines (SVM)

SVMs are highly effective traditional ML
classifiers that work by finding the optimal
separating hyperplane in a high-dimensional
feature space. The decision function for an SVM
is:

flx) = Sign(z Y K (x;,x) + b)

i=1
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where «; are the Lagrange multipliers, y; are the
labels, and K(x,,x) is the kernel function (e.g.,
Radial Basis Function kernel).

2.6.2 Deep Q-Network (DQN)

A Centralized Deep Q-Network (DQN) is included
as a benchmark from the Reinforcement Learning
(RL) domain, which has shown promise in IDS
[19]. The core update rule for the Q-value function
is:

0(s,@) < Q(s,0) +a|r +ymaxQ(s',a) ~ Q(s,a)]

where s is the state (network features), a is the
action (classification), r is the reward, y is the
discount factor, and « is the learning rate. While

powerful, RL models often struggle with the sheer
volume and speed of network traffic.

2.6.3 Feature Importance Analysis (General
ML)

The importance of features in traditional models is
often analyzed using metrics like Gini Importance
(for Decision Trees/Random Forests) or L1
Regularization (Lasso) for linear models, which
shrinks the weights of irrelevant features to zero:

a(w) = leiw

This provides context on why Deep Learning,
which learns features automatically, often
outperforms models reliant on hand-engineered
features.

3. Methodology and Experimental Setup

This chapter provides an extensive, detailed
description of the experimental methodology,
design choices, data preparation techniques,
architectural specifications, and the simulation
environment used to develop and evaluate the
Hybrid Intrusion Detection System (H-IDS). The
procedures are meticulously detailed to ensure
reproducibility and provide a comprehensive
answer to all Research Questions (RQs).
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3.1 Data Set Selection and Preprocessing (RQ3)

The robustness and efficacy of any Machine
Learning (ML)-based IDS are critically dependent
on the quality and representativeness of the
training data. Addressing RQ3 requires a rigorous
approach to data selection, feature engineering,
and cloud environment adaptation.

3.1.1 Dataset Selection: CICIDS2017

The Canadian Institute for Cybersecurity Intrusion
Detection System 2017 (CICIDS2017) dataset [3]
was selected as the primary source for training and
evaluation. It is widely considered superior to
older benchmarks, such as KDD99, due to several
key advantages:

e Modern and Realistic Attacks: It encompasses
a full spectrum of modern, multi-faceted
attacks, including Brute Force, Distributed
Denial-of-Service (DDoS), Web Attack, and
Botnet activities.

e Full Network Traffic: The dataset captures full
network traffic packets in pcap format,
allowing for the extraction of rich, 78-
dimensional network flow features, providing
greater detail than simple connection records
[16].

o Labeled Flows: Traffic is processed into time-
windowed flows, each labeled with one of the
attack categories or as Normal.

3.12 Raw Data Processing and Flow
Representation

The raw pcap files are processed using the
CICFlowMeter tool or an equivalent framework to
convert packets into labeled network flows. A flow
is defined by a 5-tuple (source IP, destination IP,
source port, destination port, protocol) and
aggregated over a time window of 5 seconds.

The feature vector x € R7® for each flow includes:

e Temporal Features: Flow Duration,
Active/ldle Mean/Max/Min.
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e Packet Length Statistics: Mean, Max, Min
Packet Length, Packet Length Variance.

o Directional Counts: Forward (Fwd) and
Backward (Bwd) Packet Counts, Byte

Counts.

o Protocol-Specific Metrics:
FIN/SYN/ACK/URG Flag Counts,
Window Size.

The resulting dataset \mathcal{D} can be
represented as a set of labeled flow vectors:

D = {[:l:rvi)}:li 1

where x; is the 78-dimensional feature vector and
yv; €{1,2,...,K}is the class label (K=5 in our
case).

3.1.3 Cloud Adaptation and Feature
Engineering Strategy (RQ3)

To ensure the model is robust and specifically
relevant for the laaS-level virtual network, a
specialized feature engineering strategy was
implemented [17]. The goal is to maximize the
reliance on features intrinsic to the communication
patterns, rather than those tied to specific physical
hardware.

1. Exclusion of Physical Identifiers: Features
directly related to physical network
topology or specific endpoints, such as
MAC addresses, physical interface
identifiers, and specific IP/Port numbers,
are removed or anonymized to promote
model generalization across different
cloud tenants.

2. Highlighting Temporal and Session State
Features: Features crucial for profiling
inter-VM  attacks and subtle lateral
movements are emphasized. These
include:

o Inter-Arrival Time (IAT)
Statistics: Critical for detecting
slow, probing attacks.
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o TCP Session State Features: Flags
(ACK, PUSH, URG) and Window
Size changes, which reveal session
manipulation.

o Flow Jitter: The variance in packet
delay within a flow.

The mathematical definition of Flow Jitter (one
such important feature) is:

N
1
Jitter = mz |t; — t;_; — Mean IAT|

i=2

where t; is the arrival time of the i-th packet, and
N is the number of packets in the flow.

3.1.4 Data Cleaning and Imbalance Handling

The raw flow data contained artifacts such as
infinite or NaN values (e.g., division by zero for
flows with zero packets). These were handled by
replacing them with the median of the respective
feature column to minimize distortion.

The CICIDS2017 dataset is inherently imbalanced
(Normal traffic wvastly outweighs U2R/R2L
attacks). While the MCC metric is used for robust
evaluation, some level of re-sampling or weighting
is necessary during training to prevent the model
from ignoring minority classes. We employed
class weighting in the loss function, where the
weight W, for class k is inversely proportional to

its frequency Freqy:

max(Freq,)
kT Freq,
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Figure 2: Graph of Class Distribution in the
original CICIDS2017

3.1.5 Data Scaling and Normalization

All numerical features were scaled using Min-Max
normalization to fit within the [\mathbf{0},
\mathbf{1}] range. This prevents features with
large magnitudes from dominating the learning
process and aids convergence. The transformation
f: x \to X' is defined as:

f X — Xpin

Xmax — Xmin

Where Xmin and Xmax are calculated globally across
the entire training dataset for each feature.

3.1.6 Temporal Sequencing for CNN-LSTM
Input

The final critical preprocessing step is the
transformation of the 2D tabular flow data into the
3D tensor format required by the CNN-LSTM
architecture. This addresses the temporal aspect of
the H-1DS.

1. Sequence Length (T): Flows are grouped
sequentially into windows of length
T =20 time steps (representing 20
consecutive network flows).
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2. Input Tensor Structure: The input to the
CNN-LSTM model is an array of shape
(Batch Size x T x Flow Features). With
T=20 and 78 features, the input shape is

(Batch size, 20, 78).

Sliding Window: A sliding window
approach with a stride of 1 is used to
generate overlapping sequences. This
maximizes data utilization and helps the
model generalize across flow boundaries.

2D Tabular Network Flaw Duta

Pestare %
e ™

Frotam |
Fowomre 2

Fowan )
Mheae 1y

[
Latwd

Tiwe
Sy (1)

Network flows
are recorded as

tabular data

Stride « 1
over tme _‘;

Shiding Window .,

A window of T=20
consecutive flows is
Reshape Operation extracted

Eaxch window is converied
imto an 3D tepsor where
Z=axis = Time Steps (20)
Z-axis

Y- Features (78)

X- Batch Size (7)

Sequence of T=20 Flows

&

3D Input Tensor for CNNCLSTM
(Hawch Size, Sequence Lengahy, Features)

(720, 7%)

Figure 3: 2D Flow Data into a 3D Input Tensor
Conversion using a sliding window approach

3.2 Hybrid IDS (H-I1DS) Architecture (RQ1)

The H-IDS architecture is realized as a distributed
agent model comprising multiple specialized
CNN-LSTM instances deployed across the laaS
infrastructure. This section details the deployment
model, the architectural specifics of a single agent,
and the mathematical implementation of the
layers, addressing RQ1.

3.2.1 Distributed Agent Deployment Model

The H-IDS operates not as a single monolithic
system, but as a network of coordinated agents.

www.ijcat.com

e Local H-IDS Agents: Multiple CNN-
LSTM instances are deployed at key
network chokepoints, specifically attached
to the Virtual Switch/Router (e.g., via
V — SPAN /traf fic mirroring) to
monitor localized traffic segments (e.g., a
single tenant's virtual network or a VM
cluster).

e Central Cloud Security Orchestrator
(CSO): The local agents report aggregated
findings (alerts, confidence scores) to a
central coordinator. The CSO performs
global correlation, policy enforcement
(e.g., isolating a compromised VM), and
model updates.

Security / Orchasteration Layer
Alerts Agents
Central Cloud Security
Orcherorator (CS0) Alerts / Features
Distributed H.IDS Agents '
| ‘
: N 5 S Are Mtigation Actions
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Hosts VS - Hah VNS

»»»»»»

’ ' A4 .

Hypervwsor » Physcal Server

Figure 4: Hybrid IDS Deployment Architecture in
laaS

3.2.2 Model Architecture Specification (CNN-
LSTM Core)

The core CNN-LSTM model is defined and
implemented using the Keras APl on top of
TensorFlow 2.x.

3.2.2.1 Input and 1D Convolutional Layer

The input layer accepts the 3D tensor of shape
("{None}, 20, 78).
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e Layer 1D Conv: This layer acts as the spatial
feature extractor.

o Filters: 64 (Number of parallel feature
maps).

o Kernel Size: 3 (Window size sliding over
the 78 features).

o Stride: 1.
o Activation: ReLU (f(z) = max(0,z)).

The output shape is (None, 18, 64) due to padding
constraints.

3.2.2.2 Pooling and Regularization

e Max Pooling Layer: Applied after the
convolution to reduce dimensionality and
retain the most important features.

o Pool Size: 2.
o Output Shape: (None, 9, 64).

e Dropout Layer (CNN): Applied to the
convolutional features for regularization.

o Rate: 0.2. The expected output
E[y] from this layer is maintained

by the inclusion probability
p=(1-02).

o Flatten/Reshape Layer: Prepares the 3D
output of the CNN for sequential input into the
LSTM. It transforms the shape (9, 64) into a
sequence of 9 time steps, each with 64

features.

3.2.2.3 LSTM Temporal Analyzer

The LSTM layer processes the sequence of
extracted spatial features.

e LSTM Layer:

o Units: 128 (Dimensionality of the output
space).

o return_sequences: False (Only the final
output, or context vector, is returned for
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classification, assuming a many-to-one
architecture for classification).

e Dropout Layer (LSTM): Provides further
regularization on the recurrent connections.

o Rate: 0.2.
3.2.2.4 Output Classifier

o Dense Layer: The final fully connected
layer maps the LSTM's context vector to
the output classes.

o Output Units: 5 (Representing Normal,
DoS, Probe, U2R, R2L attack classes).

o Activation: Softmax. The output is a
probability vector where
g%
Py =jlx) = SE o7

k=1 e’k

3.2.3 Implementation Code Snippet
(Conceptual Keras)

A conceptual Python code snippet illustrating the
Keras model construction:

from tensorflow.keras.models import Sequential

from tensorflow.keras.layers import ConvlD,
MaxPoolinglD, LSTM, Dense, Dropout, Flatten

def build hids model (seq length, n_features,
n_classes):

model = Sequential ()
# 1. CNN Feature Extractor

model.add (ConvlD(filters=64, kernel size=3,
activation='relu',

input shape=(seq length,
n_features)))

model.add (MaxPoolinglD (pool size=2))
model.add (Dropout (0.2))

# Reshape for LSTM input (maintains time
steps/sequence)

# The output from Max Pooling is (None, 9,
64). We flatten the last dimension to 576
features.

# No, we must reshape/permute for the LSTM
to treat it as a sequence of features.

# A standard approach is to let the CNN
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output features for *each* time step:

# However, given the 1D nature, the CNN
processes the *feature vector* at a time,

# and the result 1is a reduced sequence
length (18/2=9 time steps) of 64 features.

# We use TimeDistributed/manual reshape if
needed, but for simplicity, we assume

# the 1D CNN processes the feature
dimension and the resulting 9 time steps

# are fed directly into the LSTM. We use

the standard flow and rely on Keras backend.

# 2. LSTM Temporal Analyzer

model.add (LSTM (128,
return_sequences=False))

model.add (Dropout (0.2))

# 3. Output Classifier
model.add (Dense (n_classes,
activation='softmax'))

# Compilation

model.compile (optimizer="adam',
loss='categorical crossentropy',
metrics=["'accuracy'])

return model

# Parameters: T=20, 78 features, 5 classes
# hids model = build hids model (20, 78, 5)
# hids model.summary ()

3.3 Mathematical Framework for Evaluation
and Benchmarking

The evaluation framework is designed to
rigorously compare the H-IDS against its
benchmarks (SVM, SNN, DQN), focusing on
metrics robust to class imbalance and crucial for
operational security (FPR).

3.3.1 Confusion Matrix and Primary Metrics

The classification performance is measured using
the elements of the Confusion Matrix (True
Positives (TP), True Negatives (TN), False
Positives (FP), False Negatives (FN)).

e Precision (Positive  Predictive  Value):
Measures the accuracy of positive predictions.

TP

Precision = ———
TP + FP
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o Recall (Sensitivity/True Positive Rate, TPR):
Measures the ability to find all positive
samples.

TP

Recall = ——
TP + FN

e F1-Score (Harmonic Mean of Precision and
Recall): Provides a single balanced score for
imbalanced classification.

Precision - Recall

F1-Score =2 - —
Precision + Recall

e True Negative Rate (TNR) or Specificity:
Measures the ability to correctly identify
normal traffic.

TN

TNR = —
TN + FP

o False Positive Rate (FPR): Measures the
proportion of normal traffic incorrectly
flagged as malicious—a critical operational
metric.

FPR=1—-TNR= ———
FP+ TN

3.3.2 Robust Imbalance Metrics

o Matthews Correlation Coefficient (MCC):
Considered one of the best measures for
imbalanced datasets, as it accounts for all
four confusion matrix categories.

(TP- TN) — (FP- FN)
J(TP + FP)(TP + FN) (TN + FP)(TN + FN)

MCC =
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Figure 5: MCC vs F1-Score comparison under
different imbalance ratios

3.3.3 Statistical and Probabilistic Evaluation

o Bayesian  Classification Probability
(Conceptual Anomaly Scoring): While our
H-IDS is primarily supervised, the
underlying anomaly detection concept is
Bayesian. For an anomaly scoring system,
the probability of an event being an attack
given the flow features P(Attack|Flow) is

often calculated using Bayes' theorem:

P(Flow|Attack)P(Attack)

P(Attack|Flow) =
(Attack]|Flow P(Flow)

e Root Mean Square Error (RMSE): Used
primarily when benchmarking against
models designed for regression or
anomaly scoring (like certain Autoencoder
benchmarks).

—_—

N
1
RMSE = E.Zf‘“’ -5
i=

\

3.3.4 Mathematical Benchmarking Models

e Support Vector Machine (SVM) Decision
Function (Benchmark): Uses a kernel
function K(x;,x) to implicitly map data to
a higher dimension.
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flx) = Sign(z Y K (x;,x) + b)

i=1

e Dropout Regularization  (Theoretical
Expectation): Dropout layers are crucial
for  preventing  co-adaptation.  The
expected output of a neuron y

e is maintained during testing by scaling the
weights by the inclusion probability
\mathbf{p}:

Elyl =p-y
3.4 Simulation and Modeling Environment

The experimental phase integrates the trained H-
IDS model into a controlled simulation
environment that mimics the operational
characteristics of an laaS network stack [18].

3.4.1 Simulation Environment Specifications

e Core Libraries: The models were developed
and trained using TensorFlow 2.x and its high-
level API, Keras, running on Python 3.9.

e Hardware: Training was performed on a
high-performance compute cluster utilizing
NVIDIA Tesla V100 GPUs (32GB memory)
to handle the complex computations of the
deep learning architecture and large dataset
volumes.

e Optimization Details: The models were
trained using the Adam optimizer with an
initial learning rate n = 10™* and a batch size

of 256

e . Early stopping was implemented to halt
training if the validation loss did not decrease
for 10 consecutive epochs, preventing
overfitting.

3.4.2 Network Stack Model and Traffic
Injection

The Network Stack Model is a custom
framework designed to simulate the key
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components of the virtual networking layer in a
typical cloud provider (e.g., OpenStack Neutron or
AWS VPC).

e Virtual Components: The simulation
includes virtual switches, routers, and multiple
simulated Virtual Machines (VM ,, VMg, etc. ).

e V-SPAN Emulation: The framework
accurately emulates the process of Virtual
Span (V-SPAN) by duplicating traffic at the
virtual switch and feeding it to the monitoring
interface of the H-IDS agent.

o Traffic Injection: The environment is capable
of simultaneously injecting two primary traffic
types directly into the virtual network
interfaces:

1. Normal User Flows: Modeled on
the legitimate CICIDS2017 traffic
patterns.

2. Attack Traffic: Specific pcap
segments representing targeted
cloud attacks (e.g., Slowloris,
DDosS, Port Scanning).

) Traffic Injector
Normal User Flows
l » ' A\l‘.,lx k ".l"f
Normal User Flows 1= a» -} ‘-.wn:::]
VM B VM B
VMA oo bl o MA
(VMB | Soe)

\ —_———e, | e WM Ty 3
WA |t venc Y vitud Swhch | (VMR |
i . /Router | '
‘ S

%

B |
WB |, / £ y :
(YMC... | VM A VMA e H1DS

vMcC | M| ] [CNN-LSTM Mode)

+
Alerts /
ClassScaton

Simulated IAAS Network Stack Environment

Figure 6: Simulated laaS Network Stack for H-
IDS Evaluation
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3.4.3 Real-Time Evaluation Scenario

The evaluation scenario is structured as a 30-
minute testing period to measure the H-IDS's
performance under dynamic conditions, focusing
on traffic injection and real-time detection latency.

e Phase 1 (0-10 min): VM, and VMg
communicate normally (Normal Traffic
Baseline).

e Phase 2 (10-20 min): A simulated
external DoS attack targets VM, from a

simulated external network source.

e Phase 3 (20-30 min): An internal lateral
movement attack (Probe/R2L) originates
from VMg (simulating a compromised

host) targeting VM,,.

The detection performance (alert/classification) is
measured and logged every 1 second throughout
the scenario.

3.4.4 Detection Latency Measurement

Detection latency (t,) is a critical metric for real-

time systems. It is defined as the time interval
between the arrival of the last flow packet in the
T=20 sequence window (Timeg,,, ;) and the

generation of the classification alert by the H-IDS
agent (Time,; ¢ ).

Ty = Time, e — TiMeg o

The overall average latency is calculated across all
detected positive instances in the simulation.

M atere

+ 1
d = Z Ta:

M
Alart i=1
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4. Simulation and Analysis

This chapter provides an extensive, detailed
description of the experimental phase, including
the training regimen, hyperparameter optimization
process, a deep dive into the comparative
performance results, and the analysis of the H-
IDS’s operational metrics (latency and robustness)
within the simulated laaS environment.

4.1 Training and
Optimization

Hyperparameter

The preparation of the deep learning model
requires careful tuning of architectural and training
parameters to achieve optimal generalization and
real-time performance.

411 Dataset Splitting and Training
Configuration

The cloud-adapted, preprocessed flow data from
the CICIDS2017 dataset was strictly partitioned:
80% for training and 20% for testing. A stratified

split ensured that the severe class imbalance
present in the original dataset was maintained
proportionally in both the training and testing sets.

e Optimizer: The Adaptive Moment
Estimation (Adam) optimizer was
selected due to its computational
efficiency and robust performance across a
variety of deep learning tasks. The update
rule incorporates momentum and root
mean square propagation (RMSprop) to
accelerate convergence.

e Initial Learning Rate (m): An initial
learning rate of n = 10~* was used. This

relatively small value was chosen to
prevent large weight updates that could
cause divergence or destabilize the
training process, particularly given the
large dataset size.

o Batch Size: A batch size of 256 samples

was used. This size offers a good balance:
large enough for efficient parallel
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processing on GPU hardware, leading to
stable gradient estimates, but small enough
to maintain regularization properties and
avoid falling into sharp local minima.

e Loss Function: The Categorical Cross-
Entropy Loss function was employed,
paired with the class weighting strategy
detailed in Section 3.1.4, to optimize the
multi-class classification task:

N K
1 .
L= _HZ Z Wy - Yook 108(.%.&)

where W, is the inverse frequency weight for class
k.

4.1.2 Overfitting Control: Early Stopping and
Dropout

To ensure the model generalizes effectively to
unseen attack patterns and avoids overfitting to the
training data, two primary regularization
techniques were implemented:

1. Early Stopping: This technique monitors
the validation loss over training epochs.
The training process is halted if the
validation loss does not improve
(decrease) for a specified number of
epochs (the patience). A patience value of
10 epochs was chosen. This prevents the
model from continuing to learn noise in
the training data after the point of optimal
generalization is reached.

2. Dropout: Dropout layers were
strategically placed after the Max Pooling
layer in the CNN and the LSTM layer
(Rate  p=0.2). Dropout randomly
deactivates 20\% of neurons during each
training step.

Outputppoue = h O m - 1~
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where h is the input vector, m is a binary mask ) Operational
. Metric Formula Significance
(Bernoulli samples), and - is the scaling factor
b
applied during training to maintain the expected Accuracy TP+ TN Overall system
pp g g p
output magnitude. (ACC) TP + TN + EP + FN||effectiveness.
4.1.3 Hyperparameter Tuning Process Critical: ~ Measures
False the frequency of false
Hyperparameter tuning was conducted using a grid Positive FP alarms, which directly
search combined with empirical optimization to Rate FP+ TN causes alert fatigue
find the optimal configuration that balances high (FPR) and o operational
. . . . overnead.
detection capability with low computational
complexity. Key parameters optimized included: Measures the ability ©
) . Recall TP detect all true threats.
Table 2: Hyperparameter Tuning (TPR) TP+ FN High  recall s
essential.
Final
Hyperpar| Tested Chosen Rationale
ameter ||[Range value Measures the
T=20 provided the best|  |Precision || TP ,rj:;b':)'rtzcizfoﬁnnzz:é
\text{F1-Score} for both (PPV) TP + FP vt ust
Sequence short-burst ~ (DoS)  and security  teams trus
Length |[{10,20,30[20} temporal (Probe) attacks. the system.
(M Longer sequences added

complexity without
significant gain.

Sufficient to extract robustl 4.2 2 Imbalance-Resilient Metrics
spatial ~ features  (flow

CNN {32,64, 12153 characteristics) without

Filters excessive  computational e F1-Score (per_class): Pr0\_/|c_JIes a smgle,
overhead. balanced metric by combining precision
Provides enough memory and recall, essential for ensuring that

LSTM - lire4 128, 21aB capacity to capture long- minority attack classes (U2R, R2L) are

Units term temporal dependencies ) 7
in the 20-flow sequence. adequately detected, not just the majority
Optimal for capturing local class (Normal or DoS).

Kernel patterns  within  adjacent L

size (1D|[{2,3,5} |3 features  (e.g.,  flag F1.Score = 2 Precision - Recall

CNN) sequences, inter-packet time Precision + Recall

variances).

e Matthews  Correlation  Coefficient
(MCC): A correlation coefficient between

4.2 Comparative Performance Metrics i .
P the observed and predicted classifications.

The evaluation was conducted using a MCC is arguably the most robust metric
comprehensive set of metrics, with a strong for imbalanced data, as it only yields a
emphasis on those that accurately reflect high score if the classifier performs well
operational reality in a high-stakes cloud across all four quadrants of the confusion
environment, especially in the context of class matrix.

imbalance (RQ2 validation). e (TP- TN) — (FP- FN)

4.2.1 Operational Metrics J (TP + FP)(TP + FN)(TN + FP)(TN + FN)
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MCC values range from -1 (perfect inverse
prediction) to +1 (perfect prediction), with 0
indicating random performance.

4.3 Classification Performance Results (RQ2
Validation)

The performance of the H-IDS was measured
against three key benchmarks—Centralized DQN,
Support Vector Machine (SVM), and Shallow
Neural Network (SNN)—on the held-out 20%
testing dataset. The results are macro-averaged

across all five classes (Normal, DoS, Probe, U2R,
R2L).

4.3.1 Comparative
Performance

Macro-Averaged

The following table summarizes the macro-
averaged results, conclusively validating the
superiority of the H-IDS (RQ2).

Table 3: Comparative  Macro-Averaged
Performance showing H-IDS superiority

Accurac False F1-
Algorithm (ACC) y Positive Score MCC
Rate (FPR)
Hybrid CNN-

LSTM  (H-(|0.9942 0.0051 0.99311(0.9915
IDS)

Centralized

DON 0.9815 0.0125 0.9788 ](0.9754

Support
Vector
Machine
(SVM)

0.9655 0.0250 0.9611 |[0.9580

4.3.1.1 Analysis of False Positive Rate (FPR)

The most striking result is the FPR, which is
critical for cloud-scale deployment.

AFPRy ps ve sy = 0.0310 — 0.0051 = 0.0259

The H-IDS achieved an FPR of 0.0051 (0.51%).
This is approximately 6 times lower than the
Shallow Neural Network benchmark (0.0310). In a
large cloud network generating billions of flows,
minimizing the FPR directly translates to
manageable alert queues and reduced operational
costs. The deep feature abstraction capabilities of
the combined CNN-LSTM architecture allow for
finer distinction between benign, volatile cloud
traffic and genuinely malicious flows.

4.3.1.2 Analysis of Overall Quality (MCC)

The H-IDS achieved an MCC score of 0.9915,
demonstrating near-perfect classification quality
across the inherently imbalanced dataset. The
substantial gap in MCC between the H-IDS and
the traditional ML benchmarks (SVM at 0.9580)
directly confirms the effectiveness of the hybrid
deep learning approach in handling the complexity
and imbalance of modern network data.

4.3.2 Per-Class Performance and Confusion
Matrix

To further validate the detection capability against
specific attack types, the F1-Scores for individual
classes were analyzed.

Table 4: F1-Scores Analysis

Shallow
Neural
Network
(SNN)

0.9590 0.0310 0.9545 ](0.9502

Attack ::;DS SNN F1-||Classificat||Primary Feature
Class Score ion Type ||/Importance
Score

Normal llo.9960 1l0.9680 Majority/B ||Flow Duration,
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enign Packet Count
DoS/D High Inter-Arrival Time,
Doa [[0:9955 [[o.9750  |[VolumerTeflBwa/Fwd ~ Packet
mporal Counts
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Attack E:DS SNN F1-(|Classificat||Primary Feature
Class Score Score ion Type [[Importance
Temporal/ Sequential  Flow
Probe ||0.9912 ||0.9501 SuthIje Transitions
(LSTM)
EJUZSZr- Minority/S Spatial Feature
0.9525|(0.8115 ¥ Embeddings
to- ubtle (CNN)
Root)
R2L Long-term
R Minority/T .
((a_tzr_not 0.9680][0.8540 en:r;)g?;y/ sequential
Local) anomalies (LSTM)

The U2R (User-to-Root) and R2L (Remote-to-
Local) attacks are extremely rare and difficult to
detect. The fact that the H-IDS maintains F1-
Scores above 0.95 for these minority classes,
while the SNN struggles (F1 < 0.86), strongly
supports the effectiveness of the CNN in
generating  robust,  discriminative  feature
embeddings that are less sensitive to class
frequency (RQ2/RQ3).

r

Figure 7: H-IDS Confusion Matrix
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4.3.3 Robustness to Class Imbalance (Graph 1
Analysis)

The robustness of the model against varying
degrees of data imbalance was tested by
simulating training scenarios where the ratio of
minority class samples (Attack) to majority class
samples (Normal) was systematically decreased.

Figure 8: F1-Score comparison

As illustrated in Graph 1, the F1-Score for the
traditional models (SVM and DQN) drops
significantly as the imbalance ratio decreases
(moving towards 1:100). The H-IDS curve
remains the highest and most stable. This

-demonstrates that the deep, hierarchical feature

learning of the CNN-LSTM architecture is
inherently more resilient to data scarcity in rare
attack types compared to feature-engineering-
dependent or shallow models.

4.4 Analysis of Detection Robustness and
Latency

Beyond classification accuracy, the operational
viability of an IDS in a cloud environment hinges
on its responsiveness (latency) and its consistency
(robustness).

441 Real-Time Simulation and Latency

Measurement

The 30-minute simulation scenario (Section 3.4.3)
was used to measure the average detection latency
T
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The average detection latency for the H-IDS agent
was measured at 0. 85ms (milliseconds).

e Interpretation: This sub-millisecond
latency confirms the H-IDS is suitable for
real-time mitigation tasks. In a cloud
environment, mitigation often involves
rapid actions like virtual network
quarantine (policy change), which must be
executed within single-digit milliseconds
to prevent significant data loss or service
disruption.

e Computational Cost: The low latency
suggests that while the CNN-LSTM model
is  computationally  intensive,  the
architecture's design (specifically the
compact ConvlD layer) combined with
hardware acceleration (GPU) allows for
extremely fast inference times once the
model is deployed and running.

The latency 1, is the sum of the time taken for V-
SPAN traffic aggregation (T,,.,), feature

processing (\tau_{prep}), and model inference
(\tau_{inf}):

Ta = tspcm + tprep + t!'nf

In our simulation, Tt,,, was the dominant
component, averaging = 0.6 ms per flow
sequence.

4.4.2 Robustness to Noise and Cloud Volatility

The high True Negative Rate (TNR) (Specificity)
of TNR=1—FPR=1—0.0051 =0.9949 is a

measure of robustness against noise. Cloud
network traffic is inherently volatile due to
operations like VM migrations, load balancing,
and auto-scaling, which can generate unusual-
looking, but benign, flow characteristics.

The superior performance of the H-IDS in
maintaining this high TNR confirms that the
CNN's feature extraction process successfully
separates the low-level noise of cloud volatility
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from the distinct, coordinated patterns of malicious
activity. This inherent ability to filter noise is a key
operational advantage over the SNN benchmark,
whose FPR of 0.0310 suggests it is more
susceptible to these benign anomalies.

4.4.3 Feature Map Visualization

To provide insight into why the H-IDS excels, we
conceptually visualize the feature maps extracted
by the CNN layer for different attack types.

1. Normad Traffic smooth [smooth, low vanace, low charsdistics

2 DOS Attack (high, conistant spikes)

3 R2L Attack (low, intertienite, but complex pattern

Figure 9: Conceptual Map Visualization by CNN
Layer

1. Normal Traffic: Feature maps show smooth,
low variance, indicating predictable flow
characteristics.

2. DoS/DDoS Attack: Feature maps show high,
consistent activation spikes, indicative of
uniform, high-volume packet bursts.

3. R2L (Subtle) Attack: Feature maps show low
but complex, intermittent patterns (e.g.,
specific flag sequences followed by short
delays), which the LSTM can then link
temporally.

This confirms the synergistic relationship: the
CNN creates an enhanced feature space, and the
LSTM leverages this space for superior temporal
discrimination.
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5. Results and Discussion ©

This chapter provides a detailed analysis and
interpretation of the experimental results presented
in Chapter 4, placing the findings within the
context of the initial research questions (RQs) and
the existing literature on cloud security and
Intrusion Detection Systems (IDS).

5.1 Superior Classification Performance (RQ2
Validation)

The Hybrid Intrusion Detection System (H-IDS)
achieved an overall Accuracy of 0.9942 and a

macro-averaged F1-Score of 0.9931 on the cloud-

adapted CICIDS2017 dataset. These metrics
establish a new benchmark for deep learning-based
Network IDS (NIDS) in virtualized environments.

5.1.1 Validation of the Hybrid Architecture
Thesis

The high performance conclusively validates the
core premise of RQ1 and RQ2: the combined
CNN-LSTM architecture is optimally suited for
network intrusion detection.

The effectiveness stems from the two-tiered
feature extraction process:

1. CNN as Spatial Abstractor: The 1D
Convolutional Neural Network (CNN) layer
effectively performs an automatic, non-linear
transformation of the high-dimensional flow
features (78 dimensions). It captures spatial
patterns—meaning the localized correlations
between features within a short flow segment.
For example, the CNN learns the distinct
signature of a successful TCP handshake
(SYN, SYN-ACK, ACK flag sequence) versus
a half-open connection (SYN, SYN, SYN)
indicative of scanning, purely based on the
local feature values (flags, packet sizes,
protocol type).

Fspat:’a! = CNN (Xflnw)
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Where F,.::q0 IS the abstracted spatial feature

map, a more discriminative representation than the
raw flow vector Xg.,.

2. LSTM as Temporal Analyst: The Long
Short-Term Memory (LSTM) network takes
the refined, high-level spatial feature map
sequence Fg,.:qr as its input. By utilizing its
internal gates (f;, i, C;), the LSTM effectively
analyzes the temporal sequence—meaning

how these spatial patterns evolve over the
T=20 time steps. This capability is critical for:

o Probing Attacks: Detecting the slow,
deliberate  progression  of  port
scanning or reconnaissance.

o DDoS Attacks: Analyzing the
duration and inter-arrival times of

high-volume traffic bursts,
distinguishing it from legitimate load
spikes.

o Lateral Movement: Identifying low-
and-slow internal communication
anomalies over extended periods
(R2L).

The final classification decision \hat{y} is thus
based on a feature set that is rich in both local,
instantaneous detail (CNN) and historical context
(LSTM):

¥ = Softmax (Dense (LSTM(FSPaﬁalsequeme}))

5.1.2 Comparative Analysis with Benchmarks

The numerical gap between the H-IDS and its
benchmarks is significant, especially regarding the
overall quality metrics:

Table 5:
Benchmarks

Comparative  Analysis  with

Comparison  [|A Accuracy||A F1-Score|(A MCC

H-IDS vs. SVM(||+2.87% +3.20% +3.35%

H-IDS vs. SNN |[+3.52% +3.86% +4.13%
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The substantial improvement over the SVM
demonstrates that mapping complex, non-linear
network data into a hyper-plane (even with a
kernel trick) is less effective than the deep,
hierarchical feature learning provided by the CNN.
Similarly, the H-IDS's clear advantage over the
SNN benchmark confirms that the added
complexity of sequential modeling (LSTM) and
localized feature abstraction (CNN) provides
unique, non-trivial value over a simple feed-
forward network, which treats each flow
independently.

5.2 Addressing Operational Challenges: Low
FPR

The False Positive Rate (FPR) of 0.0051 is the

most critical finding for operational security
deployment. In high-volume environments, FPR is
often prioritized over marginal increases in
accuracy.

5.2.1 The Cost of False Positives in Cloud
Security

In a large laaS deployment, a security orchestrator
may process billions of network flows daily. Even
a seemingly small FPR of 3.10% (as seen in the
SNN benchmark) translates to millions of false
alerts per day, quickly leading to:

o Alert Fatigue: Security analysts become
overwhelmed, often ignoring genuine,
subtle threats buried in the noise [11].

e Wasted Resource Overhead: Automated
response  systems  waste  valuable
computing cycles investigating benign
activity (e.g., triggering unnecessary
network quarantines or forensic logging).

The H-IDS's 0.0051 FPR represents a FPR
reduction of over 83% compared to the SNN,
which is a transformative result for operational
viability.

FPRymps _ ,  0.0051
FPRgyy 0.0310

FPR Reduction = 1 —

~ 83.5\%
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5.2.2 High Specificity and Noise Filtering

The low FPR is directly attributable to the H-IDS's
high specificity, or True Negative Rate (TNR):

TNR=1—-FPR=1-—0.00561 = 0.9949

This high specificity confirms the H-IDS's
exceptional ability to distinguish genuinely
malicious activity from normal, but volatile,
cloud background traffic. Cloud networks
generate significant benign "noise” due to
automated infrastructure operations (e.g., health
checks, configuration updates, rapid horizontal
scaling). Shallow models often misclassify this
noise as an intrusion due to statistical deviation.
The CNN-LSTM model, by learning deep, time-
correlated patterns, effectively filters out these
high-variance, low-threat events.

523 Latency Analysis for Real-Time

Mitigation

The average detection latency of \mathbf{0.85}
ms is a crucial operational metric supporting the
low FPR. The system not only generates fewer
false alerts but does so extremely fast.

Detection Latency (T;) ~ 0.85 ms

This speed enables proactive mitigation through
policy enforcement mechanisms integrated with
the central Cloud Security Orchestrator (CSO). For
instance, upon an alert, the CSO can immediately
push a new rule to the virtual switch to isolate the
compromised VM.
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Figure 10: Real-Time Alert Flow for Proactive
Cloud Mitigation

5.3 Robustness to Class Imbalance (RQ3
Addressing)

A major challenge in IDS research is the data
imbalance [16], where benign traffic (Normal)
dwarfs attack traffic, especially rare attacks like
User-to-Root (U2R) and Remote-to-Local (R2L).
The H-IDS successfully overcomes this challenge,
validating the proposed preprocessing and
architectural choices (RQ3).

5.3.1 Significance of High MCC

The high Matthews Correlation Coefficient (MCC)
score of 0.9915 is definitive proof of the model's

balanced performance. The MCC is highly
sensitive to correct predictions in the minority
classes, unlike Accuracy, which can be inflated by
simply classifying everything as "Normal."

5.3.2 Per-Class F1-Score Analysis for Minority
Classes

The performance on U2R and R2L attacks, which
constitute a tiny fraction of the dataset, is
particularly illuminating:

www.ijcat.com

Table 6: Feature Abstraction Benefit

Central Cloed Secunity

1P adrecations (IP, VM)

Attack H-IDS écoreFl- Feature Abstraction
Class F1-Score Benefit
vs. SNN

CNN's  deep  spatial

U2R +14.10 ||lembedding of
(Minority) 0.9525 points ||login/privilege escalation
attempts.

LSTM's ability to link
R2L +11.40 ||sequential failed login

(Minority) 0.9680 points |lattempts  or  resource
accesses over time.

The CNN's role is particularly vital for U2R
attacks. These attacks often involve subtle, low-
volume command executions or privilege
escalations that only differ from normal behavior
by a few flow features (e.g., short packet lengths,
specific port numbers). The CNN's feature
extraction transforms these raw, confusing flows
into a highly distinguishable latent representation

Zyar
Zyor = CNN (Xyzg)

This process minimizes the overlap between the
feature space of Normal traffic and U2R/R2L
traffic, effectively amplifying the "signal” of the
attack, making the classifier's job easier even with
few training examples.

Figure 11: Conceptual Feature Space Comparison:
Raw vs CNN Abstracted
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5.3.3 Enhanced Training Stability

The CNN-LSTM architecture's inherent power
minimizes the reliance on complex, external
balancing  techniques (like SMOTE or
sophisticated sampling) that can introduce
synthetic noise and increase training complexity.
By effectively using the simpler, more stable class
weighting method:

K
Lot = Z Wy - Ly,
k=1

where L, is the loss for class k, the H-IDS

achieves superior robustness  with a
straightforward, easier-to-maintain training
pipeline.

5.4 Limitations and Future Work Context

While the H-IDS demonstrates  superior
performance, it is crucial to acknowledge the
existing limitations and outline paths for future
research.

5.4.1 Transferability and Dataset Bias (RQ3
Concern)

The primary limitation, as articulated in RQ3, is
the model's transferability from the public
CICIDS2017 dataset to a closed, production cloud
network.

o Traffic Distribution Differences: Even with
feature adaptation, the characteristic traffic
distribution, network latency profiles, and
inter-VM communication patterns of a real
hypervisor environment (like Kubernetes or
OpensStack) may differ significantly from the
dataset.

e Real-World FPR Risk: This discrepancy
could potentially degrade the real-world
FPR, causing the system to misclassify
legitimate, highly unique cloud operations as
anomalies, necessitating costly  on-site
retraining.

www.ijcat.com

Future research must focus on Domain
Adaptation techniques and validating the model
against proprietary or synthetically generated
cloud-specific attack traffic.

5.4.2 Computational Overhead

The computational overhead of the CNN-LSTM
model is undeniably higher than that of simple
classifiers like SVM or SNN.

e Parameter Count: The H-IDS has a
significantly larger number of trainable
parameters, leading to higher memory
consumption and a greater need for parallel
processing. The number of parameters in the
LSTM layer alone is proportional to
4(N? + NM + N), where N is the number of

units (128) and M is the input size (64
features from CNN).

o Deployment Necessity: Real-time processing
requires dedicated GPU resources for each
distributed agent, increasing the infrastructure
cost compared to CPU-only solutions.

5.4.3 Hypervisor Visibility and V-SPAN
Assumptions

The simulation assumes a perfect V-SPAN
mirroring mechanism (no packet loss) at the
virtual switch. In reality, hypervisors often
implement V-SPAN as a best-effort service,
potentially leading to packet drops under heavy
load.

Packets Sent to IDS

Packet Loss Rate = 1 — , -
Total Packets in V-Switch

If critical attack packets are lost, the H-IDS cannot
guarantee detection. Future work should address
detection under partial observability, potentially
using models trained with intentionally dropped
packets.

6. Conclusion

This research  successfully developed and
evaluated a novel Hybrid Intrusion Detection
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System (H-1DS) utilizing a CNN-LSTM Deep
Learning architecture for enhancing security in
cloud networks. By combining the strengths of
CNNs for abstracting spatial features within
network flows and LSTMs for modeling temporal
attack sequences, the H-IDS achieved superior
performance, marked by an Accuracy of 0.9942

and a critically low False Positive Rate of 0.0051.

The model demonstrates high robustness across
diverse attack classes and against data imbalance,
fulfilling the need for an autonomous, highly
specific, and predictive IDS solution for dynamic
cloud environments. This work provides a
necessary foundation for the next generation of
cloud security defense mechanisms.

Future Work Directions

Future research will focus on extending this
framework to address the operational limitations:

1. Federated Learning Integration: Investigate the
use of Federated Learning (FL) to train the H-
IDS across multiple distributed cloud agents
without sharing sensitive raw data. This would
enhance the model's generalization capabilities
across different tenants while preserving
privacy.

Wip1 =W, —1- v“cgont[:wt)

2. Unsupervised Anomaly Detection: Integrate
Autoencoders (AE) for unsupervised anomaly
detection of completely novel zero-day
attacks that fall outside the trained classes.
This would shift the H-IDS toward a true
Hybrid (Signature + Anomaly) paradigm.

3. Hardware Acceleration and Hypervisor
Deployment:  Develop a lightweight,
hardware-accelerated version of the H-IDS
suitable for deployment directly within the
hypervisor layer (e.g., using FPGA or
specialized  low-latency  computing) to
minimize detection latency below 0.5ms .

4. Adversarial Robustness: Evaluate the H-IDS
against adversarial attacks (e.g., subtle

www.ijcat.com

feature perturbations designed to bypass the
classifier) and implement defensive distillation
or adversarial training techniques to enhance
resilience.

6. Conclusion

This research  successfully developed and
evaluated a novel Hybrid Intrusion Detection
System (H-1DS) utilizing a CNN-LSTM Deep
Learning architecture for enhancing security in
cloud networks. By combining the strengths of
CNNs for abstracting spatial features within
network flows and LSTMs for modeling temporal
attack sequences, the H-IDS achieved superior
performance, conclusively validating RQ1, RQ2,
and RQ3. The key achievements include a high
Accuracy of 0.9942, an exceptional of 0.9931,
and a critically low False Positive Rate (FPR) of
0.0051. The demonstrated high robustness, even
against minority classes (MCC 0.9915), confirms
the H-IDS fulfills the need for an autonomous,
highly specific, and predictive IDS solution for
dynamic cloud environments. This work provides

a necessary foundation for the next generation of
cloud security defense mechanisms.

Future Work Directions

Future research will focus on extending this
framework to address the operational limitations
and evolve the H-IDS toward full production
readiness:

1. Federated Learning Integration: The primary
goal here is to enhance the model's
generalization and maintain data privacy
across multi-tenant environments. By utilizing
Federated Learning (FL), we can train the
global H-IDS model across multiple
distributed cloud agents (clients) without
requiring the sharing of sensitive raw flow
data. The central coordinator will aggregate
local model updates V£,,.., from N agents to

update the global weights (W, ):

Wip1 =W, —1- v“cg-lobnl[:wt)
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This approach directly tackles the transferability
challenge (Section 5.4.1) by capturing the subtle
differences in tenant-specific traffic profiles while
protecting client data privacy.

2. Unsupervised Anomaly Detection (Zero-
Day Resilience): To overcome the limitation
that the current H-IDS is primarily supervised
and blind to entirely new attack categories, we
propose integrating an Autoencoder (AE)
component. The AE will be trained only on
Normal traffic and used to generate a
reconstruction error (£) for incoming flows.

Novel zero-day attacks, by definition, will
yield a high reconstruction error, & > T,

where T is a predefined threshold, effectively

shifting the H-IDS toward a truly hybrid
(Signature + Anomaly) paradigm.

3. Hardware Acceleration and Hypervisor
Deployment:  Achieving  sub-millisecond
detection latency (T; < 0.5ms) iS necessary

for mission-critical real-time response. This
requires optimizing the model for resource-
constrained environments. Future work will
focus on model quantization and developing
a lightweight, hardware-accelerated version of
the H-IDS suitable for deployment directly
within the hypervisor layer (e.g., utilizing
specialized computing resources like FPGAs
or custom ASICs).

4. Adversarial Robustness Evaluation: With the
growing sophistication of attackers, the model
must be resilient to adversarial machine
learning attacks (e.g., adding subtle,
undetectable noise to flow features to force
misclassification).  Future research  will
rigorously evaluate the H-IDS against such
attacks and implement defensive distillation or
Adversarial Training to enhance resilience,
calculated by minimizing the loss function
over adversarial samples X

av-

min Eq,. ,y~p L(W, xav.l,]
W 3 ]
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