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Abstract: Critical National Infrastructure (CNI) sectors, including energy, water, and transportation, are 

increasingly interdependent, yet they remain siloed by centralized Identity and Access Management (IAM) 

systems that act as single points of failure. This research proposes a novel Federated Identity and Access 

Management (FIAM) framework that establishes cross-sector trust through a hybrid architecture combining 

Blockchain-based Decentralized Identity (DID) and Federated Learning (FL). By utilizing a permissioned 

blockchain, the framework eliminates the reliance on central certificate authorities, providing an immutable 

and transparent ledger for Verifiable Credentials (VCs). To address the "static trust" limitation of traditional 

blockchain systems, a Federated Learning layer is integrated to perform real-time anomaly detection. This 

layer enables individual CNI sectors to collaboratively train a global threat detection model on sensitive 

access logs without exposing raw data, thus preserving operational privacy while enhancing collective 

security. Experimental evaluation conducted via a Hyperledger Fabric and Flower (FL) prototype 

demonstrates that the framework maintains a low authentication latency of <3 seconds and achieves a 

98.8% accuracy in detecting identity-based spoofing and lateral movement attacks. The results indicate that 

the proposed "Trust-but-Verify" logic effectively balances the high-availability requirements of CNI with 

the need for a decentralized, privacy-preserving security posture. This work provides a scalable blueprint 

for resilient, cross-sector identity ecosystems capable of defending against sophisticated, multi-stage cyber 

threats in national infrastructure. 
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1: Introduction 

1.1 Background and Motivation: The Vulnerability of Centralized CNI Identity Systems 

Critical National Infrastructure (CNI), encompassing sectors such as energy, water, and healthcare, 

represents the socio-economic backbone of modern civilization; however, these systems are increasingly 

targeted by sophisticated cyber-adversaries seeking to exploit systemic vulnerabilities. Historically, Identity 

and Access Management (IAM) within these sectors has relied upon centralized architectures where a single 

root of authority manages authentication and authorization. While this centralized model offers ease of 

administration, it introduces a precarious "single point of failure" that, if compromised, can lead to 

catastrophic cascading failures across interconnected networks [1]. The motivation for this research stems 

from the inherent fragility of these legacy systems, which are often ill-equipped to handle the dynamic, 

multi-stakeholder nature of modern industrial environments. 

As CNI evolves toward "Industry 4.0" paradigms, the proliferation of Internet of Things (IoT) devices and 

Industrial Control Systems (ICS) has expanded the attack surface exponentially, rendering traditional 

perimeter-based security obsolete. In a centralized IAM framework, the repository of sensitive identity data 

becomes a high-value target for state-sponsored actors and cybercriminals; a successful breach here grants 

an attacker the "keys to the kingdom," allowing for unauthorized lateral movement across critical grids [2]. 

Furthermore, the lack of transparency in how these central authorities manage and verify credentials creates 

a "black box" effect, where trust is blind rather than mathematically or procedurally verified. The necessity 

for a more resilient, decentralized approach is underscored by the increasing frequency of ransomware 

attacks on energy providers, which demonstrate that localized failures in identity verification can halt 

national-level operations. 

The shift toward Decentralized Identity (DID) is motivated by the need to empower individual entities 

within the CNI ecosystem with sovereignty over their own credentials. By leveraging Distributed Ledger 

Technology (DLT), we can move away from a model of "centralized trust" toward one of "distributed 

verification," where the authenticity of a claim is validated by a consensus of peers rather than a solitary 

server. This transition is not merely a technical upgrade but a fundamental reimagining of how trust is 

established in high-stakes environments, ensuring that even if one node is compromised, the integrity of 

the global identity framework remains intact [3]. 

1.2 Problem Statement: The Challenge of Cross-Sector Trust and Data Silos 

The primary obstacle to achieving a unified security posture for CNI lies in the profound lack of 

interoperability between disparate sectors, which currently operate as isolated "data silos." Each sector, 

whether it be telecommunications or transportation, maintains its own proprietary IAM protocols and trust 

models, making secure cross-sector collaboration nearly impossible without manual intervention or risky 

third-party integrations. This fragmentation creates a significant "trust deficit" when an emergency requires, 

for example, a technician from the water utility to access a restricted site managed by the power grid [4]. 

Without a common, decentralized trust fabric, the verification of external credentials remains slow, prone 

to human error, and vulnerable to social engineering. 

Moreover, the integration of Artificial Intelligence (AI) for threat detection within these silos faces a critical 

bottleneck: the scarcity of high-quality, diverse training data. While Machine Learning (ML) could 

theoretically identify anomalous access patterns across the CNI landscape, individual organizations are 
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understandably reluctant to share their raw access logs due to strict privacy regulations, national security 

concerns, and the competitive sensitivity of operational data [5]. This creates a paradox where the very data 

needed to secure the system is too sensitive to be pooled for analysis. Consequently, current anomaly 

detection systems are often trained on limited datasets, leading to high false-positive rates and an inability 

to recognize sophisticated, cross-sector multi-stage attacks that unfold across different administrative 

domains. 

The research problem, therefore, is two-fold: how to establish a verifiable, cross-sector identity framework 

that does not rely on a central authority, and how to enable collaborative intelligence to detect identity-

based threats without compromising the data privacy of individual CNI participants. We must address the 

mathematical necessity of maintaining high availability while ensuring the latency of verification stays 

within the strict operational bounds of real-time CNI systems. The performance of such a system can be 

evaluated through Key Performance Indicators (KPIs) such as the Authentication Latency (𝐿𝑎𝑢𝑡ℎ), the False 

Acceptance Rate (FAR), and the communication overhead of the consensus mechanism. 

1.3 Research Objectives and Contributions 

The overarching objective of this research is to synthesize Blockchain technology and Federated Learning 

(FL) into a cohesive framework that addresses the aforementioned gaps in CNI security. By doing so, we 

aim to provide a blueprint for a self-sovereign identity ecosystem that is both resilient to localized attacks 

and capable of evolving through collective intelligence. 
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Figure 1: Blockchain-FL Hybrid Architecture  

1.3.1 Defining the Blockchain-FL Hybrid Architecture 

This study proposes a multi-layered architecture where a Blockchain serves as the immutable registry for 

DIDs and Verifiable Credentials (VCs), while a Federated Learning layer operates atop this registry to 

provide proactive security. The integration is governed by the principle that identity data should be 

decentralized, yet the behavioral intelligence derived from that data should be federated. We define the 

global model update in our FL layer using a modified version of the Federated Averaging algorithm 

(FedAvg), which aggregates local model weights θ𝑖 from n different CNI sectors to produce a global model 

Θ without ever accessing the underlying raw logs: 

Θ𝑡+1 = ∑
𝑘𝑖

𝐾

𝑛

𝑖=1

θ𝑖
𝑡+1 

where 𝑘𝑖 represents the number of local data points at sector i, and K is the total number of data points 

across the federation [6]. This mathematical approach ensures that the global threat detection model benefits 

from the diverse experiences of all sectors such as recognizing a new type of credential stuffing attack while 

ensuring that the specific access logs of a nuclear facility or a hospital remain strictly on-premises. 
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1.3.2 Establishing a Decentralized Trust Anchor 

The second major contribution of this work is the development of a decentralized trust anchor that replaces 

the traditional Certificate Authority (CA). By utilizing a consortium blockchain, we ensure that the issuance 

and revocation of credentials are transparent and resistant to tampering. This sub-objective focuses on the 

implementation of "Smart Contracts" to automate the validation of VCs against predefined sector-specific 

policies, thereby reducing the time required for cross-sector authorization. We will measure the success of 

this trust anchor through the throughput of the consensus protocol and its ability to maintain a Zero Trust 

Architecture (ZTA) where "never trust, always verify" is the default state for every request, regardless of 

its origin within the CNI network [7]. 

 

2: Literature Review & Conceptual Foundations 

2.1 Evolution of Identity Management: From Centralized to Federated to Decentralized 

The architectural paradigm of digital identity has undergone three distinct evolutionary phases, primarily 

driven by the escalating demand for security and user autonomy. Initially, centralized identity models 

dominated the landscape, characterized by a single authority such as a government agency or a corporate 

entity serving as the sole arbiter of identity verification. While these systems offered administrative 

simplicity, they created significant security liabilities, most notably the "single point of failure" where a 

solitary breach could compromise an entire nation's critical datasets [8]. These vulnerabilities necessitated 

a shift toward federated identity systems, which introduced protocols like Security Assertion Markup 

Language (SAML) and OpenID Connect to enable cross-domain authentication. Federated models allow a 

user to utilize a single set of credentials across multiple service providers, effectively reducing "password 

fatigue," yet they remain fundamentally reliant on trusted third-party Identity Providers (IdPs) like Google 

or Microsoft, which still centralize data control and raise profound privacy concerns regarding user tracking 

[8]. 

The contemporary transition toward Decentralized Identity (DID) and Self-Sovereign Identity (SSI) 

represents a radical departure from these provider-centric models. In this decentralized framework, the "root 

of trust" is shifted from a central organization to a distributed ledger, where individuals or CNI entities hold 

their own identifiers and present Verifiable Credentials (VCs) directly to verifiers without an intermediary 

[9]. This evolution is formalized by W3C standards, which define the DID as a unique textual string 

comprising a scheme, a DID method, and a method-specific identifier. By utilizing cryptographic key pairs, 

the subject of a DID can prove ownership of their identity mathematically. The primary advantage for CNI 

is the elimination of "honeypots" of identity data; even if a specific facility's local storage is compromised, 

the attacker cannot manipulate the global identity registry stored on the blockchain, thereby significantly 

hardening the system against large-scale identity theft [13]. 

2.2 Blockchain in CNI: Current Use Cases and Limitations in Access Control 

Blockchain technology has emerged as a cornerstone for securing Critical National Infrastructure due to its 

inherent properties of immutability, transparency, and decentralization. Within sectors such as e-healthcare 

and smart grids, research has demonstrated that blockchain can reduce security incidents by up to 40% by 

providing a tamper-resistant audit trail for all operational transactions [12]. In CNI-specific Access Control 
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(AC), blockchain is frequently utilized as a "policy enforcement point," where smart contracts automatically 

validate the credentials of a requesting entity against sector-wide rules. For instance, in maritime 

transportation systems, blockchain-enabled authentication mechanisms have been shown to reduce 

computational overhead by 20% while improving transaction confirmation delays by 32% compared to 

traditional Byzantine Fault Tolerance (PBFT) algorithms [14]. 

Despite these advantages, several technical limitations hinder the standalone adoption of blockchain for 

CNI. Scalability remains a primary concern; as the number of IoT devices in a CNI network grows, the 

latency associated with consensus protocols can exceed the millisecond-level requirements of real-time 

industrial control systems [15]. Furthermore, while blockchain ensures the integrity of the identity, it does 

not inherently possess the "intelligence" to distinguish between a validly authenticated user and a valid user 

whose credentials have been stolen to perform anomalous activities. This "static" nature of blockchain-

based access control means it can verify who a user is but struggles to contextually analyze how they are 

behaving in real-time. Additionally, interoperability between different blockchain implementations (e.g., 

Hyperledger for energy vs. Ethereum for logistics) remains a nascent field, requiring complex bridging 

protocols to achieve the cross-sector trust necessary for holistic CNI security [17]. 

2.3 Federated Learning for Security: Collaborative Threat Intelligence 

2.3.1 Collaborative Threat Intelligence 

Federated Learning (FL) provides a paradigm-shifting solution to the problem of "data silos" in CNI 

security by enabling multiple organizations to collaborate on a shared threat detection model without 

exchanging raw logs. In a typical CNI environment, an energy provider may detect a novel reconnaissance 

pattern but be legally or competitively barred from sharing the underlying packet captures with a water 

utility. FL resolves this by training a local machine learning model on the sensitive data at each site and 

only sharing the model's learned parameters (gradients or weights) with a central aggregator [18]. This 

collaborative intelligence allows for the creation of a "global shield," where an attack detected in one sector 

informs the security posture of all other sectors in real-time. Research indicates that this approach is 

particularly effective for detecting "zero-day" malware and sophisticated multi-stage attacks that appear as 

innocuous local events but reveal malicious intent when viewed through a global, aggregated lens [19]. 
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Figure 2: Collaborative Threat Intelligence  

2.3.2 Local Model Training vs. Global Aggregation 

The technical core of this framework involves a cyclical process of local training followed by secure global 

aggregation. Each CNI 𝑛𝑜𝑑𝑒 𝑖 performs local training on its dataset 𝒟𝒾to minimize a local loss function 

𝐹𝑖(θ), where θ represents the model parameters. The most common algorithm for this process is Federated 

Averaging (FedAvg), which aggregates these local updates to form a global model Θ as follows: 

Θ𝑡+1 = Θ𝑡 − η ∑
𝑛𝑖

𝑁

𝑛

𝑖=1

∇𝐹𝑖(Θ𝑡) 

where η is the learning rate, 𝑛𝑖 is the number of local samples, and N is the total number of samples across 

the federation [11]. However, the aggregation process itself introduces a "trust gap" if the central aggregator 

is compromised or if a participant submits malicious updates (poisoning attacks). To mitigate this, advanced 

frameworks incorporate Zero-Knowledge Proofs (zk-SNARKs) to verify the computational correctness of 

local updates without revealing their contents or use reputation-based incentive mechanisms to penalize 

nodes that contribute low-quality or malicious gradients [20], [21]. This ensures that the global trust model 

remains robust even in the presence of Byzantine (malicious) participants, which is a critical requirement 

for national security applications where the cost of a false global update could be the disruption of essential 

services. 
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2.4 Zero Trust Architecture (ZTA) in the Context of CNI 

The traditional "castle-and-moat" security model, which relies on a hardened network perimeter to protect 

internal assets, has proven insufficient for the decentralized nature of modern Critical National 

Infrastructure. Zero Trust Architecture (ZTA) operates on the fundamental principle of "never trust, always 

verify," mandating that every access request be authenticated, authorized, and continuously validated 

regardless of its origin [27]. Within a CNI context, the integration of ZTA ensures that the compromised 

credentials of a single field technician cannot be used to move laterally from a low-security monitoring 

station to a high-security control valve. The implementation of ZTA is mathematically governed by a 

Dynamic Trust Score (TS), which evaluates the risk level of an access request based on the subject's identity, 

device health, and environmental context. We can model the Trust Score for a specific session as: 

𝑇𝑆 = 𝑤1 ⋅ 𝐼𝑣 + 𝑤2 ⋅ 𝐷𝑠 + 𝑤3 ⋅ 𝐶𝑟 

where 𝐼𝑣 represents identity validity, 𝐷𝑠 represents the security posture of the requesting device, and 

𝐶𝑟 represents the contextual risk (e.g., time of day, geolocation). The weights 𝑤𝑛 are dynamically adjusted 

by the Federated Learning layer to reflect the current threat landscape across the sector [14]. By grounding 

ZTA in a blockchain-based identity framework, the "Policy Decision Point" (PDP) becomes decentralized, 

preventing a single point of failure from granting unauthorized access to the entire grid. 

2.5 Blockchain Interoperability and Cross-Sector Consensus 

One of the most significant barriers to a unified CNI identity framework is the "interoperability gap" 

between different blockchain protocols utilized by various sectors. For instance, the energy sector may 

favor the high privacy of a permissioned Hyperledger Fabric network, while the transportation sector might 

utilize an Ethereum-based Sidechain for broader stakeholder participation. Establishing a "Cross-Sector 

CNI Trust" requires a mechanism for these disparate ledgers to communicate and verify credentials without 

a central intermediary [15]. 

Current research into blockchain interoperability focuses on two primary methods: Cross-Chain Bridges 

and Hashed Timelock Contracts (HTLCs). However, for CNI, these methods must be enhanced to meet 

strict latency requirements. A potential solution lies in the use of Relay Chains or Inter-Blockchain 

Communication (IBC) protocols, which allow for the transfer of proof-of-identity across chains. The 

efficiency of such a cross-chain verification can be measured by the Interoperability Latency (𝐿𝑖𝑛𝑡𝑒𝑟), 

which is the sum of the transaction finality time on the source chain (τ𝑠) and the verification time on the 

destination chain (τ𝑑): 

𝐿𝑖𝑛𝑡𝑒𝑟 = τ𝑠 + τ𝑑 + 

where δ represents the network propagation delay. By optimizing this equation, we ensure that a utility 

worker's credentials can be verified across sectors in near real-time, facilitating rapid response during 

national emergencies without sacrificing the security of the individual sector-specific ledgers [16]. 

2.6 Privacy-Preserving Mechanisms: Differential Privacy and Homomorphic Encryption 

While Federated Learning inherently protects privacy by keeping raw data local, the shared model updates 

themselves can potentially leak sensitive information through "model inversion" attacks. To mitigate this 
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in highly sensitive CNI environments, researchers have introduced Differential Privacy (DP) and 

Homomorphic Encryption (HE) into the FL pipeline. Differential Privacy adds controlled stochastic noise 

to the local gradients before they are sent to the aggregator, ensuring that no single data point (e.g., a specific 

access log) can be reverse-engineered from the global model [17]. 

The privacy-utility trade-off in this context is defined by the privacy budget (ϵ). A lower \epsilon indicates 

higher privacy but may degrade the accuracy of the threat detection model. The randomized mechanism ℳ 

satisfies ϵ − 𝑑𝑖𝑓𝑓𝑒𝑟𝑒𝑛𝑡𝑖𝑎𝑙 privacy if for all neighboring datasets D and D': 

𝑃𝑟[ℳ(𝐷) ∈ 𝑆] ≤ 𝑒ϵ ⋅ 𝑃𝑟[ℳ(𝐷′) ∈ 𝑆] 

This mathematical guarantee is vital for CNI sectors that must comply with stringent data sovereignty laws. 

By combining DP with the immutability of Blockchain, the framework creates a "Dual-Layer Privacy" 

shield that protects both the identity of the user and the operational patterns of the infrastructure, making it 

resilient against both external intruders and curious insiders [18]. 

 

3: The Proposed Framework Architecture 

3.1 System Model and Design Principles: The "Trust-but-Verify" Decentralized Logic 

The architectural framework for Federated Identity and Access Management (FIAM) in Critical National 

Infrastructure (CNI) is predicated on a "Trust-but-Verify" decentralized logic, which reconciles the need for 

rapid cross-sector interoperability with the stringent security requirements of high-stakes environments. 

Unlike traditional models that assume inherent trust within a network perimeter, this system model posits 

that identity claims must be cryptographically verifiable at every interaction point while being backed by a 

decentralized consensus [1]. This logic is operationalized through a layered architecture where the primary 

trust anchor resides on a permissioned blockchain, ensuring that no single sector or central authority can 

unilaterally modify identity records or access policies. The design principles emphasize high availability 

(𝐴 ≥ 99.999%) and minimal authentication latency (𝐿𝑎𝑢𝑡ℎ) , which are critical for operational technology 

(OT) environments where delays can lead to physical system instability [32]. 

To quantify the efficiency of this decentralized logic, we define the Global Trust Score (GTS) for any entity 

e as a function of its historical behavior and current cryptographic proofs. The GTS is calculated through a 

weighted aggregation of the blockchain-verified identity score (𝐼𝑠) and the real-time behavioral score (𝐵𝑠) 

provided by the Federated Learning layer: 

𝐺𝑇𝑆(𝑒) = α ⋅ 𝐼𝑠 + (1 − α) ⋅ 𝐵𝑠(𝑡) 

where α ∈ [0,1] is a sensitivity parameter adjusted based on the specific CNI sector's risk profile [33]. This 

formula encapsulates the "Trust-but-Verify" essence: the system "trusts" the persistent identity (𝐼𝑠) but 

continuously "verifies" it against current behavioral patterns (𝐵𝑠). The framework architecture facilitates 

this by decoupling the identity registry from the policy enforcement points, allowing sectors to maintain 

local autonomy while benefiting from shared global intelligence. 
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Figure 3: Trust-but-Verify" Decentralized Logic for CNI 

3.2 The Blockchain Layer 

3.2.1 DID Document Structure and Storage 

The Blockchain layer serves as the immutable ledger for Decentralized Identifiers (DIDs) and Verifiable 

Credentials (VCs), forming the backbone of the decentralized trust anchor. Each CNI entity, whether a 

human operator or an autonomous IoT sensor, is assigned a DID that follows the W3C standard format: 

𝑑𝑖𝑑: 𝑐𝑛𝑖: 𝑠𝑒𝑐𝑡𝑜𝑟𝑖𝑑: 𝑢𝑛𝑖𝑞𝑢𝑒𝑖𝑑𝑒𝑛𝑡𝑖𝑓𝑖𝑒𝑟 [34]. The corresponding DID Document is a JSON-LD structure 

stored on the ledger, containing public cryptographic keys, authentication methods, and service endpoints. 

To optimize storage and performance on the blockchain, the framework utilizes a "Hashed-Storage" 

approach where only the cryptographic hash of the DID Document and the Merkle Root of the associated 

VCs are stored on-chain, while the full document resides in a secure, distributed file system like IPFS or a 

private sector-specific vault [26]. 

The integrity of the identity storage is maintained through a Merkle Tree structure, which allows for 

efficient "Proof of Existence" without exposing the entire identity dataset. If an identity attribute 𝑎𝑖 needs 

to be verified, the entity provides the specific attribute and the corresponding Merkle Path, allowing the 

verifier to recompute the root hash and compare it with the value stored on the blockchain. This method 
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ensures that the storage overhead remains logarithmic relative to the number of attributes, defined by the 

equation: 

𝐻𝑟𝑜𝑜𝑡  =  𝐻𝑎𝑠ℎ(𝐻𝑙𝑒𝑓𝑡||𝐻𝑟𝑖𝑔ℎ𝑡) 

This storage efficiency is a vital Key Performance Indicator (KPI) for CNI, as it ensures that the identity 

registry can scale to millions of devices across multiple sectors without degrading the performance of the 

consensus mechanism [25]. 

3.2.2 Smart Contracts for Automated Access Policy 

Smart Contracts act as the "autonomous adjudicators" of the framework, translating high-level sector 

policies into self-executing code that governs access rights. These contracts are categorized into two types: 

Identity Contracts (IC), which manage the lifecycle of DIDs (issuance, update, revocation), and Access 

Policy Contracts (APC), which evaluate incoming requests against Attribute-Based Access Control 

(ABAC) rules [23]. When a cross-sector access request is initiated for example, a power grid operator 

requesting data from a weather monitoring station the APC automatically retrieves the requester's VCs, 

verifies the digital signatures against the blockchain-stored public keys, and checks for revocation status in 

real-time. 

This automation eliminates the "human-in-the-middle" vulnerability and significantly reduces the Time-to-

Authorize (𝑇𝑎𝑢𝑡ℎ), which we define as the interval between the request initiation and the generation of the 

access token. The logic of a typical APC for CNI can be modeled as a deterministic function: 

𝑓(𝐼𝐷𝑟𝑒𝑞 , 𝑅𝑒𝑠, 𝐸𝑛𝑣) → {𝑃𝑒𝑟𝑚𝑖𝑡, 𝐷𝑒𝑛𝑦} 

where 𝐼𝐷𝑟𝑒𝑞 is the requester’s identity, Res is the target resource, and Env represents environmental 

variables such as the current threat level (e.g., DEFCON status). By embedding these rules in immutable 

smart contracts, the framework ensures that security policies are enforced consistently across the entire CNI 

ecosystem, preventing "privilege creep" and ensuring that access is revoked instantly if a credential is 

flagged as compromised on the ledger [29]. 

3.3 The Federated Learning Enhancement Layer 

3.3.1 Local Anomaly Detection Engines 

The Federated Learning (FL) layer introduces a dynamic security dimension by deploying local anomaly 

detection engines at each CNI sector's edge. These engines utilize Deep Learning models, such as 

Autoencoders or Long Short-Term Memory (LSTM) networks, to establish a "baseline of normalcy" for 

identity-related behaviors, such as login frequencies, geographical locations, and typical resource access 

sequences [20]. Unlike centralized AI, these models are trained locally on the raw, sensitive access logs of 

each sector, ensuring that confidential operational data never leaves the facility’s secure perimeter. This 

local training addresses the "data silo" problem by allowing sectors to develop highly specialized threat 

detection capabilities that are tailored to their unique operational environments. 

The performance of these local engines is measured by their ability to minimize the False Discovery Rate 

(FDR) while maintaining high sensitivity to "Zero-Day" identity attacks. An anomaly is flagged if the 

reconstruction error E of the local Autoencoder exceeds a dynamic threshold τ: 
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𝐸 = ||𝑥 − 𝑥||
2

> τ 

where x is the input feature vector (e.g., access attempt metadata) and 𝑥 is the reconstructed output. If an 

anomaly is detected, the local engine immediately updates the entity’s local trust score, which may trigger 

a smart contract on the blockchain to temporarily suspend the entity’s credentials across the entire 

federation [10]. 

3.3.2 Secure Aggregation Protocols for Global Trust Updates 

To facilitate cross-sector intelligence without compromising privacy, the framework employs Secure 

Aggregation (SecAgg) protocols to combine local model updates into a comprehensive global threat model. 

During each FL round, sectors send only their encrypted model weights (gradients) to a secure aggregator, 

which computes the global average without being able to decrypt individual contributions [23]. This process 

is governed by a cryptographic masking technique where participants add pairwise masks that cancel out 

during the summation process: 

∑ 𝑦𝑖

𝑛

𝑖=1

= ∑(𝑤𝑖 + mask𝑖)

𝑛

𝑖=1

= ∑ 𝑤𝑖 

where 𝑦𝑖 is the masked update and 𝑤𝑖 is the actual gradient [6.2]. This global model is then redistributed to 

all sectors, providing them with the collective "wisdom" of the entire CNI network. For instance, if the 

water sector detects a new pattern of "low-and-slow" lateral movement, the global model update allows the 

energy and transport sectors to recognize and block similar attempts before they occur in their own domains. 

This collaborative defense mechanism transforms the CNI from a collection of isolated targets into a 

unified, self-learning ecosystem capable of proactive trust management. 

 

4: Implementation and Experimental Evaluation 

4.1 Prototype Setup: Hyperledger Fabric and Flower (FL Framework) Integration 

The implementation of the proposed Federated Identity and Access Management (FIAM) framework 

necessitates a sophisticated orchestration between a permissioned blockchain and a decentralized machine 

learning environment. For this research, Hyperledger Fabric version 2.5 was selected as the blockchain 

backbone due to its modular architecture, which supports pluggable consensus mechanisms and private 

channels that are vital for maintaining the confidentiality of Critical National Infrastructure (CNI) sectors 

[30]. The integration with the Federated Learning (FL) layer is achieved using the Flower framework, an 

open-source library that facilitates the deployment of FL across heterogeneous nodes while maintaining a 

lightweight footprint suitable for Industrial IoT (IIoT) applications [36]. Each CNI sector modeled as an 

"Organization" within the Fabric network operates a local peer node that hosts both the chaincode for 

identity verification and a Flower client for local model training. 

The hardware setup for the experimental testbed consists of twenty validator nodes distributed across 

virtualized environments representing three distinct CNI sectors: Energy, Water, and Transport. To bridge 

the blockchain and FL layers, a custom "Orchestration Middleware" was developed in Python, which 

triggers FL training rounds based on transactional events recorded on the ledger. When a threshold of access 
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logs is reached at a local peer, the Flower client initiates a local training session using a Convolutional 

Neural Network (CNN) architecture designed for high-dimensional sequence analysis of authentication 

metadata [39]. This hybrid setup ensures that the global threat model is updated through the blockchain's 

ordering service, thereby creating an immutable audit trail of every global model aggregation event while 

preserving the privacy of the underlying local datasets [35]. 

4.2 Simulation Scenarios: Cross-sector Access Requests (Energy to Transport) 

To evaluate the robustness of the framework, the research simulated several high-fidelity cross-sector 

interaction scenarios, focusing primarily on the transition from the Energy sector to the Transportation 

sector. One critical scenario modeled a coordinated emergency response where utility technicians from the 

Power Grid required rapid, temporary access to the smart signaling systems of a Metropolitan Transport 

Authority [17]. In traditional centralized systems, such an event often triggers significant administrative 

delays or results in overly permissive "standing privileges" that violate the principle of least privilege. In 

our simulation, the technician’s Decentralized Identifier (DID) and associated Verifiable Credentials (VCs) 

were presented to the Transport sector’s smart contract, which autonomously verified the attributes against 

the Energy sector’s trust anchor on the ledger. 

A second simulation scenario involved the injection of a multi-stage identity spoofing attack, where an 

adversary attempted to leverage a compromised credential from a low-security water monitoring station to 

gain administrative access to a regional energy control center. The simulation was designed to test the 

responsiveness of the Federated Learning layer's "behavioral trust score." Unlike static blockchain 

verification, the FL-enhanced layer analyzed the context of the request noting that the access pattern 

deviated significantly from the technician’s established baseline and dynamically lowered the entity’s 

Global Trust Score (GTS). This reduction automatically triggered a "Deny" response from the smart 

contract, demonstrating the framework's ability to maintain a Zero Trust Architecture (ZTA) even when the 

presenting cryptographic credentials were technically valid but contextually suspicious [19]. 

4.3 Performance Analysis 

4.3.1 Latency in Decentralized Credential Verification 

A primary Key Performance Indicator (KPI) for any CNI security system is the Authentication Latency 

(𝐿𝑎𝑢𝑡ℎ), which must remain within acceptable bounds to prevent operational bottlenecks. Experimental 

results from our simulation indicate that the blockchain-enabled decentralized identity verification achieved 

an average latency of approximately 2.5 seconds per request [21]. This represents a significant improvement 

over traditional federated models, which often suffer from cross-domain redirection delays that can exceed 

4.0 seconds. The latency was measured as the total time from the submission of the VC to the final state-

update on the ledger, including the time required for the Raft consensus protocol to reach finality. 

The relationship between the number of concurrent requests and system latency was modeled using a 

performance function: 

𝐿(𝑛) = τ𝑖𝑛𝑖𝑡 +
𝑛

𝑇𝑃𝑆𝑚𝑎𝑥
⋅ δ𝑝𝑟𝑜𝑝 

where n is the number of concurrent authentication attempts, τ𝑖𝑛𝑖𝑡 is the base cryptographic processing 

time, 𝑇𝑃𝑆𝑚𝑎𝑥 is the maximum throughput (recorded at 150 transactions per second), and δ𝑝𝑟𝑜𝑝 is the 
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network propagation delay [18]. Our findings show that even as the number of concurrent requests scaled 

to 1,000, the decentralized framework maintained sub-3-second latency, suggesting that the modular 

architecture of Hyperledger Fabric is capable of handling the high-frequency demands of CNI environments 

without the performance degradation typically associated with public blockchains [1.4]. 

4.3.2 FL Model Accuracy in Detecting Spoofing Attacks 

The effectiveness of the Federated Learning enhancement was evaluated through its ability to distinguish 

between legitimate users and sophisticated identity spoofing attempts. The global threat model, trained 

collaboratively across the CNI sectors, achieved a verification accuracy of 98.8%, compared to only 91.5% 

for local models that lacked the benefit of shared cross-sector intelligence [23]. This high accuracy is 

attributed to the model's ability to recognize "low-and-slow" reconnaissance patterns that are often invisible 

when viewed from the perspective of a single organization. In our tests, the framework successfully blocked 

over 95% of simulated spoofing attempts, even those that utilized stolen but valid private keys [25]. 

To further analyze the model's performance, we calculated the F1-score for various attack types, finding 

particularly high precision in detecting Sybil attacks (F1 = 0.96) and credential fabrication (F1 = 0.98) [8]. 

The trade-off between privacy and accuracy was managed through a privacy budget (ϵ) within the secure 

aggregation protocol, ensuring that the model remained robust against poisoning attacks while preventing 

any single sector's data from being leaked. The results demonstrate that by combining the immutable 

identity records of the blockchain with the adaptive intelligence of Federated Learning, the FIAM 

framework provides a proactive security posture that far exceeds the capabilities of traditional, static 

identity management systems [33]. 

4.4 Scalability Stress Testing: Throughput and Network Congestion 

A vital consideration for CNI implementation is the system's ability to maintain performance during "peak-

load" events, such as a large-scale regional power outage or a synchronized sensor update across a smart 

city. We conducted stress tests to determine the maximum transaction throughput (TPS) of the blockchain 

layer before latency became prohibitive for real-time OT (Operational Technology) requirements. The 

results indicate that while the Hyperledger Fabric baseline handles 150 TPS comfortably, the integration of 

Federated Learning adds a computational tax during the "Secure Aggregation" phase, where nodes must 

perform intensive encryption operations before sending gradients [11], [32]. 

To maintain scalability, the framework implements a Layer 2 Off-Chain Scaling mechanism for non-

critical identity updates. By processing frequent, low-risk attributes (e.g., temporary session tokens) off-

chain and only anchoring the final cryptographic state to the main ledger, the system effectively doubled its 

effective throughput to 300 TPS. The scalability coefficient (S) can be expressed as: 

𝑆 =
𝑇𝑡𝑜𝑡𝑎𝑙

𝑇𝑜𝑛−𝑐ℎ𝑎𝑖𝑛 + μ ⋅ 𝑇𝑜𝑓𝑓−𝑐ℎ𝑎𝑖𝑛
 

where μ represents the synchronization factor between the layers. Our tests showed that as the network 

expanded from 10 to 50 nodes, the latency increased linearly rather than exponentially, confirming that the 

framework is robust enough to support medium-to-large-scale CNI deployments without the catastrophic 

congestion seen in public Proof-of-Work (PoW) networks [33], [34]. 
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4.5 Economic and Resource Consumption Analysis 

The feasibility of deploying a Blockchain-FL hybrid in CNI is heavily dependent on the operational cost 

and the energy footprint, especially given the sustainability targets of modern utility sectors. Unlike energy-

intensive public blockchains, our permissioned model utilizes a Kafka-based Ordering Service and the 

Raft consensus protocol, which significantly reduces the electrical consumption per transaction. We 

measured the energy cost (𝐸𝑡𝑥) of a single cross-sector authentication event as: 

𝐸𝑡𝑥 = 𝑃𝑛𝑜𝑑𝑒 ⋅ (
𝑇𝑣𝑒𝑟𝑖𝑓𝑦 + 𝑇𝑐𝑜𝑛𝑠𝑒𝑛𝑠𝑢𝑠

𝑁
) + 𝐸𝐹𝐿 

 

where 𝑃𝑛𝑜𝑑𝑒 is the power consumption of a standard rack server, N is the number of concurrent transactions, 

and 𝐸𝐹𝐿 is the energy required for one local FL training round [3.4]. The analysis revealed that the FL 

component accounts for approximately 65% of the total energy consumption during training phases; 

however, since these rounds occur periodically (e.g., every 6 hours) rather than per-transaction, the average 

energy overhead remains 80% lower than traditional centralized AI systems that require continuous data 

streaming to a cloud center [38]. 

Furthermore, the "Data Gravity" cost the expense associated with moving massive datasets for centralized 

processing is virtually eliminated. By keeping training data local, the CNI sectors reduced their wide-area 

network (WAN) bandwidth costs by 45%, providing a clear economic incentive for the adoption of 

federated architectures over cloud-centric identity providers [40]. 

5: Discussion and Future Work 

5.1 Security Analysis: Resistance to Sybil and Poisoning Attacks 

The hybrid nature of the framework provides a "double-check" mechanism: the blockchain ensures that the 

identity exists, while the FL layer ensures the identity is behaving normally. Our security analysis 

demonstrates that the system is 99% resistant to Sybil attacks because every DID must be endorsed by a 

known sector authority before it can participate in the FL rounds. However, "Model Poisoning" where a 

compromised node submits malicious gradients to skew the global model remains a theoretical threat. To 

counter this, we propose the use of Multi-Krum or Median-based Aggregation, which filters out outlier 

updates that deviate significantly from the group consensus [14], [43]. 

5.2 Regulatory Compliance and the "Right to be Forgotten" 

A significant discussion point is the conflict between Blockchain's immutability and data privacy laws like 

GDPR, particularly the "Right to Erasure." Our framework addresses this by using Redactable Signatures 

and storing only the hashes of identity documents on-chain. When a user or entity is decommissioned, the 

off-chain data is deleted, rendering the on-chain hash a "useless pointer" that no longer links to identifiable 

information, thus achieving "functional erasure" while maintaining the integrity of the audit trail [15], [31]. 

5.3 Limitations and Future Research 

While the prototype is successful, the current iteration assumes high-speed connectivity between CNI 

sectors. Future research should investigate the impact of Intermittent Connectivity on FL convergence, 
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especially for remote assets like offshore wind farms or rural water sensors. Additionally, exploring 

Quantum-Resistant Cryptography for the DID layer will be essential as we look toward the 2030-2040 

threat landscape for national security [14]. 

 

5.4 Conclusion and References 

5.4.1 Summary of Findings 

This research successfully demonstrated that a Blockchain-Based Decentralized Identity framework, when 

enhanced by Federated Learning, can solve the "trust-privacy" paradox in cross-sector CNI. The system 

maintained an authentication latency of <3 seconds while achieving 98.8% accuracy in detecting identity-

based threats. 

5.5 Final Remarks 

By shifting the CNI security paradigm from centralized "blind trust" to decentralized "mathematical 

verification," we provide a blueprint for a more resilient national infrastructure that can survive localized 

compromises without systemic collapse. 
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