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Abstract: Network scan sensing is a primary means to counteract cyber attacks. To this end, this paper focuses on the IP addressing
and routing forwarding mechanism at the network layer, the TCP/UDP port status detection logic at the transport layer, and the service
interaction protocol characteristics at the application layer within the TCP/IP protocol stack. It proposes and implements a low-cost,
multi-threaded software scan sensing method with visualized results. This method integrates multi-source data analysis strategies
including IP address traceability and target port access characteristics, and achieves accurate perception of port scanning behaviors
through a dynamic threshold model and multi-dimensional risk assessment rules. Based on the perception of a certain range of ports in
a specific region by this method from the 26th to the 28th, data analysis shows that under the preset abnormal judgment rules,
abnormal scans account for 18.4%-19.1% of the total scan volume. The period from 22:00 to 24:00 every day is the peak period, with
attacks concentrated on ports such as 443/TCP, 80/TCP, and 53/UDP, and attack sources showing geographical aggregation
characteristics. From the above results, it can be concluded that port scanning behaviors have the common characteristics of
concentration in time, ports, and attack sources.
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characteristics of attack behaviors. Based on dynamic traffic
threshold detection, the method combines multi-threaded
technology to improve port detection efficiency, and

1. INTRODUCTION
1.1 Background and motivation

With the deep integration of big data and Internet of
Things(loT) technologies, cyber attack methods have shown a
trend of being stealthy and large-scale. As a pre-detection link
of cyber attacks, port scanning has become a core means for
hackers to locate method vulnerabilities and launch targeted
intrusions [1]. According to the report of the State Grid Cyber
Security Monitoring Center (SGCSMC), the annual growth
rate of cyber security incidents caused by exposed high-risk
ports reached 42% from 2023 to 2025 [2]. However, most
traditional tools only have scanning capabilities, making it
difficult to cope with the real-time processing of massive
scanning data and multi-dimensional feature mining.

The aim of this paper is to develop a port scanning monitoring
method integrating dynamic traffic threshold detection, multi-
threaded detection and precise geographic identification. By
conducting visual analysis of scanning data from November
26 to 28, 2025, this paper explores the core information such
as temporal patterns, geographical distribution and port
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integrates multiple IP geographic interfaces to achieve precise
geographic positioning, ultimately providing targeted decision
support for cyber security protection [3].

1.2 Limitations of prior work

At present, there exist various port scanning tools and
detection methods, but all of them have specific limitations.
For example, Nmap, a mainstream scanning tool, can realize
port detection, service identification and version detection, but
it only focuses on port status collection, lacks the ability of
intelligent judgment of malicious scanning, and cannot
distinguish between normal detection and malicious attack
behaviors. Its output results are in plain text format, lacking
multi-dimensional visual analysis functions, making it
difficult for users to quickly extract core attack features. The
detection method based on fixed traffic threshold only judges
maliciousness through a single indicator of port access
frequency, without combining key features such as IP region
and active time period, resulting in weak ability to identify
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slow scanning and distributed scanning. Security personnel
need to manually process various data to discover security
risks and form evaluation reports, and conduct data matching
and classification notification on a quarterly basis, which is
time-consuming and labor-intensive [4].

In contrast, the multi-dimensional fusion monitoring method
proposed in this paper can not only realize the full collection
of port scanning behaviors, but also realize the intelligent
identification of malicious scanning through dynamic traffic
threshold, accurate IP geographic identification and multi-
feature weighted judgment. For example, it can accurately
distinguish between malicious and normal traffic by
combining multi-dimensional features such as scanning
frequency, geographic attributes and active time periods; it
can intuitively present the time distribution, geographic origin
and port characteristics of attacks through visual charts; it
provides network security managers with full-process support
of "detection-judgment-statistics-visualization", helping them
quickly formulate defense strategies.

1.3 Challenges and solution

The application of multi-dimensional integrated technology in
port scan monitoring faces various challenges. Firstly, there is
the adaptability issue of traffic threshold detection. Fixed
thresholds are difficult to cope with scan behaviors in
different network environments, making them prone to false
positives or false negatives. Secondly, there is the efficiency
issue of multi-protocol port detection. The detection
mechanisms of TCP and UDP ports are inherently different,
and single-threaded processing is difficult to balance
comprehensiveness and real-time performance of detection.
large-scale port detection tasks may lead to response delays in
the implementation of the method. Finally, there is the issue
of standardized acquisition of geographical information. The
return formats of different IP geographic interfaces are
inconsistent, and information such as country codes and
region names lacks unified identification, affecting
subsequent geographical distribution analysis.

To address the above challenges, this paper proposes
corresponding solutions: adopt a dynamic traffic threshold
mechanism, adjust threshold parameters according to real-
time network traffic, and improve detection adaptability; use
multi-threaded technology to realize parallel detection of TCP
and UDP ports, and allocate detection tasks through thread
pool management to improve the efficiency of large-scale port
detection [5]; integrate multiple geographic information
interfaces such as Taobao IP and ipinfo, establish a priority
call mechanism, standardize the returned results, uniformly
output information such as country codes and region names,
and ensure the accuracy of geographic identification [6].

1.4 Contributions and organization

In this paper, a port scanning monitoring method model
integrating traffic threshold detection, multi-threaded port
collection and precise geographic identification is proposed.
The aim of this paper is to comprehensively collect data such
as traffic data, source IP and target ports of port scanning
behaviors, calculate detection thresholds through dynamic
traffic threshold formulas, and identify high-frequency
scanning behaviors [7]. Based on this logic, this paper
expands the method functions, conducts multi-dimensional
analysis of the time distribution, geographic attribution and
port types of scanning data, and evaluates the risk level of
attack behaviors by calculating multi-dimensional risk scores.
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(1).Improving Improving the adaptability and accuracy of
traffic threshold detection: Traditional port monitoring
methods mostly adopt fixed traffic thresholds, which are
difficult to adapt to different network environments. The
proposed method effectively reduces the probability of false
positives and false negatives by adjusting detection
parameters based on real-time traffic through a dynamic
traffic threshold mechanism.

(2).Realizing full collection and correlation analysis of multi-
dimensional data: Traditional monitoring methods mostly
focus on single-dimensional information collection. The
proposed method integrates multi-dimensional data such as
traffic, ports, and geography, and reveals the potential patterns
of attack behaviors through correlation analysis, providing a
more comprehensive basis for the formulation of defense
strategies.

(3).Provide a cyber security defense tool: The method
provides network security managers with a dynamically
adaptive monitoring tool implemented based on Python [8],
enabling them to formulate more effective defense strategies
according to current information and improve the level of
cyber security protection.

The subsequent structure of the paper is organized as follows:
Section 2 provides a review of related work, while Section 3
elaborates on the proposed method in detail. Section 4
presents the implementation process of core technologies
through formulas and logical derivation. For specific details
regarding the solutions and their validation, refer to Section 5.

2. RELATED WORK

2.1 Research on port scan detection

Port scan detection technology is a core component of
network security protection, with the primary goal of quickly
identifying abnormal scanning behaviors, distinguishing
between legitimate access and malicious attacks, and
providing a basis for subsequent defensive responses. Existing
detection technologies are mostly optimized for specific
scenarios or based on single-index judgment, exhibiting
significant limitations in adaptability and comprehensive
analysis.

The traffic threshold-based detection method is currently the
most widely used technical approach. The traffic threshold
detection method proposed by Wang Longye et al. can
quickly identify high-frequency scanning behaviors within a
short period due to its simple principle and easy deployment
[11]. However, fixed thresholds struggle to adapt to
dynamically changing network environments: false positives
are likely to occur during enterprise business peak hours,
while attackers can easily evade thresholds through slow
scanning, distributed scanning, and other strategies, leading to
missed detections. Additionally, relying solely on access
frequency as the only indicator fails to fully characterize the
malicious nature of scanning behaviors.

To address the specific needs of high-speed network
environments, Wu et al. designed a slow scan attack detection
algorithm based on the Sketch data structure, enabling
efficient analysis of massive high-speed traffic through
lightweight data processing [9]. Nevertheless, this algorithm
relies on specific hardware acceleration modules and complex
network topology adaptation, resulting in high hardware costs
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and operational difficulties. It is difficult to promote on a
large scale in general environments such as small and
medium-sized enterprise networks and edge computing nodes.
Moreover, its functional coverage is limited to slow scanning
in high-speed scenarios, failing to address diverse attack
forms such as multi-protocol collaborative scanning.

2.2 Research on geographical information

fusion

The core application of geographical information fusion
technology in the field of network security is to parse the
geographical attributes  (country, region, city, etc.)
corresponding to IP addresses, providing a basis for attack
source tracing and risk grading, and serving as an important
support for improving the accuracy of port scan monitoring.
Existing geographical information acquisition and application
schemes have obvious deficiencies in data standardization,
accuracy, and deep integration [10].

Current mainstream IP geographical information acquisition
relies on third-party interfaces, but the return formats of
different interfaces lack a unified standard: some interfaces
return core fields such as country codes and region names,
while others only provide vague geographical descriptions.
Inconsistent field naming rules and data formats require
additional data cleaning and format conversion for subsequent
geographical distribution analysis,increasing the complexity
of the method's implementation. Meanwhile, single interfaces
have limitations in coverage: domestic interfaces have low
accuracy in parsing overseas IPs, while overseas interfaces
struggle to accurately identify domestic sub-regions. The lack
of effective fault-tolerance mechanisms when interface calls
fail also affects the reliability of geographical information
acquisition.

Existing research utilizes geographical information to a
relatively low extent. Most schemes only use it as auxiliary
display data and do not deeply integrate it with core features
such as scanning frequency and active time periods. As an
important dimension for assessing attack source risks, the
correlation analysis between geographical information and
other features can significantly improve the accuracy of
malicious attack judgment. However, existing schemes fail to
give full play to this role. Furthermore, some schemes lack
standardized processing of geographical information, resulting
in chaotic naming formats for different regions, which
prevents statistical analysis and visual display of geographical
distribution, limiting its application value in defensive
decision-making.

3. SOFTWARE-BASED SCAN
MONITORING SCHEME

In this paper, a port scanning monitoring method integrating
dynamic traffic threshold detection, multi-threaded port
collection, and precise geographic identification is designed.
The aim of this paper is to construct a full-process closed-loop
monitoring method of “data collection - suspected marking -
risk assessment - visualization display".This paper
comprehensively collects key information such as traffic data,
source IPs, target ports, and access timestamps of port
scanning behaviors, realizing accurate identification of high-
frequency scanning behaviors and scientific assessment of
attack risks, so as to provide efficient and implementable
technical support for network security management.

The method is supported by multi-threaded technology to
ensure the efficiency and stability of large-scale port
monitoring: through the multi-threaded port collection module,
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it parallel processes TCP/UDP protocol data, synchronously
collects core basic information of scanning behaviors, avoids
efficiency bottlenecks caused by single-threaded processing,
and adapts to the demand of large-scale port scanning data
collection in complex network environments. Meanwhile, it
integrates a precise geographic identification module, calling
multi-interface IP geolocation services such as ip.cn, Taobao
IP, and ipinfo. Through a multi-interface fault-tolerance
mechanism and data caching strategy, it obtains geographic
attributes such as the country, region, and city of the attack
source, ensuring the accuracy and acquisition efficiency of
geographic information and providing basic data support for
subsequent multi-dimensional risk assessment.

The core operational logic of the method follows a closed-
loop process: first, complete basic data collection and
geographic attribute parsing through the multi-threaded
collection module; second, dynamically determine detection
criteria based on recent network traffic characteristics and
screen out suspected attack sources through specific
calculation rules; then, quantify the attack risk level through
multi-dimensional risk assessment rules; finally, draw time
distribution line charts, geographic distribution pie charts, and
port characteristic bar charts through visualization technology
to intuitively present core features such as attack peak periods,
high-risk geographic regions, and high-frequency attack ports.
The entire method realizes full-process automated processing
from data collection to risk interpretation, which not only
adapts to dynamically changing network environments but
also provides clear and intuitive attack situation references for
security managers, helping them quickly grasp the attack
status and risk characteristics of port scanning.

4. MULTI-DIMENSIONAL RISK
CALCULATION METHOD

This section will detail the calculation rules of the dynamic
traffic threshold and the design details of the weighted
summation of multi-dimensional risk scores, providing a
standardized implementation basis for the suspected marking
of port scanning behaviors and the quantification of malicious
risks.

The dynamic traffic threshold is the core basis for identifying
high-frequency scanning behaviors, and its design goal is to
adapt to the dynamic fluctuations of the network environment
and avoid false positives or false negatives caused by fixed
thresholds. This rule is based on a time window, selecting the
past 5 minutes as the traffic statistical cycle. It defines p as the
mean value of network traffic during this cycle (reflecting the
benchmark level of normal network access) and o as the
standard deviation of network traffic during this cycle
(reflecting the degree of dispersion of traffic fluctuations).
The calculation rule of the dynamic traffic detection threshold
(T) is shown as Equation (1). This equation takes the recent
traffic mean as the benchmark and superimposes 2 times the
standard deviation as the judgment boundary for high-
frequency scanning behaviors. It not only accommodates
traffic fluctuations during normal business peak periods but
also effectively distinguishes between legitimate access and
continuous, large-scale scanning behaviors. During method
operation, the traffic statistical cycle is updated in real-time,
and the threshold is dynamically adjusted. The method
compares the real-time scanning traffic of each IP with the
current threshold, and marks it as a suspected attack source if
the threshold is exceeded, providing basic data for subsequent
multi-dimensional assessment.
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For the marked suspected attack sources, a weighted
summation calculation rule is adopted to quantify the
contribution of three core features to the judgment of
malicious attacks, forming a comprehensive risk assessment
result. Three core features—traffic, time, and geography—are
selected as evaluation indicators, with clear scoring criteria
for each indicator: the traffic indicator (F) directly reflects the
intensity of scanning behavior, scoring 50 points if the
dynamic threshold is exceeded and 0 points otherwise, serving
as the core basis for judging malicious scanning; the time
indicator (T) combines the temporal rules of attack behaviors,
scoring 30 points for scanning behaviors occurring during the
nighttime period of 22:00-23:00 (a high-incidence period for
port scanning) and 0 points for other periods, reflecting the
temporal correlation of attack behaviors; the geographic
indicator (G) is based on the geographic attributes of the
attack source, with overseas IPs initiating scanning behaviors
considered to have higher malicious risks, thus scoring 20
points for overseas IPs and 0 points for domestic IPs or local
area network IPs, enhancing the geographic traceability value
of the attack source. The calculation rule of the risk total score
(R) is shown as Equation (2), which highlights the importance
of different features through weight allocation, ensuring the
scientificity and rationality of the assessment results.

5. SMULATION AND RESULT

This paper adopts the designed port scan monitoring method
to collect network data in a specific area from November 26
to 28, and conducts geographic attribution analysis on all
abnormal IPs during the monitoring period. The results are
shown in Figure 1:
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Figure 1. Geographic Distribution Proportion of Abnormal
IPs

The core feature of this figure is that abnormal IPs exhibit
significant geographic aggregation. Among domestic regions,
Sichuan has the highest proportion (12.16%), while Beijing,
Chongging and other regions also account for a certain
proportion; overseas, they are concentrated in network hub
nodes such as Singapore and Tokyo, Japan.

During the monitoring period, we also analyzed the overall
threat level of all IPs and calculated the proportion of daily
abnormal IPs in the total scan volume. The results are shown
in Figure 2:
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Where R represents the multi-dimensional risk total score
(ranging from 0 to 100 points), 0.4, 0.3, and 0.3 are the weight
coefficients of the traffic indicator, time indicator, and
geographic indicator respectively, F represents the traffic
score, T represents the time period score, and G represents the
geographic score.

The higher the risk total score, the higher the malicious risk.
A score of 100 points indicates an extremely high risk (with
strong aggressive characteristics), 0 points indicates no risk
(legitimate access), and 60 points is the critical value for
judging malicious attacks. When the total score is > 60 points,
the scanning behavior is judged as a malicious attack,
requiring focused attention and defensive measures. In
summary, the multi-dimensional risk calculation method
realizes accurate screening of suspected attack sources
through the dynamic traffic threshold judgment rule, and
quantifies attack risks with standardized scoring and weighted
rules. It not only ensures the scientificity of the assessment
but also has strong engineering implementability, providing
clear and quantitative risk references for network security
managers and helping them quickly lock in high-risk attack
sources and formulate targeted defensive strategies[12].
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Figure 2. Proportion of Abnormal IPs in Total Scans (Nov
26-28)

This figure clearly presents the fluctuation trend of the
proportion of abnormal IPs during the monitoring period: the
proportion was 18.4% on November 26, 18.9% on the 27th,
and 19.1% on the 28th. It remained within the range of
18.4%-19.1% overall, with no significant fluctuations.

We also analyzed the time distribution law of abnormal IP
scans. Using the hourly abnormal IP data collected by the port
scan software mentioned in this paper from the 26th to the
28th, the results are shown in Figure 3:
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Figure 3. 24-Hour Trend Chart of Malicious IP Count Across
Multiple Dates

It can be seen from the figure that the number of abnormal IPs
reaches an obvious peak between 22:00 and 24:00 every day,
maintains a stable medium level from 2:00 to 16:00, and the
time distribution trend is highly consistent across the three
days from the 26th to the 28th. This law indicates that
abnormal scanning behavior has significant temporal
aggregation.

To study the port utilization preference of abnormal IPs, we
collected and counted the number of open times of each port
through this method. The results are shown in Figure 4:
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Figure 4. Statistics Chart of Open Ports by Malicious IPs

It can be seen from the figure that the number of open times
of three types of ports, namely 443/TCP, 53/UDP, and
80/TCP, is significantly higher than that of other ports.
Among them, the number of open times of 443/TCP reaches
367, making it the main attack target of abnormal IPs; while
the number of open times of ports such as 25/TCP and
110/TCP is at a low level. This result indicates that abnormal
scanning behavior has obvious port aggregation, and public
service ports such as 443/TCP, 53/UDP, and 80/TCP are the
key targeted objects of attacks.

6. CONCLUSIONS

By using the proposed port scan monitoring method, this
paper collects and analyzes network data from a specific
region from November 26 to 28, systematically revealing the
core characteristic rules of port scan attack behaviors. The
experimental results show that 22:00-24:00 daily is the peak

www.ijcat.com

period for abnormal IPs, with the number of abnormal IPs
during this period accounting for 28%-31% of the total daily
abnormal IPs. Moreover, the fluctuation trends of total scan
volume and abnormal scan volume show a high degree of
consistency, verifying the critical significance of port
protection during nighttime. It is urgent to strengthen port
access control and traffic monitoring strategies for this high-
frequency attack window. Domestic abnormal IPs exhibit
significant geographical aggregation characteristics, while
overseas attack sources are mostly distributed relying on
international network hub nodes, providing data support for
the formulation of differentiated IP access thresholds in high-
risk regions.

Port attack targets present obvious centralization features: the
attack frequency of public service ports such as 443/TCP,
80/TCP, and 53/UDRP is significantly higher than that of other
ports, with the cumulative opening times exceeding 600 over
three days. The security hardening of such basic service ports
should be regarded as the core link in constructing network
protection systems.

In summary, the proposed port scan monitoring method can
extract multi-dimensional attack features from massive traffic,
accurately match the temporal, geographical, and port
targeting characteristics of attacks, provide strong technical
support for formulating scientific defense plans, and
significantly improve the accuracy and overall effectiveness
of network security protection.
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