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Abstract: Each innovation brings with it a fresh set of problems to solve. The information stored on a system should be protected 

against access by anybody who has not been permitted to do so. Regarding system security, the first and most important task is to 

install and maintain a reliable and effective network intrusion detection system. If a structure has an interruption detection procedure 

in place, it may be able to estimate the total number of interruptions that will occur in the future and the present. The use of artificial 

intelligence approaches for organization-based interruption locations has been around for more than two decades already, and there 

are a variety of ways available. An effective interruption detection system will probably continue to be a topic of debate for a 

considerable amount of time. Companies must create better methods for keeping their systems and information secure from 

gatecrashers and hackers as the number of digital assaults and the bulk of system evidence continue to grow at an alarming pace. 

Due to the integration of more sophisticated security apparatuses into cutting-edge project designs, the volume of security events and 

ready information created continues to expand, making it more difficult to trace down the perpetrators of the assault as well as the 

gatecrashers. When it comes to managing the detection, reaction, and organization of security incidents and possible assaults on their 

systems, organizations are forced to depend on new ways to support and supplement human investigators for the first time. In 

particular, the emphasis of this Thesis is on differentiating between normal system traffic information and dangerous system traffic 

data. This study's objectives are to enhance the characteristics of generating system information using particle swarm optimization 

(PSO), and then to create a Network Intrusion Detection System using directed learning using a completely related Deep Neural Net 

(DNN) using directed learning (NIDS). It is feasible to develop sophisticated neural system models with the use of the NSL-KDD 

dataset that surpasses the constraints of the KDD Cup2009 interruption recognition datasets, which have been regularly utilized in 

the past. In experiments using the NSL-KDD datasets, it has been shown that deep neural networks with molecular swarm 

augmentation are very effective in terms of accuracy and recognition rates. 

 
Keywords: Network Intrusion Detection System, NSL-KDD dataset, article Swarm Optimization, Deep Neural Networks, Artificial 

Intelligence. 

1. INTRODUCTION 
It is widely acknowledged that complete security is 

unattainable. Rather, the focus ought to be on risk 

mitigation and reducing the likelihood of an attack. 

Because it is impossible to foresee every scenario in which 

an attacker could circumvent the defences in place, security 

is an intractable problem. Attackers are always looking for 

new ways to get past defences; they change the way they 

attack and use methods they have never used before. 

Attacks of this kind can be extremely harmful and 

frustrating to the defence because the attacker has created 

an exploit that gets around the security of a particular 

system or software[1]. 

Zero-hour attacks, also referred to as zero-day attacks, 

present significant risks to both information and enterprise 

systems. Deploying Intrusion Detection Systems (IDS) is 

widely recognized as one of the most effective methods to 

safeguard the confidentiality, integrity, and availability of 

these systems after unauthorized access is gained. [2]IDS 

can be broadly categorized into two types: host-based and 

network-based. Host-based systems utilize tools such as 

host-based firewalls, antivirus/malware programs, data loss 

prevention agents, and monitoring system call trees to 

oversee and manage data originating from individual 

workstations. Conversely, network-based systems rely on 

various defenses like firewalls, proxy servers, intrusion 

detection systems, and antivirus software to monitor and 

regulate the flow of network traffic[3]. 

Among the pivotal technologies for ensuring computer 

network security are Network Intrusion Detection Systems 

(NIDSs), which play a vital role in enhancing the overall 

security posture of a network. However, to effectively 

mitigate threats, NIDSs should be integrated with other 

defense-in-depth strategies such as firewalls, antivirus 

software, access control mechanisms, and similar 

technologies. [4]This comprehensive approach enables 

cyber threat operations teams to promptly detect and 

respond to attacks, security incidents, and potential 

breaches. 

The goal of this research is to leverage the most recent 

developments in deep learning technology to further 

enhance the performance of NIDSs. Network intrusion 

detection systems can be broadly divided into two 

categories: those that rely on anomalies or unusual 

behavior and those that rely on signatures or misuse. 

Signature-based systems send out alerts to users to let them 
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know when known misuse or unwanted behavior happens. 

Such a system usually uses techniques to discriminate 

between input events and known harmful intrusion 

signatures[5]. 

The system classifies an input event as malicious and flags 

it for additional investigation whenever it exhibits patterns 

resembling those of known malicious intrusions. These 

systems have the potential to be effective in identifying 

known harmful attacks and flagging them for additional 

investigation due to their low false positive rate. However, 

one drawback of these systems is that they are unable to 

identify fresh attacks. [3]Alarms in anomaly-based systems 

are triggered when observed events behave significantly 

differently from previously established known good 

patterns; this is when the system is considered troublesome.  

One of these systems' advantages over signature-based 

systems is that these systems can recognize novel and 

evolving threats, whereas signature-based systems cannot. 

According to the definition, an anomaly  is anything that 

deviates from what is thought to be typical, normalized, or 

predicted in a given scenario. [4]Anomalies are defined as 

rare departures from a system's expected behavior that are 

referred to as anomalous behavior. An anomaly detection 

system must first identify any event or sequence that 

deviates from a predetermined set of typical behaviors in 

order for the system to classify it as abnormal. 

Understanding that not all deviations in nature have 

malevolent intentions is crucial.[6] Anomalies are precisely 

what they are described as deviations from expected 

normal behavior, according to the definition of the term. 

When an anomalous event or pattern is identified, it can be 

categorized as either benign or malevolent based on the 

surrounding circumstances. One of the most difficult 

problems in computer science is producing both a high rate 

of false positives and false negatives, which is also a 

difficult problem when it comes to anomaly-based systems. 

It is crucial to understand that not every deviation in the 

natural world has malevolent intentions. Anomalies are 

exactly that—differences from expected normal behavior—

according to the definition of the term. Depending on the 

surrounding circumstances, an anomalous event or pattern 

can be classified as either benign or malevolent as soon as 

it is identified. [7]The problem of producing a high rate of 

false positives and false negatives, which is also one of the 

most difficult problems in computer science, is one of the 

most difficult problems when it comes to anomaly-based 

systems. 

 

2. LITERATURE REVIEW 
This section conveys the state-of-the-art research in the 

field of "Interruption Detection Systems" and also includes 

a synopsis of some of the examination papers we have 

considered. Finding and preventing interruptions is 

becoming a major research project in the field of Internet 

security. Innovation has also led to an increase in hacking 

and device abuse, as well as the use of better disruption 

techniques, which increases the risk of intrusion and 

organization of security. [8], [9]The study used machine 

learning algorithms that were already in use to carry out a 

thorough attack detection process on the UNSW-NB15 and 

NSL-KDD datasets. Algorithms for machine learning were 

applied to the detection and classification of attacks.  We 

assessed the machine learning algorithms' accuracy using 

the NSL-KDD and UNSW-NB15 datasets. Accuracy for 

two-class and multi-class on the UNSW-NB15 dataset was 

found to be 98.6% and 98.3%, respectively. Accuracy for 

the NSL-KDD dataset was 93.4% and 97.8%.[10] 

Using three widely-used datasets (KDD 99, UNSW-NB15, 

and CSE-CIC-IDS 2018), the study assesses the 

effectiveness of different machine learning algorithms for 

binary and multi-class classification. The experimental 

results show promising overall classification performance 

and high binary classification accuracy rates.[11] 

The study presents a novel ensemble approach that 

combines the XGBoost, decision tree, random forest, and 

extra tree algorithms for network intrusion detection. 

Python was used to implement the recommended strategy, 

which resulted in increased detection accuracy.[12] 

The study presents a novel ensemble approach that 

combines the XGBoost, decision tree, random forest, and 

extra tree algorithms for intrusion detection in network 

systems. When tested on the CICIDS2017 dataset, the 

recommended approach, which is implemented using the 

Python programming language, demonstrated improved 

detection accuracy.[13] 

The study uses a newly released SDN dataset (SDN 

Intrusion) that is accessible to the public to identify 

intrusions within SDN/NFV networks using machine 

learning techniques.[14] 

The study offers a novel method for locating network 

system intrusions using machine learning techniques. The 

model's results show that it performs more accurately than 

other approaches, like Naive Bayes.  The suggested 

approach produced a 1.26-minute performance time, a 

97.38% accuracy rate, and a 0.25% error rate.[15] 

This article's author talked about and considered the 

framework he was using at the time. Interruption Al 

recognition is one of the security innovations that protect 

the framework from malicious activity by screening it. This 

paragraph goes into great detail about the Intrusion 

Detection System and Internal Intrusion Detection System, 

which includes a diagram and requires multiple 

computations for the framework to function.[16] 

Information mining techniques are used to develop 

strategies for digital inquiry based on the notion of 

interruption recognition. The overview states that the 

proposed work improves the exactness and identification 

rate by up to 94% when compared to prior IDS. When 

designing a new IDS system, this attribute set, according to 

its creator, may be used to distinguish between insiders and 

their malicious behaviors. A few businesses may use it to 

safeguard their sensitive data since it will be a legitimate 

intrusion detection system that reliably and continuously 

distinguishes between inner gatecrashers. [17] 

There are many more ways to attack a system or 

framework because personal computers are widely used 

and have easy access to the internet. Interrupting someone 

is a crime that involves entering a building, breaking 

someone's rights, or claiming someone else's structure or 
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resources. The separation of data infrastructure attacks 

from other forms of attacks is the main goal of creating an 

interruption location framework. It's a security technique 

that aims to distinguish between different kinds of 

attacks.[18] 

Firewalls are useless for defending the system from any 

kind of attack because they can only identify intrusions that 

originate from outside the system. This study developed a 

framework for abuse-based interruption location 

evaluation. The review process for this framework was the 

same as that of ALAD, PHAD, LERAD, NETAD, and 

other quantifiable computations based on abnormalities. 

These days, PC organizations are developing at a faster rate 

than ever before, and arrangement security is the most 

amazing tool available. [19] 

In this work, we select and identify relevant features from 

the NSL-KDD dataset [1] to improve the KDD dataset. The 

NSL-KDD dataset has fewer duplicate and null values than 

the KDD dataset. The primary objectives are outlined as 

follows: [20], [21] 

1) To investigate the possible applications of machine 
learning in network intrusion detection. 

2) Implementing the Random Forest and Support Vector 

Machine algorithms to create an intrusion detection system.  

3) To select features using Random Forest and SVM using 

Recursive structure feature Elimination, which will speed 

up computation and improve accuracy.  

4) To compare and illustrate these algorithms' recall, 

accuracy, and precision. 

 

3. PROBLEM DOMAIN 
Real-time attackers who operated without the 

administrator's knowledge or presence were beyond the 

detection range of earlier techniques like intrusion 

detection systems and firewalls. 

• The current system employed basic machine learning 

techniques, which were insufficient to effectively secure 

the system and combat the new threats. 

Real-time monitoring and response features can be added 

to the system, enabling quick action to be taken in the 

event of an intrusion.[22] 

An investigation into the application of ensemble 

methods, which integrate several machine learning 

models, may be conducted to raise the intrusion detection 

system's overall accuracy and dependability. 

By regularly updating the database of known attacks and 

modifying the machine learning models accordingly, the 

system can be made more capable of handling dynamic 

and evolving threats. 

Both the training and testing modes are functional for the 

suggested system. Initially, the features of trusted and 

malicious network nodes are extracted. 

4. MODEL CREATION 
Every website, malicious or benign, produces a significant 

amount of data in the field of website analysis. In the past, 

limitations in computing power and analytical methods 

have made it difficult to conduct a thorough analysis of this 

data. However, managing and interpreting huge datasets 

has become much easier thanks to recent developments in 

computer science, data analysis, and machine learning. The 

focus of this paper is on analyzing data generated by 

websites across the internet using supervised machine 

learning techniques. The goal is to develop a predictive 

model that can distinguish between benign and malicious 

websites.  
 

 

 

Figure 1. Particle Swarm Optimization Flowchart 

Confusion matrix: A confusion matrix can be used to 

demonstrate the efficacy of a supervised learning 

classification method. This kind of matrix is depicted in 

Figure 1. The projected class is represented by the 

columns, and the ground truth is represented by the rows.  

The following definition of network intrusion detection 

metrics applies to network intrusion detection [8]. 

True Positive Rate (TPR) or Recall: 𝑇𝑃𝑅 =  

𝑅𝑒𝑐𝑎𝑙𝑙 =   TP/TP+FN 
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Note that in other studies, the terms "Detection Rate" and 

"True Positive Rate," also referred to as "Recall," are 

used interchangeably. Consequently, when comparing the 

findings of this work to those of these other studies, the 

term "Detection Rate," which is interchangeable with 

"True Positive Rate," is used. 

Data understanding 

NSL-KDD It includes information about network 

connections that was gathered from a fictitious network 

setting. This data contains a variety of network traffic-

related characteristics, including source and destination 

addresses, lengths of connections, protocol and service 

types, and more. An enhancement of the KDD'99 dataset 

is the NSL-KDD.  

Intrusion Detection Systems (IDS) are systems that are 

trained on internet traffic record data to identify 

malicious traffic inputs. The standard for contemporary 

internet traffic is the NSL-KDD. indicative of actual 

networks that are in place. 

 

 

Data preparation 

We will clean up and get the data ready for additional 

analysis in this section. The main focus will be on handling 

outliers, incomplete data, and missing values. We need to 

prepare the data we receive for the project because it is 

unfit for analysis. 

But plotting a correlation plot is actually 

clearer 
Understanding a correlation plot involves creating a 

relationship between two variables and determining 

whether it is inversely proportional (less than -0.5), 

proportional (greater than 0.5), or not related at all (near 

zero).  

As adding irrelevant columns will skew or distort the 

model, knowing how the columns correlate will help you 

create a better one.  

This is what we discovered: Features linked to connections 

have a strong correlation (rates).  

Additionally, highly correlated are host-based traffic 

features (dsts). 

 

Missing Data Analysis 

Duration is a crucial column because its indications are 

somewhat significant, but it contains a lot of zeros, and it 

isn't acceptable for the duration to be zero. As a result of 

these outliers, the model runs very slowly.  

We have three options for resolving this: either remove 

every zero row from the duration column, which will result 

in a significant loss of data.  

or, to ensure that the data is not lost, we substitute the 

median or a value that is nearly equal to zero for the zero. 
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Figure : Missing value proportions across the dataset 

 

 

Modeling 

We will begin the modeling phase by doing an exploratory 

analysis of the data. This means that to determine which 

columns are related to the target column, we will utilize 

graphs and charts. We will be able to select the pertinent 

columns for our model as a result. Following the 

completion of the exploratory analysis, a classifier will be 

trained using a range of machine-learning techniques. Here 

are a few algorithms we can attempt: 

Logistic Regression   

Decision Trees   

Random Forest   

Support Vector Machines (SVM)  

Once all models have been trained, we will choose the best 

one using the evaluation method. 

 
 

 
Among the five models we trained, the Random Forest 

algorithm emerged as the most effective. Several reasons 

support this conclusion: Firstly, the logistic regression 

model's reliance on the linear nature of predictor variables 

can be limited by their distributions, potentially 

overlooking non-linear relationships between predictors 

and the target (Sperandei, 2022). Secondly, decision trees, 

the building blocks of random forests, are inherently 

simplistic (Rokach and Maimon, 2018). Additionally, 

support vector machines, another linear model, can struggle 

to establish a single decision boundary in high-dimensional 

spaces (Shihong, Ping, and Peiyi, 2021). Furthermore, 

ensemble methods like random forests have consistently 

exhibited robust performance across various classification 

tasks (Fawagreh, Gaber, and Elyan, 2020). Our best F1 

score on the test set reached 0.78, indicating strong 

performance but leaving room for improvement. Given that 

only 12% of the websites in our dataset were malicious, 

addressing class imbalance through sampling techniques 

could enhance model performance. By oversampling 

malicious websites, the model can better learn patterns 

indicative of malignancy (Guo et al., 2008). Employing 

advanced training algorithms such as gradient boosting 

could also yield further improvements." 

 

 

5. CONCLUSION 

 
To construct a classification model aimed at predicting 

whether a website is malicious, we systematically 

prepared and cleaned a dataset comprising both benign 

and malicious websites. Our analysis indicates that 

machine learning models possess a notable capability to 

discern malicious websites, as demonstrated by the 

detection of ninety out of seventy-five malicious 

websites within the test set. Furthermore, we've 

identified essential characteristics crucial for 
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forecasting the probability of a website's malicious 

nature. Notably, several of these critical features—

including URL length, frequency of special characters, 

geographical origin, and age of the website—are readily 

accessible. We anticipate further improvements in our 

findings by leveraging more intricate models and 

employing sampling strategies to address class 

imbalance. 
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