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Abstract: The introduction of the Bank Verification Number (BVN) in Nigeria marked a significant step in enhancing financial
security, reducing fraud, and improving identity management within the banking sector. Launched in 2014 by the Central Bank of
Nigeria (CBN) in collaboration with the Nigeria Inter-Bank Settlement System (NIBSS), the BVN system assigns unique biometric
identifiers to bank customers, ensuring greater transparency and accountability in financial transactions. While the BVN has improved
identity verification and fraud prevention, it has also raised critical concerns regarding data protection, privacy, and regulatory
oversight. With increasing reliance on digital financial services, the protection of sensitive biometric and personal data has become a
major challenge. As of 2018, Nigeria lacked a comprehensive data protection law, relying on fragmented regulations such as the
Cybercrime Act of 2015 and sectoral guidelines issued by the National Information Technology Development Agency (NITDA). The
absence of a robust legal framework has led to concerns over unauthorized data access, potential misuse of biometric information, and
the absence of clear data governance policies. Comparatively, jurisdictions with well-defined data protection laws, such as the
European Union’s General Data Protection Regulation (GDPR), provide stringent safeguards for biometric data, setting standards that
Nigeria has yet to meet. This paper examines the implementation of the BVN system, its role in financial security, and the challenges
of data protection in Nigeria. It highlights the legal and regulatory gaps in safeguarding biometric data and proposes strategic
recommendations for strengthening data privacy policies, enhancing cybersecurity measures, and aligning Nigeria’s regulatory
framework with global best practices. Strengthening data protection laws will not only improve consumer trust in financial institutions

but also fortify Nigeria’s digital banking ecosystem against cyber threats and identity theft.
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1. INTRODUCTION

1.1 Background of Data Protection

The rise of digital technologies has dramatically transformed
the way data is generated, stored, and utilized across various
sectors. The rapid expansion of the internet, cloud computing,
and big data analytics has increased the volume of personal
and organizational data processed daily. Governments,
corporations, and individuals increasingly rely on digital
platforms to facilitate transactions, communication, and
service delivery, leading to a growing need for robust data
protection mechanisms [1].

Data protection refers to the set of legal, technical, and
organizational measures designed to safeguard personal and
sensitive data from unauthorized access, misuse, or breaches.
It is particularly vital in today’s digital economy, where
cybersecurity threats, data leaks, and identity theft have
become prevalent concerns [2]. The global emphasis on data
security has grown in response to high-profile data breaches,
such as those affecting major corporations and government
agencies, leading to severe financial and reputational damage

3.

Many nations have adopted data protection regulations to
establish  accountability ~frameworks for organizations
handling sensitive information. These laws outline
responsibilities regarding data collection, processing, and
storage, ensuring compliance with established security
protocols [4]. Internationally, data protection laws such as the
European Union’s Data Protection Directive (95/46/EC),
which laid the groundwork for the General Data Protection
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Regulation (GDPR), have significantly influenced global
regulatory standards [5]. However, the effectiveness of these
regulations varies based on enforcement mechanisms and the
level of compliance by organizations. While developed
nations have made substantial progress in securing digital
assets, developing countries, including Nigeria, continue to
face challenges in implementing comprehensive data
protection frameworks [6]. Addressing these gaps is essential
for fostering trust in digital transactions and protecting
individuals’ privacy in an increasingly interconnected world.

One significant milestone in Nigeria’s financial data
protection efforts was the introduction of the Bank
Verification Number (BVN) in 2014. The BVN system,
introduced by the Central Bank of Nigeria (CBN) in
collaboration with the Nigeria Inter-Bank Settlement System
(NIBSS), assigns a unique biometric identifier to every bank
customer [4]. The BVN was implemented to curb financial
fraud, identity theft, and unauthorized access to banking
information, enhancing financial security in Nigeria.
However, while the BVN system has improved identity
verification and fraud prevention, it has also raised critical
concerns regarding data privacy, cybersecurity, and regulatory
oversight in Nigeria [7].

1.2 Evolution of Data Protection Frameworks

The evolution of data protection laws has been shaped by
growing concerns over digital privacy and security. The
European Union was among the first regions to implement a
structured approach with the Data Protection Directive
(95/46/EC), introduced in 1995, which required member
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states to enact laws protecting personal data [7]. This directive
established fundamental principles of data privacy, including
user consent, data minimization, and accountability, setting a
precedent for other nations to follow [8]. However, as digital
threats became more sophisticated, many countries recognized
the need for stronger regulations, prompting the development
of more comprehensive frameworks.

In the United States, data protection laws have largely been
sectoral, with specific regulations such as the Health
Insurance Portability and Accountability Act (HIPAA) for
healthcare and the Gramm-Leach-Bliley Act (GLBA) for
financial institutions [9]. Unlike the EU, which implemented a
unified data protection framework, the U.S. approach has
been fragmented, leading to inconsistencies in enforcement
and compliance [10]. Similarly, in Asia, countries like Japan
and South Korea developed their own data protection laws,
aligning with international standards while addressing region-
specific concerns [11].

Many developing countries had minimal or outdated data
protection regulations, leaving organizations vulnerable to
cyber threats and privacy violations [11]. In Africa, data
protection laws remained largely underdeveloped, with only a
few countries, such as South Africa and Kenya, implementing
structured policies before 2015 [13]. Nigeria, despite its
growing digital economy, lacked a comprehensive data
protection law at the time, relying on fragmented regulations
and industry-specific guidelines [3]. This legal vacuum
exposed businesses and individuals to significant risks,
emphasizing the need for a unified regulatory approach to
safeguard personal data and ensure compliance with
international standards [8].

With the implementation of the BVN system, concerns over
data privacy and security intensified, particularly regarding
biometric data storage, unauthorized access, and data breaches
[9]. The absence of a comprehensive data protection
framework made it difficult to regulate how biometric data
was managed, stored, and shared across financial institutions,
leading to growing apprehension about the security of
personal financial records [6].

1.3 Rationale and Scope of the Study

The need for strong data protection frameworks in Nigeria has
become increasingly critical due to the country’s expanding
digital economy [27]. With the rise of fintech, e-commerce,
and telecommunications, vast amounts of personal and
financial data are being collected, making regulatory oversight
essential [28]. However, Nigeria's data protection landscape
has historically been fragmented, with various sectoral
regulations failing to provide a cohesive legal framework
[29]. The absence of a dedicated data protection law before
2015 led to concerns about data security, regulatory gaps, and
consumer privacy [30].

This study examines Nigeria’s evolving approach to data
protection, with a particular focus on the BVN system and its
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impact on financial data security [31]. It analyzes the
challenges faced before comprehensive regulations were
introduced, such as unclear data governance policies, limited
enforcement mechanisms, and increasing cybersecurity risks
[32]. Additionally, the study provides a comparative analysis
of international best practices and highlights the gaps in
Nigeria’s regulatory landscape [33]. By exploring the
historical context and identifying key obstacles, this study
aims to propose strategic recommendations for strengthening
Nigeria’s data protection framework, particularly in the
financial sector [34].

The scope of this article includes an in-depth analysis of
Nigeria’s pre-2015 regulatory environment, key challenges in
BVN implementation, and the impact of emerging
cybersecurity threats on financial data protection policies [35].
It also examines the role of government agencies, private
sector initiatives, and international collaborations in fostering
a secure digital ecosystem [36]. By drawing insights from
global case studies, this study seeks to provide a roadmap for
improving Nigeria’s data protection infrastructure and
ensuring alignment with evolving international regulations
[37].

Strengthening Nigeria’s data governance is crucial not only
for protecting individuals’ financial rights but also for
enhancing the efficiency of the banking system, attracting
foreign investment, and fostering consumer confidence [38].
With biometric data playing an increasing role in identity
verification, it is imperative to ensure compliance with global
data security standards to mitigate risks associated with
unauthorized access, cyber fraud, and identity theft in the
Nigerian financial sector [39].

2. GLOBAL LANDSCAPE OF DATA
PROTECTION

2.1 Major Data Protection Regulations Worldwide

The evolution of data protection laws across the world has
been driven by the increasing reliance on digital services and
the risks associated with data misuse. Among the earliest and
most influential regulations was the European Union’s Data
Protection Directive (95/46/EC), introduced in 1995. This
directive established a comprehensive framework to govern
data collection, processing, and storage, requiring member
states to enact national laws ensuring compliance [6]. The
directive focused on core principles such as transparency, user
consent, and data minimization, setting the foundation for
modern data protection legislation. However, with the rise of
social media, cloud computing, and cross-border data
transfers, the directive became insufficient in addressing new
privacy challenges [7].

In contrast, the United States has taken a more sectoral
approach to data protection. The Health Insurance Portability
and Accountability Act (HIPAA), enacted in 1996,
established data privacy rules for healthcare providers,
ensuring that patient information remains confidential and
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secure [10]. Similarly, the Gramm-Leach-Bliley Act (GLBA)
governs financial institutions’ handling of customer data,
requiring them to disclose their data-sharing practices and
safeguard sensitive information [11].

2. 2.2 Data Protection in the Financial Sector and BVN
Implementation

As the financial sector increasingly adopts digital banking,
fintech solutions, and biometric verification systems, data
protection has become a key concern. In many economies,
biometric authentication is now used to enhance security and
prevent fraud, necessitating robust data governance policies to
prevent misuse of sensitive information [7]. The Bank
Verification Number (BVN) system in Nigeria, introduced in
2014, represents one such initiative where biometric data is
used for identity verification and fraud prevention in the
banking sector [8].

Internationally, biometric data protection laws vary, with
some jurisdictions imposing strict regulations on the
collection and processing of such data. Under the GDPR,
biometric data is classified as sensitive personal data,
requiring explicit consent and additional safeguards before it
can be processed [9]. In the U.S., the Illlinois Biometric
Information Privacy Act (BIPA) provides one of the strongest
legal protections for biometric data, requiring companies to
obtain informed consent before collecting biometric
identifiers and ensuring data retention limitations [10].

In contrast, Nigeria lacked a comprehensive legal framework
to regulate biometric data processing at the time of BVN
implementation, raising concerns about privacy risks,
potential data breaches, and misuse [11]. The BVN system,
managed by the Nigeria Inter-Bank Settlement System
(NIBSS) and mandated by the Central Bank of Nigeria
(CBN), collects and stores biometric identifiers such as
fingerprints and facial recognition data, linking them to bank
accounts to enhance fraud prevention and identity verification
[12]. While this initiative has significantly reduced identity-
related fraud, concerns remain regarding the security,
accessibility, and governance of BVN data, particularly in the
absence of a dedicated data protection law before 2015 [13].

To further illustrate the diversity of data protection
frameworks.
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Comparative Analysis of Major Data Protection Laws Across Different Regions
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Figure 1 presents a comparative analysis of major data
protection laws across different regions, highlighting key
enforcement mechanisms and challenges.

2.3 Lessons for Developing Nations

For developing nations like Nigeria, adopting international
best practices in data protection is essential to safeguarding
personal data while fostering economic growth. One of the
primary lessons from advanced economies is the need for a
comprehensive, centralized data protection law. The EU’s
shift from the fragmented Data Protection Directive to the
unified GDPR demonstrates the effectiveness of a single,
robust legal framework in ensuring greater compliance and
enforcement [23]. Similarly, South Africa’s Protection of
Personal Information Act (POPIA), modeled after GDPR,
provides a strong foundation for data privacy while
considering local economic and technological realities [24].

A key challenge for developing nations is balancing data
protection with economic development. Countries with
emerging digital economies, such as India and Brazil, have
faced pressure from multinational corporations to relax data
regulations to encourage investment. However, experiences
from these nations suggest that strong data protection laws
can actually enhance investor confidence by reducing risks
associated with data breaches and non-compliance [25].
Nigeria, in particular, can benefit from strengthening its
regulatory framework to attract foreign investments in the
fintech, e-commerce, and digital services sectors [26].
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Another crucial lesson is the importance of public awareness
and corporate accountability. In developed countries, data
protection  regulations include  provisions  requiring
organizations to educate consumers on their data rights and
establish clear procedures for handling personal data. In
contrast, many developing nations lack widespread digital
literacy, making it difficult for individuals to understand their
rights and challenge data misuse [27]. Investing in nationwide
awareness campaigns and mandatory compliance training for
businesses can significantly improve enforcement outcomes
[28].

Additionally, developing nations must strengthen enforcement
mechanisms by ensuring regulatory bodies have sufficient
resources and autonomy. In Kenya, the Office of the Data
Protection Commissioner (ODPC) was established to oversee
compliance, but challenges remain in imposing penalties due
to legal ambiguities and lack of funding [29]. Nigeria’s
regulatory agencies can learn from Kenya’s experience by
ensuring that enforcement mechanisms are clearly defined and
adequately resourced to handle violations effectively [30].

Ultimately, integrating global best practices with localized
solutions tailored to Nigeria’s unique challenges will be key
to creating a sustainable and effective data protection
framework. By strengthening legislation, enhancing
enforcement, and increasing public awareness, Nigeria can
establish a robust data governance system that aligns with
international standards while fostering trust in digital
transactions [31].

3. DATA PROTECTION IN NIGERIA:
EVOLUTION AND CHALLENGES

3.1 Historical Context and Legal Frameworks

Nigeria lacked a dedicated data protection law, relying instead
on a patchwork of regulations to address cybersecurity and
privacy concerns. The country’s legal framework for data
security was primarily driven by the Nigerian
Communications Act (NCA) 2003, which granted the
Nigerian Communications Commission (NCC) oversight over
the telecommunications sector. While the NCA included
provisions on data privacy, it did not establish a clear
enforcement mechanism, leading to weak compliance across
service providers [9].

One of the most significant regulatory developments before
2015 was the Cybercrime (Prohibition, Prevention, etc.) Act
of 2015, enacted to combat cyber threats such as hacking,
identity theft, and online fraud. The Act made provisions for
the protection of critical national information infrastructure
and criminalized the unlawful interception of communications
[10]. However, its primary focus was on cybercrime rather
than comprehensive data privacy, leaving significant gaps in
the regulation of personal data collection, storage, and
processing [11].
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In the financial sector, the Central Bank of Nigeria (CBN)
introduced the Consumer Protection Framework and the
Cashless Policy Guidelines, both of which touched on aspects
of data security. These regulations required financial
institutions to implement measures to protect customer
information and prevent unauthorized transactions. However,
enforcement was inconsistent, and there were no clear
penalties for financial service providers that mishandled
customer data [12].

Additionally, the National ldentity Management Commission
(NIMC) Act of 2007 laid the foundation for collecting and
managing biometric data in Nigeria. It mandated the
registration of citizens and legal residents in a central identity
database, but it did not specify how such data should be
secured or the rights of individuals regarding their personal
information [13]. This lack of clarity left room for data misuse
and potential privacy violations.

By 2015, Nigeria’s approach to data protection remained
fragmented, with various sector-specific regulations failing to
provide a unified framework. The absence of a dedicated Data
Protection Authority (DPA) meant that data security issues
were handled by multiple regulatory agencies, each with
differing enforcement priorities. This regulatory inconsistency
led to weak compliance, limited public awareness, and a
growing risk of cyber fraud and privacy violations [14].

3.2 Key Challenges in Implementation

Despite some legislative efforts, Nigeria faced significant
challenges in enforcing data protection before 2015. One of
the primary issues was the lack of institutional capacity.
Unlike the European Data Protection Authorities (DPAS),
which had well-defined roles and enforcement powers,
Nigeria lacked a centralized body dedicated to overseeing data
privacy regulations [15]. The NCC, CBN, and other sectoral
regulators had some oversight roles, but these were limited in
scope, leaving many data privacy violations unaddressed [16].

Another major challenge was low public awareness and
digital literacy. In 2015, a large percentage of Nigerians
remained unaware of their data privacy rights. Many
consumers provided their personal information to businesses
and government agencies without understanding how it was
stored or used. Additionally, businesses themselves had
minimal knowledge of data protection best practices, leading
to widespread non-compliance with existing regulations [17].

Cybersecurity threats also posed a growing risk to data
protection efforts. Nigeria experienced a rise in online fraud,
identity theft, and data breaches as digital banking, mobile
payments, and e-commerce gained popularity. Cybercriminals
exploited weaknesses in data security infrastructure, targeting
both financial institutions and individual users [18]. Reports
from the Nigeria Inter-Bank Settlement System (NIBSS)
indicated a steady increase in fraud cases involving
unauthorized access to customer accounts, highlighting the
urgent need for stronger data security frameworks [19].
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The regulatory enforcement gap further exacerbated the
problem. While the Cybercrime Act of 2015 imposed
penalties for cyber-related offenses, enforcement was
inconsistent due to bureaucratic inefficiencies and lack of
technical expertise within law enforcement agencies [20]. In
many cases, victims of data breaches had no legal recourse as
businesses were not held accountable for failing to protect
customer information.

Additionally, Nigeria’s growing dependence on foreign digital
platforms raised concerns about cross-border data transfers.
Many multinational corporations operating in Nigeria
processed and stored data outside the country, limiting the
government’s ability to enforce local data protection measures
[21]. Without a dedicated data localization policy, Nigeria
struggled to ensure that personal information collected within
its borders was protected under strict privacy regulations.

By 2015, the country had made progress in addressing
cybersecurity concerns, but data protection remained an
overlooked issue. While the Cybercrime Act provided a
foundation for future regulations, Nigeria had yet to develop a
comprehensive national data protection framework, leaving
individuals and businesses vulnerable to data breaches,
privacy violations, and cyber fraud [22].

3.3 Sectoral Analysis of Data Protection

Data protection challenges before 2015 varied significantly
across sectors, with financial services, telecommunications,
and government agencies facing distinct compliance issues.

Financial Sector (Fintech and Banking)

The financial sector was among the most affected by weak
data protection laws before 2015. With the rise of mobile
banking, fintech solutions, and digital transactions, financial
institutions collected and processed large volumes of sensitive
customer data. However, weak enforcement of data security
guidelines led to frequent fraud cases and unauthorized access
to personal information [23].

The CBN’s Consumer Protection Framework mandated banks
to implement security measures, but compliance was
inconsistent. Many financial service providers lacked robust
encryption technologies, leaving customer data exposed to
cybercriminals [24]. Additionally, fraudulent transactions and
phishing scams became widespread, with many customers
falling victim to identity theft due to inadequate cybersecurity
measures [25].

Telecommunications and E-Commerce

In the telecommunications sector, data privacy concerns were
largely unaddressed before 2015. Telecom providers collected
and stored customer call records, location data, and personal
information, but regulatory oversight was weak. The NCC
attempted to introduce privacy guidelines, yet enforcement
remained limited due to inadequate monitoring mechanisms
[26].
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The e-commerce industry, which was still emerging in
Nigeria at the time, also faced data security vulnerabilities.
Online payment platforms and digital merchants often failed
to implement adequate security measures, exposing customer
data to fraudsters. Many businesses stored user information
without encryption, making personal data easily accessible to
hackers [27]. The lack of clear e-commerce regulations further
compounded these issues, as consumer protection laws did not
specifically address online data security [28].

Government Data Handling and National Security Risks

Government agencies managed vast amounts of personal data
through national programs such as the National Identity
Number (NIN) system, voter registration databases, and
health records. However, before 2015, there were no
standardized guidelines for securing government-held
personal information [29].

Reports of data mismanagement and unauthorized access
within public institutions raised concerns about national
security risks. Poorly secured databases left citizens’ personal
information vulnerable to leaks and cyber espionage [30]. The
NIMC, tasked with handling biometric identity records, faced
several allegations of data breaches, with reports suggesting
that sensitive information was being accessed by unauthorized
third parties [31].

Table 1: Sector-wise Challenges and Compliance Status in
Nigeria (Pre-2015)

. ||Compliance
Key Data Protection P
Sector Challenaes Status  (Pre-
g 2015)
Cyber fraud, weak
ncryption
Financial Services ene yptq ' Low
unauthorized access
to personal data
Poor data security
L olicies, lack of
Telecommunications P . Very Low
consumer privacy
laws
No standard
regulations weak
E-Commerce g ' . ||Very Low
consumer protection,
online fraud
Insecure national
Government databases, identity Verv Low
Agencies theft, lack of y
encryption
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By 2015, Nigeria had no comprehensive data protection law,
relying instead on fragmented regulations that failed to
provide adequate privacy safeguards. The financial sector,
telecommunications industry, e-commerce platforms, and
government institutions all faced significant data security
challenges. Weak enforcement mechanisms, rising cyber
fraud, and limited public awareness further exacerbated
Nigeria’s data protection vulnerabilities. While the
Cybercrime Act of 2015 was a step toward addressing
cybersecurity  concerns, comprehensive data  privacy
regulations were still lacking, leaving Nigerian citizens at risk
of data exploitation and digital fraud.

4. NIGERIAN DATA PROTECTION
REGULATION (NDPR) AND ITS
IMPACT

4.1 Overview of Data Protection Efforts Before NDPR

Nigeria lacked a comprehensive data protection law, leaving
businesses, government agencies, and individuals vulnerable
to data misuse, breaches, and cyber threats. The country’s
legal landscape primarily consisted of sectoral and
cybersecurity-focused regulations, none of which adequately
addressed personal data protection. The absence of a
dedicated Data Protection Authority (DPA) further
complicated enforcement and compliance efforts [13].

One of the most relevant regulatory instruments at the time
was the Cybercrime (Prohibition, Prevention, etc.) Act of
2015, which focused on preventing cybercrimes, hacking, and
identity theft. While the Act included provisions on data
interception and unauthorized access, it did not
comprehensively address personal data processing, consent, or
individual privacy rights [14].

Additionally, the Nigerian Communications Commission
(NCC) Act of 2003 granted the NCC some oversight over
telecommunications data privacy. However, compliance was
inconsistent, and telecom companies were not legally required
to obtain explicit user consent before collecting or processing
personal data [15]. Similarly, the Central Bank of Nigeria
(CBN) issued several consumer protection guidelines, but
these were primarily aimed at preventing fraud in electronic
transactions, rather than establishing a legal framework for
personal data protection [16].

Another critical initiative before 2015 was the National
Identity Management Commission (NIMC) Act of 2007,
which mandated the collection of biometric and demographic
data for Nigeria’s National Identity Number (NIN) system.
However, this legislation lacked clear provisions on how
personal data should be stored, accessed, and protected,
leading to concerns about unauthorized access and data
misuse [17].

The lack of a unified legal framework meant that various
sectors implemented inconsistent data protection practices,
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with many organizations failing to secure consumer data
properly. As a result, data breaches, financial fraud, and
identity theft increased in Nigeria between 2010 and 2015,
further emphasizing the urgent need for a national data
protection regulation [18].

4.2 Successes and Shortcomings of Pre-2015 Data
Protection Efforts

Despite the absence of a dedicated data protection law, certain
efforts were made to improve data security and privacy
awareness before 2015. The financial sector, in particular,
introduced various measures to protect customer information,
driven by CBN’s regulatory requirements. Major banks such
as First Bank, Access Bank, and GTBank began implementing
stronger encryption protocols and fraud detection systems to
protect consumer financial data [19].

Additionally, telecommunications companies took steps to
improve data security practices, especially following multiple
cases of SIM card fraud and unauthorized access to customer
data. MTN Nigeria and Airtel introduced two-factor
authentication (2FA) and SIM registration policies, which
improved security for mobile transactions [20].

However, these initiatives were limited in scope, and Nigeria
still faced significant shortcomings in data protection before
2015. One of the primary issues was weak enforcement
mechanisms. Most organizations did not face penalties for
failing to secure customer data, and regulatory agencies
lacked the resources and authority to ensure compliance [21].

Another major challenge was low public awareness of data
privacy rights. Many Nigerians were unaware of how their
personal data was collected and used by businesses and
government agencies. A 2014 consumer survey found that
over 65% of Nigerians had never read a privacy policy, and
most individuals did not know how to report data breaches
[22].

Cybersecurity threats also posed a growing risk to data
protection. Between 2012 and 2015, Nigeria saw a sharp rise
in cyber fraud, identity theft, and unauthorized online
transactions. The Nigeria Inter-Bank Settlement System
(NIBSS) reported a 30% increase in digital fraud cases, with
many breaches resulting from poorly secured data storage
systems [23].

Moreover, government data handling remained a major
concern. Several reports highlighted leaks of voter registration
data and national identity records, raising fears about privacy
violations and unauthorized third-party access [24]. The lack
of legal accountability meant that government institutions
were rarely held responsible for data breaches.

By 2015, it was evident that Nigeria needed a comprehensive
data protection law that would align with global best practices
and establish clear regulatory guidelines for businesses,
government agencies, and data processors [25].
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4.3 Comparison of Nigeria’s Pre-2015 Data Protection
Efforts with International Standards

Nigeria’s data protection efforts were significantly weaker
than global best practices. Countries such as the European
Union (EU), United States (U.S.), and South Africa had
already implemented comprehensive data protection laws,
while Nigeria relied on sectoral regulations with limited
enforcement [26].

The European Union’s Data Protection Directive (95/46/EC),
which served as a precursor to GDPR, mandated that
organizations obtain explicit user consent before collecting
personal data and imposed strict penalties for non-compliance.
In contrast, Nigeria lacked a centralized legal framework,
allowing widespread data misuse without legal consequences
[27].

Similarly, the U.S. had sector-specific regulations such as the
Health Insurance Portability and Accountability Act (HIPAA)
for healthcare data and the Gramm-Leach-Bliley Act (GLBA)
for financial institutions, ensuring stronger enforcement in
critical sectors. However, Nigeria’s financial data protection
efforts were still largely voluntary, with many banks failing to
implement robust security measures [28].

In Africa, South Africa’s Protection of Personal Information
Act (POPIA) was enacted in 2013 to establish comprehensive
data privacy laws. POPIA required organizations to process
personal data lawfully and transparently, providing stronger
consumer rights than any existing Nigerian law at the time
[29].

Table 2: Comparison of Nigeria’s Pre-2015 Data Protection
Framework with International Standards

EU (Data South
L . ||U.S. B
Feature Nigeria Protectio (Sectoral Africa
(Pre-2015)|[n Approach) (POPIA
Directive) PP 2013)
awareness |land erase||changes in||data
personal (|certain processing
data industries
Heavy .
Weak fines  for||Industry- Fines for
Penalty - non-
enforceme (|non- specific .
Structure . . complianc
nt complianc||penalties
e
N M . M
Data 0 . andator Varies by andatory
requiremen|ly breach breach
Breach . ||sector and .
... |It  before||notificatio notificatio
Notification state
2015 n n
Cross- Strict Sector- Ic_rlon;;t_ed
Border No  clear|ftransfer |[based
- L border
Data policies limitation ||transfer
data
Transfers s rules
transfers

EU (Data South
L . ||U.S. .
Feature Nigeria Protectio (Sectoral Africa
(Pre-2015)(|n Approach) (POPIA
Directive) PP 2013)
Cybercrim ||Data Protection
. |[HIPAA, of
. Act|[Protection
Primary N GLBA, Personal
Law (2015), Directive various Informatio
NIMC Act||(95/46/EC
(2007) ) state laws ||n Act
(POPIA)
Federal

National ||Trade

DPAs in||Commissio N

each EU|n (FTC),
Regulator

country  [|state

agencies

Enforceme ||No Informatio
nt dedicated

Authority |[DPA

Right to||Right  to||Full rights
access, access and|[over
rectify, request personal

User Rights ||Limited
consumer
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By 2015, Nigeria’s data protection efforts lagged behind
international standards, creating significant compliance gaps
for organizations operating within the country. The absence of
strong enforcement mechanisms, public awareness, and legal
accountability made data security a growing concern,
ultimately leading to increased calls for a dedicated data
protection framework [30].

Up until 2015, Nigeria did not have a unified data protection
law, relying instead on sectoral regulations with weak
enforcement mechanisms. While the Cybercrime Act of 2015
attempted to address cybersecurity threats, it failed to provide
a comprehensive framework for personal data protection.
Efforts in the financial sector, telecommunications, and
government agencies remained inconsistent, leading to
frequent data breaches and rising cybersecurity risks.

Compared to global data protection laws, Nigeria’s pre-2015
legal framework was underdeveloped, with no dedicated
enforcement authority and weak penalties for non-
compliance. The lack of public awareness, weak cybersecurity
infrastructure, and legal gaps made it clear that Nigeria
needed a stronger regulatory framework to protect personal
data and align with international best practices.

5. CYBERSECURITY AND DATA
PROTECTION IN NIGERIA

5.1 Cybersecurity Threats Affecting Data Protection
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Cyberattacks targeting Nigerian businesses, government
institutions, and individuals were on the rise, driven by the
rapid adoption of digital financial services and internet-based
transactions. The absence of strong cybersecurity
infrastructure left personal and corporate data vulnerable to
breaches, identity theft, and online fraud [19].

One of the primary threats to data protection in Nigeria during
this period was financial cybercrime, which targeted banks,
fintech companies, and online payment platforms.
Cybercriminals exploited weak encryption systems and
inadequate fraud detection mechanisms to gain unauthorized
access to customer accounts [20]. Fraudulent online
transactions, phishing schemes, and malware attacks became
more common, affecting both individuals and businesses. A
report by the Nigeria Inter-Bank Settlement System (NIBSS)
highlighted that fraudulent electronic transactions in Nigeria
surged between 2012 and 2014, leading to substantial
financial losses [21].

Another major concern was data breaches involving
government and private sector organizations. Multiple cases
of unauthorized access to sensitive databases were reported,
exposing citizens’ personal information to misuse. For
instance, in 2013, cybercriminals gained access to the
National Identity Management Commission (NIMC) database,
raising concerns about poor data security measures in
government agencies [22]. Similarly, telecom service
providers faced SIM card registration data breaches, where
personal customer information was compromised due to weak
internal controls and third-party vulnerabilities [23].

The rise of cyber espionage and politically motivated attacks
also posed a significant threat. Hacktivist groups and state-
sponsored attackers targeted Nigerian government institutions,
stealing sensitive documents and disrupting online services. A
notable case was the 2014 cyberattack on the Independent
National Electoral Commission (INEC) website, allegedly
carried out by hackers aiming to manipulate voter data and
influence elections [24]. These incidents underscored the
urgent need for stronger cybersecurity policies to protect
national security and public trust in digital platforms.

By 2015, Nigeria had become one of the top targets for
cybercriminal activities in Africa, with financial institutions
and government agencies bearing the brunt of attacks. The
country’s limited ability to detect, prevent, and respond to
cyber threats exacerbated the problem, highlighting the need
for a comprehensive national cybersecurity strategy [25].

5.2 Role of Government and Private Sector in
Cybersecurity

Recognizing the rising cyber threats, the Nigerian government
took steps to strengthen cybersecurity regulations and data
protection frameworks. The Cybercrime (Prohibition,
Prevention, etc.) Act of 2015 was introduced as Nigeria’s first
attempt to criminalize cyber offenses, impose penalties for
data breaches, and protect critical information infrastructure

www.ijcat.com

[26]. The Act provided a legal basis for prosecuting
cybercriminals, but implementation remained weak due to
resource constraints and enforcement challenges [27].

Another major government initiative was the establishment of
the National Information Technology Development Agency
(NITDA), which was tasked with formulating IT policies and
regulating data protection. NITDA issued guidelines on
information security management for businesses and
government institutions, emphasizing the need for strong data
security measures [28]. However, compliance was largely
voluntary, limiting the agency’s ability to enforce
cybersecurity best practices across industries.

The Nigerian Communications Commission (NCC) also
played a critical role in cybersecurity regulation. In response
to increasing cyber threats, the NCC introduced consumer
protection guidelines requiring telecom operators to secure
customer data and implement fraud detection mechanisms
[29]. Despite these efforts, the enforcement of cybersecurity
regulations remained inconsistent, with many service
providers failing to comply with data security standards due to
weak penalties and oversight [30].

The private sector also made contributions to improving
cybersecurity in Nigeria, particularly within the banking and
fintech industries. In response to rising fraud cases, banks
invested in multi-factor authentication (MFA), biometric
verification, and fraud detection systems to enhance security
[31]. Some leading financial institutions collaborated with
cybersecurity firms to develop risk management solutions
aimed at detecting suspicious activities in real time [32].

International organizations also played a role in enhancing
Nigeria’s cybersecurity landscape. The Central Bank of
Nigeria (CBN) worked with global financial regulators to
improve cybersecurity frameworks for electronic transactions.
Additionally,  collaborations  with  the International
Telecommunication Union (ITU) and the Economic
Community of West African States (ECOWAS) facilitated
knowledge-sharing on cyber risk management and data
security best practices [33].

Despite these initiatives, Nigeria’s cybersecurity landscape
before 2015 remained underdeveloped, with low awareness,
weak enforcement mechanisms, and limited technical
expertise acting as major barriers to achieving robust data
protection. Without a dedicated cybersecurity agency,
enforcement efforts were fragmented, leaving businesses and
individuals vulnerable to cyberattacks and data breaches [34].

5.3 Technological Measures for Data Protection

To mitigate cybersecurity threats and enhance data protection,
several technological solutions were introduced in Nigeria
before 2015. However, the adoption of advanced security
measures remained slow, particularly among small and
medium-sized enterprises (SMEs) and government agencies
[35].
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One of the most critical technological solutions for data
protection was encryption. Banks, fintech firms, and
multinational corporations invested in encryption technologies
to protect sensitive customer information. However, many
businesses in Nigeria still relied on outdated encryption
protocols, making them susceptible to man-in-the-middle
(MITM) attacks and data interception [36].

Another emerging data security measure was secure cloud
storage. Some Nigerian companies and financial institutions
migrated their data to secure cloud-based platforms to reduce
the risk of physical data breaches. However, concerns about
data sovereignty and lack of local cloud infrastructure
hindered the widespread adoption of cloud storage solutions
before 2015 [37]. Many organizations still stored sensitive
data on poorly secured local servers, increasing their
vulnerability to cyberattacks and unauthorized access [38].

Artificial Intelligence (Al)-driven security solutions were
beginning to gain traction globally, but in Nigeria, Al
adoption for cybersecurity was still in its infancy. Large
multinational corporations operating in Nigeria deployed Al-
based fraud detection systems to identify anomalies in digital
transactions, but local businesses lacked the expertise and
financial resources to implement Al-driven security
frameworks [39].

By 2015, Nigeria had not yet developed a comprehensive
strategy for adopting advanced cybersecurity technologies,
leaving many businesses and government agencies exposed to
data security risks.

Fgura 2: Technology Solutiors Enhancing Data Protaction {Pre-2015}

Figure 2: Technology Solutions Enhancing Data Protection
(Pre-2015)

Nigeria faced a growing cybersecurity crisis, with financial
institutions, government agencies, and private sector
organizations experiencing increasing cyberattacks and data
breaches. Despite efforts by the government (Cybercrime Act,
NITDA, NCC regulations) and the private sector (fraud
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detection systems, encryption technologies), cybersecurity
enforcement remained weak due to low awareness, poor
regulatory oversight, and limited technical expertise.
Technological solutions such as encryption, cloud storage,
and Al-driven security were available but adoption was slow,
leaving critical sectors vulnerable to cyber threats.
Strengthening cybersecurity policies, enforcement
mechanisms, and technology adoption was essential to
enhancing data protection in Nigeria’s digital economy before
2015.

6. COMPARATIVE ANALYSIS:
NIGERIAVS. OTHER COUNTRIES

6.1 Case Study of Data Protection in Emerging Economies

Emerging economies were at different stages of developing
their data protection frameworks. While some countries had
implemented comprehensive data privacy laws, others,
including Nigeria, still relied on fragmented regulations with
weak enforcement mechanisms [22]. Examining data
protection frameworks in India and South Africa provides
insights into best practices and challenges faced by nations
with similar economic and technological landscapes.

India’s Data Protection Framework

India had a sectoral approach to data protection rather than a
unified regulatory framework. The primary legal instrument
governing data privacy was the Information Technology (IT)
Act of 2000, specifically Section 43A, which imposed liability
on corporations for negligence in handling sensitive personal
data [23]. The Information Technology (Reasonable Security
Practices and Procedures and Sensitive Personal Data or
Information) Rules, 2011, commonly known as the IT Rules,
provided additional guidance on data collection, processing,
and security requirements for businesses [24].

Despite these regulations, several challenges remained. The
IT Rules lacked strong enforcement mechanisms, and
compliance was largely self-regulated, making it difficult for
authorities to ensure adherence across industries.
Additionally, the law did not impose strict penalties for data
breaches, which led to corporate negligence in data security
practices [25]. Another key issue was the absence of a
dedicated Data Protection Authority (DPA), leaving data
protection matters under the jurisdiction of multiple agencies
with overlapping roles [26].

South Africa’s POPIA Legislation

In contrast to India, South Africa introduced a comprehensive
data protection framework before 2015 through the Protection
of Personal Information Act (POPIA), signed into law in
2013. POPIA was modeled after the European Union’s Data
Protection Directive (95/46/EC) and aimed to align South
Africa’s data privacy standards with international best
practices [27].
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POPIA established strict data processing regulations,
including requirements for lawful data collection, user
consent, and secure data storage. It also created an
independent regulatory body, the Information Regulator,
responsible for enforcing compliance and penalizing
violations [28]. Unlike India’s IT Rules, which lacked strong
enforcement mechanisms, POPIA granted the Information
Regulator the authority to issue fines and take legal action
against non-compliant entities [29].

However, implementation challenges remained. Many
businesses, particularly small and medium-sized enterprises
(SMEs), struggled to comply due to the high cost of
implementing data security measures. Additionally, public
awareness of data protection rights was low, making it
difficult for individuals to hold organizations accountable for
privacy violations [30].

Both India and South Africa’s experiences demonstrate the
importance of clear regulatory frameworks, strong
enforcement mechanisms, and public awareness in achieving
effective data protection. While India relied on a fragmented
approach with weak enforcement, South Africa’s POPIA
provided a more structured framework but faced challenges in
practical implementation.

6.2 Identifying Gaps in Nigeria’s Regulatory Framework

Nigeria’s data protection landscape was significantly weaker
than those of India and South Africa. The country lacked a
comprehensive data protection law, relying instead on sectoral
regulations that provided limited oversight [31]. Key gaps in
Nigeria’s regulatory framework can be identified by
comparing it with India’s IT Rules and South Africa’s POPIA
legislation.

One of the biggest gaps was the absence of a dedicated Data
Protection  Authority (DPA). While South Africa’s
Information Regulator had the authority to enforce POPIA,
and India’s IT Act mandated corporate accountability, Nigeria
lacked a centralized agency to oversee data privacy
compliance [32]. Instead, data protection responsibilities were
split across multiple regulators, including the Nigerian
Communications Commission (NCC) and the Central Bank of
Nigeria (CBN), leading to inconsistent enforcement and
regulatory overlaps [33].

Another key weakness was the lack of legal provisions for
user consent and data processing limitations. In South Africa,
POPIA required businesses to obtain explicit consent before
collecting personal data. In contrast, Nigeria had no law
mandating user consent, meaning organizations could collect
and process personal information without clear legal
restrictions [34]. This gap exposed Nigerian citizens to
unauthorized data collection and increased privacy risks.

Additionally, Nigeria did not have clear penalties for data
breaches before 2015. While India’s IT Rules imposed
liability on corporations for mishandling personal data, and
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South Africa’s POPIA included strict enforcement measures,
Nigerian laws lacked strong punitive measures against
organizations that failed to protect user data [35]. This
regulatory gap allowed businesses to operate without
accountability, contributing to high rates of data misuse and
cyber fraud.

Nigeria also faced serious cybersecurity challenges due to
poor enforcement of existing data protection measures. Unlike
South Africa, which had begun implementing nationwide
cybersecurity policies to support POPIA, Nigeria had no
coordinated strategy for managing cyber threats before 2015
[36]. Although the Cybercrime Act of 2015 introduced
penalties for cyber-related offenses, its enforcement remained
weak, and most organizations had inadequate security
protocols [37].

Another critical challenge was public awareness and corporate
compliance. Before 2015, many Nigerian businesses lacked a
clear understanding of data protection best practices. Unlike
South Africa, where POPIA included awareness campaigns to
educate businesses and consumers, Nigeria had no formal
programs to promote digital privacy awareness [38]. The low
level of digital literacy in Nigeria further exacerbated the
issue, as many individuals did not understand their rights
regarding personal data protection [39].

Table 3: Key Gaps in Nigeria’s Data Protection Framework
Compared to Global Standards (Pre-2015)

L . South  Afri
Regulatory Nigeria (Pre-|[India  (Pre- ou rica
Feature 2015 2015 (Pre-2015,
) ) POPIA)
Dedicated Data No Information
Protection . No dedicated|(Regulator
. centralized .
Authority DPA DPA established
(DPA) under POPIA
Limited -
. . Explicitly
Legal Basis for . provisions .
Not required required under
User Consent under IT|
POPIA
Rules
Weak, Self- Strong
Enforcement  |[inconsistent ||regulated, penalties  for
Mechanisms across limited non-
sectors enforcement ||compliance
. Lack of Coordinated
gtyrsfersecurlty national zra?cr;irrl]ted with  POPIA
9y strategy op enforcement
Public Minimal L|m_|ted Structured
Awareness awareness  ||business public
Campaigns programs compliance education
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South  Africa

POPIA)
efforts

Corporations ||Strict
liable  under||penalties  for
IT Act violations

Data  Breach|[No specific
Penalties penalties

Nigeria’s data protection landscape lagged behind other
emerging economies, lacking a dedicated regulatory authority,
strong enforcement mechanisms, and user consent
requirements. Comparisons with India and South Africa
highlight key lessons for Nigeria, including the need for a
unified data protection law, a centralized enforcement agency,
and clearer penalties for non-compliance. While India’s
fragmented approach limited enforcement effectiveness,
South Africa’s POPIA provided a more structured framework
with better enforcement, but faced compliance challenges.
Nigeria’s lack of legal protections, cybersecurity strategy, and
public awareness programs placed it at a higher risk of data
breaches and cyber fraud. Addressing these gaps was essential
to ensuring stronger data governance and aligning Nigeria
with international best practices.

7. STRATEGIC RECOMMENDATIONS
FOR STRENGTHENING DATA
PROTECTION

7.1 Policy Recommendations for Strengthening NDPR

Nigeria lacked a comprehensive data protection framework,
leaving regulatory oversight weak and enforcement
inconsistent. ~ Strengthening policies to ensure greater
accountability, stricter compliance measures, and improved
enforcement mechanisms was critical to enhancing Nigeria’s
data security landscape [25].

Enhancing Regulatory Oversight

One of the major shortcomings of Nigeria’s pre-2015 data
protection landscape was the absence of a centralized
enforcement authority. Unlike countries with dedicated Data
Protection Authorities (DPASs), Nigeria relied on sectoral
regulators such as the Nigerian Communications Commission
(NCC) and the Central Bank of Nigeria (CBN) to oversee data
security in their respective industries. This approach resulted
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in  regulatory fragmentation and weak compliance
enforcement [26].

A key policy recommendation was the creation of an
independent Data Protection Authority (DPA) with full legal
and administrative powers to enforce compliance across all
industries. This body would be responsible for conducting
audits, investigating data breaches, and ensuring that
businesses and government institutions adhered to data
security regulations. Countries like South Africa, which
established the Information Regulator under the Protection of
Personal Information Act (POPIA), demonstrated the
effectiveness of having a dedicated regulatory authority to
oversee data protection efforts [27].

Strengthening Penalties for Non-Compliance

Another major gap in Nigeria’s data protection policies before
2015 was the lack of strict penalties for organizations that
failed to implement proper data security measures. Unlike the
European Union’s Data Protection Directive (95/46/EC),
which allowed member states to impose significant fines for
data breaches, Nigerian laws at the time did not outline clear
punitive measures for non-compliance [28].

A crucial recommendation was to establish well-defined
financial penalties and legal consequences for data breaches.
Organizations that failed to implement adequate security
measures or misused customer data should be subject to
significant fines proportional to the size and severity of the
breach. South Africa’s POPIA imposed fines of up to ZAR 10
million ($650,000) for violations, providing a strong deterrent
against negligence [29].

Additionally, criminal liability for willful data privacy
violations should be introduced, ensuring that executives and
decision-makers are held accountable for failing to protect
personal information. This would encourage corporate
responsibility and investment in stronger cybersecurity
frameworks [30].

7.2 Capacity Building and Public Awareness

Beyond policy reforms, capacity building and public
awareness initiatives were essential for improving data
protection compliance in Nigeria before 2015. Many
businesses, especially small and medium-sized enterprises
(SMEs), lacked the knowledge and resources to implement
data security measures. Similarly, citizens remained largely
unaware of their data privacy rights, making them vulnerable
to data exploitation and identity theft [31].

Training Initiatives for Organizations and Government
Bodies

A critical recommendation was the implementation of
mandatory cybersecurity training programs for businesses,
financial institutions, and government agencies. Regulatory
bodies such as NITDA, NCC, and CBN should have partnered
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with cybersecurity experts to develop workshops, compliance
guidelines, and online training programs [32].

Several countries had successfully implemented mandatory
compliance training programs. For example, India’s IT sector
required companies handling sensitive data to conduct
employee training on cybersecurity best practices. This
approach could have been replicated in Nigeria to improve
compliance levels and reduce risks associated with poor data
management [33].

Digital Literacy Programs for Citizens

Public awareness campaigns were also critical in
strengthening data protection efforts. Many Nigerians before
2015 unknowingly shared personal data with businesses,
financial institutions, and telecommunications providers
without understanding the risks. A lack of awareness about
fraudulent schemes, phishing attacks, and identity theft further
exacerbated the issue [34].

Governments in countries such as South Africa and Brazil
launched large-scale public education initiatives to inform
citizens about their data rights. Nigeria could have
implemented similar nationwide digital literacy campaigns
through television, radio, social media, and educational
institutions [35].

By increasing public knowledge of data privacy risks and
consumer rights, citizens would have been better equipped to
demand stronger protections and hold businesses accountable
for data mismanagement.

7.3 Enhancing Data Protection Infrastructure

To effectively strengthen data security, investment in
cybersecurity technology and adoption of emerging
technologies such as blockchain were essential. Before 2015,
many Nigerian organizations relied on outdated security
frameworks, making them vulnerable to cyberattacks [36].

Investment in Cybersecurity Technology

One of the biggest gaps in Nigeria’s data protection
infrastructure was the lack of advanced cybersecurity
measures among government institutions and businesses.
Many organizations failed to implement encryption, multi-
factor authentication (MFA), and intrusion detection systems,
leaving sensitive data exposed [37].

A key recommendation was government-led investment in
cybersecurity infrastructure, particularly in critical sectors
such as banking, healthcare, and telecommunications.
Internationally, countries like India and Singapore had already
begun adopting Al-driven fraud detection and risk assessment
tools to protect financial data, demonstrating the importance
of proactive cybersecurity investments [38].

Role of Emerging Technologies Like Blockchain
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Emerging technologies such as blockchain presented an
opportunity for enhanced data security. Blockchain’s
decentralized architecture could have been leveraged for
secure identity management, fraud prevention, and tamper-
proof digital records [39].

For example, Estonia successfully implemented blockchain-
based government databases, ensuring secure access to
citizens’ personal information. Nigeria could have explored
pilot blockchain projects in sectors such as e-governance and
financial services to enhance data security and transparency
[40].

Aoadmap for Strengthening Nigeria's Data Protection infrastructure (Pre-2015)

of 1-10)
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Figure 3: Roadmap for Strengthening Nigeria’s Data
Protection Infrastructure (Pre-2015)

8. FUTURE OUTLOOK AND
EMERGING TRENDS

8.1 The Future of Data Protection in Nigeria

Nigeria’s data protection framework was fragmented and
lacked a strong regulatory structure, leaving individuals and
businesses wvulnerable to data breaches, cyber fraud, and
privacy violations. However, with the increasing digitization
of financial services, telecommunications, and e-commerce, it
was evident that Nigeria needed a dedicated legal framework
for data security [28].

Predicted Regulatory Advancements

Several global trends pointed towards the need for Nigeria to
establish a comprehensive data protection law. Countries such
as South Africa, India, and Brazil had already developed
structured legal frameworks, setting examples that Nigeria
could follow [29]. The introduction of the Cybercrime Act in
2015 was a step toward criminalizing cyber-related offenses,
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but it was insufficient in addressing personal data protection
concerns [30].

Experts predicted that Nigeria would eventually adopt a
national data protection law, modeled after global best
practices like the European Union’s GDPR and South Africa’s
POPIA. The creation of a dedicated Data Protection Authority
(DPA) was also anticipated, ensuring that compliance and
enforcement mechanisms were centralized and more effective
[31]. This shift would bring greater accountability to
businesses handling personal data and establish clear penalties
for non-compliance.

Expected Challenges and Mitigation Strategies

Despite these expected advancements, several challenges
remained. One of the biggest obstacles was weak enforcement
mechanisms, as seen in the inconsistent implementation of
cybersecurity policies before 2015. Regulatory bodies such as
NITDA and NCC lacked sufficient resources to monitor
compliance effectively [32]. Addressing this issue required
significant investment in enforcement infrastructure and
capacity-building programs.

Another major challenge was corporate resistance to
regulatory compliance. Many businesses viewed data
protection requirements as an operational burden, particularly
small and medium-sized enterprises (SMEs) with limited
financial and technical resources [33]. To mitigate this, the
government needed to introduce tax incentives and financial
support programs to encourage businesses to adopt data
security best practices.

Furthermore, low public awareness of data privacy rights
meant that citizens did not actively demand stronger
protections. The lack of digital literacy programs before 2015
contributed to widespread data exploitation, as users freely
shared personal information with companies without
understanding the risks [34]. Investing in nationwide digital
literacy initiatives was essential to building a privacy-
conscious society.

8.2 The Role of Al and Big Data in Data Protection

With the global rise of Artificial Intelligence (Al) and Big
Data, discussions on their implications for data security and
privacy were gaining momentum before 2015. These
technologies offered both opportunities and risks, particularly
for emerging economies like Nigeria, where digital
transformation was accelerating [35].

Opportunities of Al-Driven Data Governance

Al had the potential to enhance data security by automating
threat detection, improving fraud prevention mechanisms, and
streamlining compliance monitoring. Financial institutions
and cybersecurity firms in developed economies were already
leveraging Al to identify suspicious activities in real-time and
predict cyber threats before they occurred [36].
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For Nigeria, Al-driven risk assessment models could have
strengthened ~ cybersecurity  defenses  in  banking,
telecommunications, and e-commerce. Machine learning
algorithms could analyze transaction patterns to detect
fraudulent activities, reducing the incidence of online fraud
[37]. Additionally, Al could have improved data governance
frameworks by automating compliance reporting, making it
easier for businesses to adhere to regulatory requirements.

Risks of Al in Data Protection

However, the implementation of Al-driven data governance
also posed risks. One of the biggest concerns was bias in Al
algorithms, which could lead to wunfair treatment of
individuals in areas such as credit scoring and identity
verification [38]. Additionally, the use of Big Data analytics
for targeted advertising and consumer profiling raised ethical
concerns, particularly regarding informed consent and data
misuse.

Without clear data protection laws, businesses in Nigeria
could potentially exploit personal information without
restrictions, leading to privacy violations. Al also introduced
challenges related to data ownership and accountability, as it
was unclear who should be held responsible when Al systems
mishandled personal data [39].
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To address these risks, Figure 4 outlines the impact of Al on
data protection policies, illustrating how Al-driven security
solutions could be integrated into Nigeria’s regulatory
framework.

Figure 4: The Impact of Al on Data Protection Policies
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Final Model for an Ideal Data Protection Framework for
Nigeria

To mitigate these challenges and build a robust data security
system, Nigeria needed an integrated data protection
framework that balanced regulatory oversight, corporate
responsibility, and technological advancements.

Table 4: Final Model of an Ideal Data Protection Framework
for Nigeria (Pre-2015)

— Expected

Component Description XP
Impact
Dedicated  Data Estabh.s hes 2 Stronger
- centralized body for
Protection enforcin data regulatory
Authority (DPA) . g oversight
security laws

Mandatory Al{|Introduces legal||Reduces risks of

and Big Dataf|guidelines for Al-|jalgorithmic bias

Regulations based data governance||and misuse
. Incr
. Educates citizens on creases
Public Awareness . . demand for
Campaigns data privacy - rights stronger privac
paig and risks g_ P y
protections
Provides financial and
Corporate Encourages

. tax  benefits  for
Incentives for . . ||voluntary
businesses  adopting

Compliance data security measures compliance
Uses machine
Al-Powered learning for fraud||Strengthens data
Cybersecurity detection and||security
Infrastructure automated threat||resilience
response

9. CONCLUSION

9.1 Summary of Key Findings

Nigeria faced significant challenges in establishing a
comprehensive data protection framework. The absence of a
dedicated data protection law meant that businesses,
government agencies, and financial institutions handled
personal data without clear legal obligations or strict
enforcement measures. Instead, Nigeria relied on fragmented
regulations, such as the Nigerian Communications Act (NCA)
2003, the Cybercrime Act of 2015, and various sector-specific
guidelines, which failed to provide a unified approach to data
privacy.

Key challenges included weak regulatory oversight, low
public awareness, and cybersecurity threats. Regulatory
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bodies such as the National Information Technology
Development Agency (NITDA) and the Nigerian
Communications ~ Commission  (NCC) had limited
enforcement capacity, leading to inconsistent compliance
across industries. Additionally, public awareness of data
privacy rights remained low, allowing organizations to collect
and process personal data without proper informed consent or
accountability.

The financial sector, telecommunications industry, and e-
commerce platforms all faced unique data protection
challenges, with rising cyber threats, identity theft, and
unauthorized data sharing becoming common concerns.
Compared to India’s IT Rules and South Africa’s POPIA,
Nigeria’s data protection efforts were inadequate, lacking a
centralized regulatory body and strict penalties for violations.

Despite these gaps, there were clear opportunities for
strengthening data governance through policy reforms,
investment in cybersecurity infrastructure, and increased
public education efforts. Addressing these areas was essential
for aligning Nigeria’s data protection standards with
international best practices.

9.2 Final Thoughts on Strengthening Data Protection

To ensure stronger data protection in Nigeria, a dedicated
regulatory framework must be implemented, incorporating
clear legal provisions, strict enforcement mechanisms, and
corporate accountability measures. Establishing a Data
Protection Authority (DPA) would be a critical step in
centralizing oversight, monitoring compliance, and ensuring
that businesses and public institutions adhere to best practices
in handling personal data.

Additionally, enhancing penalties for data breaches and non-
compliance would deter organizations from mishandling
personal information. Many global regulatory models have
demonstrated that financial penalties, criminal liability, and
mandatory data breach reporting significantly improve
corporate responsibility and adherence to privacy laws.

Public awareness and digital literacy programs must also be
prioritized. A significant challenge before 2015 was the lack
of consumer knowledge about data rights, making individuals
vulnerable to exploitation and unauthorized data collection.
Implementing national campaigns to educate citizens on
cybersecurity risks, digital fraud, and privacy rights would
empower individuals to demand stronger protections and hold
organizations accountable.

Finally, investing in emerging technologies such as Al-driven
cybersecurity, blockchain for secure identity management,
and advanced encryption systems would strengthen Nigeria’s
data security infrastructure. Proactive collaboration between
the government, private sector, and international regulatory
bodies would be essential in ensuring that Nigeria’s data
protection framework aligns with global standards.
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By addressing policy gaps, strengthening enforcement,
increasing public awareness, and investing in cybersecurity
advancements, Nigeria can build a resilient data governance
system that safeguards citizens' privacy, fosters digital trust,
and promotes economic growth in the evolving digital

economy.
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