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Abstract: |EEE 802.16, known as WiMax, is at the top of communication technology because it is gaining
a great position in the wireless networks. In this paper, an intrusion detection system for DDOS attacks
diagnosis is proposed, inspired by artificial immune system. Since the detection wunit on all subscriber
stations in the network is WIMAX, proposed system is a fully distributed system. A risk theory is used for
antigens detection in attack time. The proposed system decreases the attack effects and increases network
performance. Results of simulation show that the proposed system improves negative selection time,
detection Precision, and ability to identify new attacks compared to the similar algorithm.
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and potential attacks. As current systems are
continuously changing and the strategies to

1. INTRODUCTION
Computer networks are changing and developing
very quickly either in architecture context or

software  context of the network and these intrude them are also gradually changing, it is
changes affect the network traffic. Therefore, the essential  that  intrusion detection  system be
examination of the network traffic has always dynamic over time.

been discussed by researchers. WIMAX  network

is very dynamic and it is possible that the Two noticeable factors in vulnerability of
topology ~ between  stations be  different  from WIMAX ~ network are the flooding sent of
physical network, also the shared files can be message and its decentralized nature [3]. If DDoS
replaced according to the topology of wireless attack is managed, it can be controlled in other
network. Therefore, traffic in WiMAX network wireless networks. As DDoS attack contains a
can be examined from different aspects such as, large  number  of  distributed  machines,  the
the distribution of packet entrance in time unit, development ~ of  defensive ~ nodes  would  be
the interval between packet entrance and the effective in discovering DDos attack.
distribution of packet size. If the number of these Collaborative discovery requires that
packets exceeds the  threshold  value,  network heterogeneous ~ stations ~ be  adhered  and it
resources will be saturated, because the stations guarantees  high  scalability —and  security  against
in WIiMAX network leave the network or join it attacks [4,5].

in anytime[1,2]. Therefore, they will be exposed

to DDoS attacks and such behaviors should be Considering the  main  features  of  distributed
detected and prevented. In order to prevent, systems  and  also  examining  the different
detect, encounter and stop attack, security should mechanisms  of human immune system can reveal
be recognized and created over the network in the some  similarities  between these two  seemingly
first stage. The first security level is to prevent different  contexts. Regarding  these  similarities,
intrusion and intrusion  detection system is the we are inspired by human immune system  to
second defensive line. The main strategy to solve identify  effective intrusion in distributed systems.
security problem in  WIMAX network is to use Inthe suggested system the combination  of
intrusion detection system. By using these artificial  immune  system  algorithms are  used.
strategies, it is possible to detect suspicious ways This system follows its operation in several levels

with heterogeneous functions of stations.
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The rest of this paper is organized as follows. In
section (2), we describe the intrusion detection
system which is related to this context and we
briefly introduce intrusion detection by inspired
from artificial immune system. In section (3),
includes a brief analysis of suggested intrusion
detection system, the results and details of our
dataset.  Finally in section (4), the paper s
concluded with a discussion of our proposed
intrusion  detection system and artificial immune
system.

2. REVIEW OF LITARETURE

The majority of researches examining attacks just
focus on one system but the attacker’s purpose is
to sabotage several systems. Since the suggested
system is based on human immune system, in this
section we outline previous studies about the
intrusion  detection  system of WiIMAX  network
and also researches that exploit human immune
system to secure computer networks.

INTCD [6] is a distributed system based on
neural  networks  for  detecting  network traffic
anomalies and for  dynamically  modifying the
network resource access policies. Initial data of
network traffic is examined and any suspicious
behavior is discovered. One of the advantages of
this  system is  flexibility =~ but  before  doing
anything, some data should be thought to this
system.

DD-police  [7] protects wireless network against
DoS (Denial of Service) attack. In this model,
stations  supervise their neighbors’ traffic. If a
node receives a lot of requests from its neighbor,
this neighbor will be identified as a suspicious
node. Scalability  and frequency  of  sending
neighbors’ list are two factors that should be
mentioned in  this model. In wireless network
with its high dynamic nature, nodes leave and
join a lot, and also increase in the frequency of
neighbors’ list raises the system’s overload.

In the context of exploiting the features of human
immune system for the security of computer
networks, Forrest performed the first researches
to  discriminate  between self and nonself in
network artificial immune system. Then Hofmeyr
[8] designed an artificial immune system called
ARTIS. This system is not very efficient because
collaboration  and information ~ exchange = among
nodes is not considered and intrusion detection is
done separately in each computer.

LISYS [9] is one of the first structures for
artificial immune systems that is designed for a
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simple local network and can learn  network
traffic and identified anomaly traffic.

CVIS [10] has some characteristics such as
analyzing the discovered virus, repairing
defective  files and  spreading the  results  of
analysis to other local systems. Although CVIS
operates in a distributed environment using the
autonomous  factors but scalability is its cliché
problem.

CDIS [11] is also designed in artificial immune
system to detect computer viruses. CDIS is a
developed form of LISYS and both have the same
base. The life cycle of detectors is also same. In
the both of them, detectors (antibodies) are
randomly  produced in both. This system can
detect viruses and network intrusions. CDIS is a
multilayer ~and  distributed  computational  immune
system. One of the problems of CDIS structure is
that it only analyzes and examines one packet in
anytime.

The purpose of Cfengine [12] system is to
automatically  configure large number of systems
on heterogeneous nodes. Furthermore, as long as
a new discordance does not happen, the intrusion
detection system is passive. In order to increase
scalability, Cfengine intrusion  detection  system
updates the average of system efficiency, the
number of each  service input and  output
connection and packet characteristic. Results of
Cfengine  show that danger signal  potentially
affects false  positive rate and also  memory
detectors improve detection rate.

3- THE PROPOSED
DETECTION SYSTEM

INTRUSION

Since the proposed system contains new ideas
and a combination of different algorithms are
used to developed purposes, we will investigate
this system from three different aspects: intrusion
detection system, WIMAX network and artificial
immune system.

3.1 INTRUSION
SYSTEM

DETECTION

As the proposed intrusion detection system s
located in all subscriber station, system
announces the existence of attack or intrusion to

176


http://www.ijcat.com/

International Journal of Computer Applications Technology and Research
Volume 7—Issue 04, 175-184, 2018, ISSN:-2319-8656

other Base station by means of distributive BS
warning. Consequently the stated system
discovers the network intrusions by  cooperation
between SS and BS.

Intrusion  detection system can be divided into
two different groups: network intrusion detection
system (NIDS)  and host intrusion detection
system (HIDS) [13,14].

NIDS is installed on the network’s gateway and
examines the traffic of the network from which it
passes. Since BS in WIMAX network plays the
role of gateway and also the role of decided in
distinguishing anomaly traffic from normal
traffic, the BS sends attack strategy to other BSs
after identifying and proving attack.

HIDS performs on different nodes based on
collecting network traffic information. These
pieces of information are separately analyzed in
each node and the results are used to immune the
activities of the aforementioned node. Obviously
the proposed intrusion detection system is located
on all SS so this system performs distributive.
The results, informs other nodes in WIMAX
network of the existence attacker node.

To detect intrusion, the algorithms of artificial
immune system such as negative selection [15]
and clonal selection [16] are wused. In fact, new
and  unknown  attacks are  detected. = Anomaly
traffic and normal traffic are distinguished using
danger theory. Therefore, the proposed system s
formed by the process of combining  two
methods. In the training phase use anomaly-based
intrusion detection and in the test phase utilize
signature-based intrusion detection.

By saturation of network resources in a short time
and prediction of attack possibility, the node (BS
and SS) in the suggested intrusion  detection
system warns its BSs to  confront  attacks.
Therefore, on surrounding BS become aware of
possible attack. Invaded nodes would be
suspended since they are not resistant against
attack and they are protected to some extent. This
system has an active attitude by detecting and
announcing SS and BS new behaviors.

It should be mentioned that SSs perform intrusion
detection continuously but BSs would be active
just by sending the Stress message from SSs.
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3.2 ARTIFICIAL IMMUNE
ALGORITHM

Since  human immune system performs actively
and distributively, artificial immune system
algorithms are extremely used in proposed system
to develop purpose. Here major features of
human immune system are inspected to detect
intrusion and how it reacts against intrusions.
Then its application in  WIMAX network to
confront DDoS attack will be mentioned.

In the suggested system negative selection
algorithm is used in training phase and its
function is as follows:

Network normal traffic which contains WiIMAX
network packets is captured by TFN2K
monitoring tools. Then it considered as a self-
dataset. After that some detectors(immature
detectors) are  produced by random  Gaussian
function and by comparing these two datasets,
any detectors that do not correspond to network
normal traffic will be added to the detectors’ list
as none self-detector(mature  detectors). In  this
stage, the number of detectors is investigated. If
this number increases, the accuracy of detection
goes up and computational overload increases

too.

Algorithm 1.  Negative  selection  method in

training phase

Input: selfdata

Output: detectors

Use KDD dataset for normal traffic

Wha: WIMAX normal dataset

Wad: WIMAX abnormal dataset (detector dataset)
D: detector

Din: Threshold of detector

1: while number of d less than Din

2: d— create immature detector with
Gaussian random function

3: if Wna contains d then
4: dropd
5: else

uniform
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6: d insert into Wad
7: end if
8: end while

After receiving each WiMAX packet, the
information will be added to template. Then the
size of bandwidth occupation will be examined. If
it does not reach to the default threshold(70%),
the template will be faded out of existence and a
new template will be made.

Otherwise, the possibility —of attack occurrence
will be announced to connect BSs and then SS
after making sure of the existence of each BS
sends the template of  possible attack  (the
structure of antigen DNA) to each BS. In this
stage, SS announces the possibility of attack
occurrence  and  distinguishes  between  abnormal
traffic and normal traffic. SS will be suspended in
a definite time span to prevent the reception of
any packet or message. When this time span ends,
SS will return to its initial state.

BS announce its existence to SS by receiving the
possibility of attack occurrence and after
receiving the template of possible attack
compares that to its nonself dataset. If the
template conforms to each detector, BS
broadcasts it to other BSs as a detector. Then BS
creates conformed detectors once again, increases
their affinity and if detectors arent conformed,
BS will make them older. In either way BS
examines detectors’ affinity in order to change its
main structure.

According to the number of conformities,
detectors’ situation changes from mature stage to
active stage and from active stage to memory
stage. In next step each detector’s beneficial life
time along with its kind is inspected. As each
kind of detector has a definite life time, those
detectors whose life time is ended are deleted
from detectors dataset.

Genetic algorithm is used to improve detectors in
the proposed system. This algorithm also causes
variety in nonself templates in active stage, in a
way that based on clonal selection algorithm,
those cells that identify detector grow and those
cells that are not able to identify detector die.

As SS and BS operate in a collaborative and
parallel manner, SS’s and BS’s function are
separately inspected.
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Algorithm 2. Subscriber station(mobile node) Function in
test phase

Input:anomaly wimax traffic

Output: template message

Wp: WIMAX Packet

BWia: percentage of Subscriber station Bandwidth depletion
BWin: Threshold of Subscriber station Bandwidth depletion

01: While SS is in active mode

02: T+ receive features of new Wp

03: if BWa>BWn then

04: forwards msg-stress along connected Base
Station

05: else

06: Drop T

07: end if

08: if received msg-sressreply then

09: forwards T to certain Base Station
10: stand in suspend mode for time span
11: end if

12: end while

Algorithm 3. Base Station Function in test phase

Input:template message

Output: detector

Ta: Template of attack

Te: number of conformity with Ta

T time to live for every detectors

01: while Base Station is in active mode
02: T+« receive Wp

03: if Wp.Type is msg_stress then

04: forwards msg_stressreply along
subscriber station
05: end if
06: Tae received msg_template
07: if Wad contains Ta then
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08: increment Tc

09: set T to zero

10: update Wag with Ta

11: forward Ta along every Base Station in
network

12: Run GA .Algorithm on Wag

13: end if

14: end while

4. PERFORMANCE EVALUATION

We implemented intrusion  detection system in
WIMAX  network used OPNET simulator 14.5.
This  version of simulator is first version that
embedded 802.16  standards. Radio  source in
WIMAX network are consisted by
time/frequency  slices. The number of slices in
downlink  depends on related system  bandwidth,
frame  period, downlink/uplink  rate,  permutations
under vector (AMC, FUSC, PUSC), and protocol
header (FCH, maps, preamble).

4.1 SIMULATION DATA
PRELIMINARIES

Three subnets with different numbers of nodes
were used in simulation scenario that is WiMAX
network with metroethernet structure. The
connection  between subnets is done with third
layer switch, and VLAN is wused to prioritize to
traffic. To increase security in  WIiMAX network,
server connection and relation between BS and
metroethernet  structure  were considered. In  this
simulation, number of production packets was
considered 50 packets in an hour and 300 seconds
for  production time. Transmission  packets used
IP/UDP protocols. In simulation scenario
WiMAX network with metroethernet structure,
number of mobile nodes in each all or even in
each subnet was considered to study varios
factors and their changes. System bandwidth is
2.5GHz, TDD frame period in WiIMAX is equal

to 5ms and ratio of downlink to uplink is 2
PUSC was considered in simulation. For the
simplicity, protocol header consists of two fields.

Number of slices in each TDD sub frame equals
to NS=450. The parameters are shown in table 1.

Table 1. Simulation parameters

Parameters value
Base frequency 2.5GHz
Duplexing mode TDD
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System bandwidth 5Mbps
Propagation model Two ray ground
Cell radius 50m
DL/UL ratio 3:2(27:18 OFDM
symbols)
Frame length 5ms
PHY OFDM
DL permutation zone PUSC
MAC PDU size Variable
Inter-arfrrlg/sllel;etween 120ms
Simulation time 300s
Number of detector 75

In the early stage of simulation, the type of
WIMAX message is used to form attack template.
But as maximum of messages is related to Query
message, an almost similar template is achieved
in the definite time span and in order to prove
that.  Transmitted messages in  WIMAX  network
are examined in three conditions: normal,
attacker node and victim node.

When DDOS attack happened, the used
bandwidth of  each WIMAX messages was
examined and according to various experiments
on victim stations and  attacker  stations, the
maximum  consumption  was related to  Query
message. Figure 1 proves this claim.

(Bandwidth consumption of WiMAX messages in normal(KB

15000

10000 / /\\
5000

message size

\/ \

Pings Pongs Queries QueryHits

message type
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Fig.1. Bandwidth consumption of WiMAX messages in
normal condition, attacker, victim.

The number of shared files is evaluated in both
normal and attack conditions. In normal
condition, the amount of files download and
upload has approximately been equal but in
attack condition the amount of download has
been minimized. This is shown in figures 2. The
real network in normal condition, maximum
traffic is related to download shared files.
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Fig.2. The amount of downloaded and uploaded files (a)
normal condition (b) attack condition for attacker (c)
attack condition for victim

In next step, we have formed template by factors
such as source IP address, destination IP address
and average of time interval between consecutive
two messages. As the majority of messages are
Query, recording  message type is  something
extra. When the source IP address and the time of
message sending are equal, attacker node can be
identified and DDOS attack can be announced by
examining the source I[P address and time interval
which is passed to send the packet to destination.
In fact, if the IP address of messages and the time
interval which is passed until packets get to
destination are equal and the consumption
bandwidth  exceeds threshold, DDoS attack has
happened.

4.2. SIMULATION RESULTS

ANALYSIS

The efficiency of proposed system is analyzed
based on the following criteria:

o Negative selection time
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e  Detection Precision
e  Ability to identify new attacks

Negative selection time: Some immature
detectors are  produced by random  Gaussian
function and this dataset compares with WiMAX
normal dataset. If any detectors do not match
with normal traffic template, it will be added to
the mature detectors' list. Output of training file is
a mature detectors’ dataset. The small amount of
dataset used in this simulation and also the
dataset which has been chosen for conformity
decreases the time of negative selection in
comparison to LISYS algorithm. Figure 3 shows
time of negative selection in proportion to the
size of training file.

The production time of initial detector template(KB)
30
25
20
15
10

Negative selection time

0 v
1kb 2kb 3kb 4kb 5KB
Detector file size

Fig.3. The production time of initial detector template.

Figure 4 Shows the time of negative selection in
proportion to the number of detectors. By
increasing number of mature detectors, negative
selection time will be increase too but, detection
precision is optimized. Because of using genetic
algorithm, the time of negative selection is more
beneficial than LISYS algorithm.

Evaluation producing mature detector
L 50
E 40
=
= 30
<
= 20
2
2 10 /__a_’/
o O
;E . Ya *a ) 28 va
<L Number of detector
z
‘ =—4—The proposed algorithm LISYS algorithm |
Fig.4. The production time of mature detector.
Detection Precision: In order to increase

detection  precision,  false  positive  should be
reduced.

These parameters include:

e  The number of detectors
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e The specificity of detection (the r parameters
of bit matching algorithm)

e The crossover and mutation operators  for
genetic algorithm.

We also look at which parameters appears most
important for minimizing false positives, as well
as how  maximizing percentage  of  detecting
intrusions. The percentage of attack detection will
be measured by proportion of discovered attack
occurrences to all attack occurrences.

In fact «false positive is the sending of alarm
message by intrusion detection system in the time
that attack has not happened».

The proposed system is adopted to describe the
tradeoff between the detection rate and false
positive rate.  Therefore, we evaluate the best
attitude  coherent to these factors for yielding
optimum resolves.

a. number of detectors

To study the effect of mature detectors on the
percentage of attack discovery and false positive,
the parameter of activation discovery is
considered 6, crossover operator 0.4 and mutation
operator 0.005. These two factors are evaluated
by the change in the number of detectors in the
number  of different  conformity  bits.  Through
increase  in  the  number of  detectors, the
percentage of attack discovery goes up on the one
side and the false positive increases on the other
side. In a way that in all the forms of conformity
bit, 75 detectors show the most efficient response
for detecting attack. But due to computation over
load, the number detectors are commonly not
very high. In LISYS algorithm, the number of
detectors is 100. Figure 5 proves this.

Evaluation detection

1.200
1.000 ——

=—4—25 detector

I
2
E 0800
S 0600 =—35 detector
=
‘; 0.400 =45 detector
3
g 0.200 55 detector
=

0.000 75 detector

number of bits matching

Fig. 5. Evaluation detection with different number of

detector
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b. parameters of bit matching (b)

algorithm Fig.6. Evaluation attack Detection and Evaluation false positive

Some detectors in this system usually implement
as strings, whose function is to classify new

strings as normal or abnormal by matching them C. Crossover and mutation

in some forms. The perfect matching is rare in the

immune system. So, we use a partial matching parameters

rule is known as r-contiguous hits  matching.

Under this rule, two strings match if they are As 100 attacks are discovered, generation

identical in at least r contiguous locations. production happens once, but with occurrence of
each attack, homeostasis process is defined, in

Our observations in figure 6 show that immune other words the detectors that should be thrown

system as inspiration for detecting intrusion is the away or remain in the detectors set are defined.

best approaches. In  particular, the r-contiguous

bits matching rule is proposed in LISYS and we In this condition the number of detectors is

use it for our system. To study the effect of considered in the best state which is 75. The

mature  detectors on the percentage of attack highest ~ detection  percentage is found by the

discovery and false positive, the parameter of number of bit conformity and activation threshold

activation  discovery is considered 6,  crossover and then mutation rate is examined and finally the

operator 0.4 and mutation operator 0.005. These best mutation rate is computed for the highest

two factors are evaluated by the change in the discovery percentage.

number of detectors in the number of different

conformity bits. The number of strings a detector As 73% of the best attack detection responses

matches increases exponentially as the value of r have the mutation rate of 0.005 and also in the

decreases. For example, 8 conformity bits is the examination of false positive, 56% of the lowest

best resolve for attack detection rate but is the false positive is related to mutation rate of 0.005,

worst result for false positive rate. After checking therefore  in  the suggested system the  same

these factors, we elect 8 conformity bits and mutation rate is used.

LISYS algorithm elect the number, too.
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Fig.7. Evaluation attack detection and evaluation false

positive

In this condition the number of detectors is
considered in the best state which is 75. The
highest  detection  percentage is found by 12
conformity  bits,  activation  threshold and then
crossover rate is examined and finally the best
crossover rate is computed for the  highest
discovery percentage and the lowest false
positives percentage. As 47% of the best attack
detection responses have the crossover rate of 0.6
and also in the examination of false positive, the
lowest false positive is related to crossover rate of
0.4 and 0.6, therefore in the suggested system the
0.6 crossover is elected.

Evaluation attack detection

04 S
02 yd
0.2 /
0.1 /
40% two-point 50% two-point 60% two-point 70% two-point
crossover rate crossover rate crossover rate crossover rate

0.5

attack detection

percentage of crossover

@)

Evaluation False Positive

45.00%
40.00%
35.00%
30.00%
25.00%
20.00%
15.00%
10.00%
5.00%
0.00%

percentage of false positive

40% crossover 50% crossover 60% crossover 70% crossover

percentage of crossover

(b)

Fig.8. Evaluation attack detection and evaluation false

positive

Ability to identify new attacks: As the training
phase of this system is performed on all nodes
and also in the stage of BS checking, with the
attack detection, its pattern is sent to other BSs,
therefore there is a high variation in patterns and
consequently the suggested system has the ability
to discover new attacks. The new attack template
rate  measures the ratio of number new attack
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template that before we do not have this template
to all attack traffic

Evaluation new attack detection
§ 035
g 0.3
g 0.25
g 02
©
2015
2
s 0.1
% 0.05
§ oe
g 0 25 35 45 55 75
Number of detector

Fig.9. The percentage of new attack detection

5. CONCLUSION

Since establishing security in distribution
networks is  complicated to  reach  maximum
security and  detect  portable  attacks, it s
important to use advantages of different methods
of penetration detection. In a way that penetration
detection in proposed system, use a combination
of detection approach based on normal traffic and
attack traffic. To analyze the proposed algorithm,
we detain WIMAX message data by TCPDUMP
tools. In each detection using genetic algorithm, a
new generation is established that is added to
antigen set, indeed, we detect new attack template
that increases the ability of this system and by
decreasing false positive, increased the accuracy
of attack detection. The proposed system in this
paper, after distinguishing the attack using
policies  minimize  the  attack  influences  and
optimize the operation of system. In addition to
that proposed system, collaboration between
nodes and way of wusing artificial immune system
algorithms is  studied. In following papers, by
using the operation of regulating T cells, normal
nonself  templates to  decrease  false  negative.
Also, by considering vaccine process in detection
virus, it can be announced to detect system that
there is an attack and needed reactions should be
shown and make some detectors for detection. As
in this study, WIMAX has been wused but in
WIMAX network, the second version is used in
research and yet it is not used practically, and this
version has so many  parameters  such as
encryption with public key and Kerberos
authentication algorithms, S0 we can obtain
desirable results by wusing proposed algorithms in
network.
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