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Abstract: Network security in the digital era needs more attention. 1DS (Intrusion Detection System) is one of the anticipation
method that can be used to protect computer server. Snort IDS only comes with terminal notification or web based, this method
has a weakness which to transfer information to administrator network directly. Telegram is an open source instant messaging
application. Combination between those applications, produce a perfect transformation to administrator network directly through
smartphone. Contrive and testing are the best methods to build this network monitoring system. The Prevention methods is added
to support this network monitoring system. Penetration testing is divided by two different types such as, DDoS and port scanning.
The result of those two types penetration testing show that Snort IDS is succeeded to detect those tests. The time different
between Snort detection and Bot Telegram after ten times attempt in sending messages is 77,1 seconds for Snort detection and
4,05 seconds for Bot Telegram. The time different between two types of penetration after ten times attempt is 6,1 seconds for

DDoS UDP and 2 seconds for Nmap portscan.
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1. INTRODUCTION

In the last five years, cybercrime is increasing which includes
identity theft, viruses, and system intrusions. Therefore,
Intrusion Detection System (IDS) took an important role in
detecting intrusions so that can be addressed immediately.
Snort is one of the leading Network-Based IDS (Intrusion
Detection System) software with nearly four hundred
thousand users [2]. However, Snort does not provide a
sufficient GUI (Graphical User Interface) so that the user has
to install another application separately such as BASE to get a
better GUI [3].

IDS alert system with web based interface like BASE cannot
offer notify to the system administrator, it is possible that
users may miss some attacs so that the response become too
late to do [1]. The IDS (Intrusion Detection System) with real
time notification system is highly needed [6].

The growing of Instant Messenger in this era, not only used in
desktop. Instant Messenger has been commonly used in
mobile devices. Instant Messenger also used in many
platforms as real time notification system. Instant Messenger
provides query facility that cannot be easily applied in other
communication media [3]. System administrator are able to
interact with the system to get the status and condition of the
system even able to modify.

Instant Messenger only needs an internet connection to
connect to the server. Meanwhile, SMS gateway requires cost
of each sent message so applying SMS gateway in a system
notification need no small cost. So the costs incurred when
using Instant Messenger is much less [4].

Telegram Messenger is widely used instant messaging
protocol with about 200 milion users that runs on many
mobile operating systems such Android, iOS, and Windows
phone. Telegram Messenger also can be found on desktop
operation system such as Windows, Linux, aand MacOS [5].
Telegram Messenger also a platform messenger that easily to
use with many modification to synchronize with any
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application. Based on the facts above, we utilize Telegram
Messenger as an interactive interface for Snort IDS with real
time notification [2]. The function of this messenger
application can obtain intrusion alerts and their detail
information in real time manner, also can do small prevention
system to protect the system.

2. METHODOLOGY RESEARCH

The research was done based on Snort structure and
integration between Telegram Messenger. The design of this
system will monitor all types of suspicious data packages and
the flow of data that enters the computer server through Snort.
Here is a scheme of Intrusion Detection System Snort with
BASE as web interface [2].

Capture Paket H Detection |

Intrusion
Detection ?

Database
Snort

Convert Log Snort
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Telegram
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Figure. 1 Flowchart of Intrusion Detection System Snort

Figure 1 is flowchart design of Intrusion Detection System
Snort with BASE as web interface. IDS console read each
network packet from the target [5]. The packet is then
inspected wheter the packets is a malicious packet. Each
detection result will be stored into the log. The third party
application called barnyard2 will convert Snort log into
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database and stored to system administrator using web
interface or database notification of Telegram Messenger [4].

2.1 Telegram Messenger API

Telegram Messenger provides an APl (Application Program
Interface) that allow developers to build application integrated
to Telegram Messenger. Telegram Messenger uses bot to
communicate with the system server [1]. User must
registration their own bot to perform authorization to perform
activities with Telegram Messenger such send messages or
retrive messages. Here is a cheme flowchart design to create
our own bot Telegram.

Input Username
Bot Telegram
Registration
Process

Get The Telegram
Bot Token

Add Token to
Script Bot

Connection Test

Figure. 2 Flowchart design Registration Bot Telegram

User must intall Telegram on the devices and type code to
create bot on telegram. Input the username of bot application,
the Telegram server will reply with bot token to connect the
script of our bot to the server Telegram.

Integration between Telegram Messenger with Snort scheme
can be use after this registration bot. Create database
notification to accommodate Snort malicious packet
information. Here is the design scheme of integrated Snort
with Telegram Messenger Notification.
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Figure. 3 Scheme design Snort with Telegram Notification

The design of the Snort with Telegram Notification is made
from the detection of packages suspected by Snort and then
entered into the database by a third party application called
barnyard2. Telegram Messenger bot works according to the
scripts to send notification to system administrator.
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3. CONCEPTS AND THEORIES
Literature review contains supporting theories in the research
that will be conducted. The theories including Intrusion
Detection System and Telegram Messenger bot will be
discussed as follows.

3.1 Intrusion Detection System

Intrusion Detection System (IDS) is a system that monitors
network traffic for suspicious activity and issues alerts when
such activity is discovered. IDS is a software application that
scans a network or a system for harmful activity or policy
breaching [6].

IDS types range in scope from single computers to large
networks. The most common classifications are network
intrusion detection systems (NIDS) and host-based intrusion
detection systems (HIDS). System that monitors important
operating system files is an example of an HIDS, while a
system that analyzes incoming network traffic is an example
of an NIDS [3]. IDS classification it is possible too by
detection approach. The most well-known variants are
signature-based detection (recognizing bad patterns, such as
malware) and anomaly-based detection (detecting deviations
from a model of good traffic, which often relies on machine
learning). Another common variant is reputation-based
detection (recognizing the potential threat according to the
reputation scores). Some IDS products have the ability to
respond to detected intrusions. Systems with response
capabilities are typically referred to as an intrusion prevention
system. Intrusion detection systems can also serve specific
purposes by augmenting them with custom tools, such as
using a honeypot to attract and characterize malicious traffic

[1].

Snort employs both signature based techniques and anomaly
based techniques to detect an intrusion. Signatures are used
for detecting intrusions. Snort has a rich rule set which depend
upon the signatures present in either the header part of the
packet or payload of the packet so as to detect intrusions [2].

3.2 Snort

Snort is a light-weight intrusion detection tool which logs the
packets coming through the network and analyzes the packets.
Snort checks the packets coming against the rules written by
the user and generate alerts if there are any matches found.
The rules are written by the user in a text file which is linked
with snort.conf file where all the snort configurations are
mentioned. There are few commands which is used to get
snort running so that it can analyze network behavior [4]. The
architecture of snort can be categorized into five basic
modules namely Libcap, Packet Decoder, Preprocessors,
Detection Engine and Output plugins.

The traffic comes from Internet are received by routers and
passed to switch. The switch then delivers this data traffic to
firewalls for first level of evaluation. After that the firewalls
passed them to the Ethernet adapter of server. Here the Snort
came into focus for any type of evaluation of those data
packets [6].

There are different types of preprocessors included in snort
2.9.7.2 with optional options, however in this paper no
preprocessor configured but for actual intrusion detection and
prevention they are necessary to control [2].
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3.2.1  Detection Engine

This portion of snort is principally very dynamic and unified.
This module is very vital in terms of multiple rules
examination in terms of their priority order. When snort use to
inspect the packets multiple rules with different priorities are
reported and stored in a queue. However then it only reports
out the rules with highest priority. This is specially used to
avoid deep evasion techniques if used by attacker. This makes
the snort as a highly proficient in terms of attack identification

(31

3.2.2  Output Modules

This module design came up after Snort 1.6 version. This is
the last segment of snort where packets come from detection
engine and disseminated to network in different modes as per
the convenience of the network administrator. The
convenience of network administrator is in terms to view the
real time alerts, logs and other parameters to evaluate the
performance of the network of the organization. Third party
tools such as mysqgl, a database, can also used for the same
purpose. But in this paper the logs are stored into
Ivar/log/snort directory [3].

4. RESULTS AND DISCUSSION

To determine the effectiveness of this system, we calculate the
amount of delay between the occurrence of the incident until
when the notification is received by the user. Testing was
conducted using 10 similar attacks from single source of
attack and using single client as the recipient of the
notification.

4.1  Accuracy Rate of Time

The level of accuracy rate of time is calculated from the time
of attack and detected. Average IDS detection rate depend on
it. The rate of notification sent is also obtained from the
difference in time sent with the time received by the admin, as
shown in Table 1.

Table 1. Accuracy Rate of Time

10. BB(F)’S 14:48:22 | 14:50:34 | 14:50:39 | 14:50:42

Nmap
11. | Portsca | 11:50:51 | 11:53:16 | 11:53:19 | 11:53:22
n

Nmap
12. | Portsca | 11:52:28 | 11:55:37 | 11:55:41 | 11:55:43
n

Nmap
13. | Portsca | 11:54:31 | 11:56:42 | 11:56:45 | 11:56:47
n

Nmap
14. | Portsca | 11:56:11 | 11:57:03 | 11:57:06 | 11:57:08
n

Nmap
15. | Portsca | 11:58:02 | 11:58:48 | 11:58:50 | 11:58:52
n

Nmap
16. | Portsca | 12:01:22 | 12:02:03 | 12:02:05 | 12:02:08
n

Nmap
17. | Portsca | 12:03:05 | 12:03:45 | 12:02:48 | 12:02:49
n

Nmap
18. | Portsca | 12:05:35 | 12:06:15 | 12:06:18 | 12:06:20
n

Nmap
19. | Portsca | 12:07:46 | 12:08:26 | 12:08:29 | 12:08:30
n

Nmap
20. | Portsca | 12:09:17 | 12:10:07 | 12:10:10 | 12:10:12

n

Accuracy Rate of Time (Timestamp)
No | Types | e[S T s
(m?,s?) Time (m€,s%) Time
(mb,sP) (m9,s%)
1. BB?)S 15:09:38 | 15:10:42 | 15:11:52 | 15:11:57
2. BBgS 15:09:49 | 15:10:52 | 15:11:54 | 15:11:57
3. ngs 15:09:58 | 15:11:02 | 15:11:54 | 15:12:02
4. BB(I;S 15:10:09 | 15:11:12 | 15:11:55 | 15:12:02
5. BBgS 15:10:20 | 15:11:22 | 15:11:55 | 15:12:02
6. ngs 15:10:28 | 15:11:32 | 15:11:55 | 15:12:02
7. ngs 15:10:41 | 15:11:42 | 15:11:56 | 15:12:12
8. ngs 14:48:01 | 14:49:04 | 14:49:28 | 14:49:30
9. ngs 14:48:12 | 14:50:24 | 14:50:34 | 14:50:37
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Based on the Table 1. Accuracy Rate of Time measurement
result above is the timestamp of two types penetration
between DDoS UDP and Nmap portscan. The timestamp
include of Intruder Time (m?s?), Snort Detection Time
(mP,s), Telegram Sent Time (m°Ssc), and Admin Receive
Time (m9,sY). Intruder Time is timestamp that intruder start to
attack the system. Snort Detection Time is timestamp that
Snort detected malicious packet data. Telegram Sent Time is
timestamp that bot Telegram send messages to Network
administrator. Admin Receive Time is timestamp that network
administrator receive all the messages of malicious packet
data information.

4.2 Time Difference

Time difference between two types of penetration DDoS UDP
and Nmap portscan shown in Table 2. The time difference
recorded in seconds time unit. Time Difference between
attacking and detection are obtained from Intruder Time
(m3,s?), and Snort Detection Time (mP®s?) timestamp. Time
difference between send and receive are obtained from
Telegram Sent Time (mF,s¢), and Admin Receive Time (m9,s%)
timestamp. Here is the result of time difference shown in
Table 2.
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Table 2. Time Difference

S¥ = ((m?x 60) +s) - (M 60) + <)
S¥ = (60m¢ +s?) - (60m° + <°)

Time Difference (Seconds)
Time
Difference Time Difference
No. Types between Between send
attacking and and receive
detection (8Y)
(89

1. DDoS UDP 64 5
2. DDoS UDP 63 3
3. DDoS UDP 64 8
4. DDoS UDP 63 7
5. DDoS UDP 62 7
6. DDoS UDP 64 7
7. DDoS UDP 61 16
8. DDoS UDP 63 2
9. DDoS UDP 132 3
10. DDoS UDP 132 3
11. | Nmap Portscan 145 3
12. | Nmap Portscan 189 2
13. | Nmap Portscan 131 2
14. | Nmap Portscan 52 2
15. | Nmap Portscan 46 2
16. | Nmap Portscan 41 3
17. | Nmap Portscan 40 1
18. | Nmap Portscan 40 2
19. | Nmap Portscan 40 1
20. | Nmap Portscan 50 2
Amount of Time 1542 81

Average Time 77,1 4,05

Based on the table of Time Difference measurement result
above the highest value between attacking and detection is
189 seconds on Nmap portscan type, while lowest value is 40
seconds on Nmap portscan type. The highest value between
send and receive is 16 seconds on DDoS UDP type, while
lowest value is 1 seconds on Nmap portscan type. Average
Time of 20 penetration test with two types of attacking way
between intruder and Snort detection is 77,1 seconds, while
average time between send and receive is 4,05 seconds.

Time difference is obtained from timestamp result of Table 1.
The formula to get the time difference is substraction between
timestamp result on Table 1. Here is the formula to get time
difference between attacking and detection.

= ((m°x 60) +°) - (" x 60) + 5%
= (60mP + s”) - (60m? + s?)

Figure 4. Formula of Time Difference Attacking and

Detection
Explanation :
S¥ = Time Difference in seconds between attacking and
detection
m? = Minutes unit of time from attacking.
s = Seconds unit of time from attacking.
m° = Minutes unit of time from Snort Detection.
s® = Seconds unit of time from Snort Detection.
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Figure 5. Formula of Time Difference Send and Receive

Explanation :

SY = Time Difference in seconds between Send and Receive.
m¢ = Minutes unit of time from Send.

s¢ = Seconds unit of time from Send.

md = Minutes unit of time from Receive.

sd = Seconds unit of time from Receive.

Analytical data set to see the graph of time difference data
between sent and receive. Figure 6 shown the flow of
Telegram messenger transformation rate to send messages
information.
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Figure 6. Analytics Chart Time Difference Sent and Receive

Figure 6 is analytical chat of time difference from send and
receive messages bot Telegram. The chart shown some big
difference time messages in the middle of simulation.

Analytical data set to see the graph of time difference data
between Snort detection and attacking time. Figure 7 shown
the flow of Snort detection rate to detected malicious packet
data.
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Figure 7. Analytics Chart Time Difference Snort Detection
and Attacking

Figure 7 is analytical chat of time difference from Attacking
and Snort Detection from detected malicious packet data. The
chart shown some big difference time messages in the middle
of simulation with transition betweet DDoS UDP attack to
Nmap portscan attack.
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Figure 8. Analytics Chart From Average Time

Figure 8 is analytical chat from average time of attacking and
detection also sent and receive with two types of penetration
in seconds unit of time. The chart of attacking and detection
between two penetration test shown no big difference. The
chart of sent and receive between DDoS UDP and Nmap
portscan penetration shown big difference that DDoS UDP
have more time to send information.

4.3  System Testing

Testing system monitoring with snort has two main part from
the omputer testing and the mobile testing. This feature will
be explained as follows.

43.1 Snort Testing

Snort that already installed on computer system must be tested
wether it works or not. Snort testing can be done by run the
command on terminal and setting the rules of snort to detect
malicious packet data like shown on Figure 9.

ghost@ghost: ~
File Edit View Search Terminal Help

ersion 9.12 GRE (Build 325)

By Martin Reoesch & Thi rt Team: http://www.snort.org/contact#team
Copyright (C) 2014-20 andfor its affiliates. All rights reserved.
Copyright (C) 1998 efire, Inc., et al.

Using libpcap v

Using PCRE vers

Using ZLIB vers

object:

Object: S

Object:

object: 1.1 <Build 4>

Objec; _REPUTATION Version 1.1 <Build 1>

s pid=2112)

[**] [701:801:1] NMAP scan FIN [**] [Classification: Attempted
Information Leak] [Priority: 2] {TCP} 192.168.43.224:42539 -> 192.168.43.88:22

Figure 9. Snort Testing

Figure 9. Snort Testing is a display of Snort Command Line
Interface (CLI). The snort display usually in the form of CLI,
but there are many third parties application that support
Graphic User Interface (GUI). Testing snort can be done by
input command on the terminal to start the snort program and
snort will commencing packet data from network interface
that snort listening from. If that packet match to snort rule,
snort will give notification on terminal like shown on Figure
9.
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432 Penetration Testing

Penetration on snort IDS is a stage in testing the network
security monitoring system to find out whether the main
application is running well or not.

:~# nmap -sF 192.168.43.88
Starting Nmap 7.70 ( https://nmap.org ) at 2019-03-16 01:17 UTC
Nmap scan report for ghost (192.168.43.88)
Host is up (0.612s latency).
Not shown: 997 closed ports
PORT  STATE SERVICE

21/tcp open|filtered ftp
22/tcp open|filtered ssh
80/tcp open|filtered http
MAC Address: BC:85:56:CE:78:5B (Hon Hai Precision Ind.)

Nmap done: 1 IP address (1 host up) scanned in 3.19 seconds
Figure 10. Penetration test using Nmap portscan

Figure 10. shown penetration test using Nmap portscan as a
types of attacking from intruder computer with kali linux
operation system. The intruder type nmap command and the
victim IP address. The tool will start and shown what port are
opened from the computer victim.

Penetration test using nmap portscan successfully launched
and the bot telegram will send an information about malicious
packet data who comes from nmap portscan attack like shown
on Figure 11.

jenis serangan = NMAP scan FIN,
klasifikasi = 2,

ip penyerang = 192.168.43.69,

ip diserang = 192.168.43.88,
port penyerang = 64176,

port diserang = 22,

waktu = 2019-03-16 04:16:49

jenis serangan = NMAP scan FIN,
klasifikasi = 2,

ip penyerang = 192.168.43.69,

ip diserang = 192.168.43.88,
port penyerang = 64181,
port diserang = 21,

waktu = 2019-03-16 04:16:59

Figure 11. Telegram Information Messages

Figure 11. shown that Snort bot Telegram has receive
information about malicious packet data from nmap portscan
attacking. The inftomation that contains on this messages are
The types of attacking, classification, Intruder IP address,
victim IP address, intruder port, victim port, and time of
attacking.
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433 Prevention Testing

Prenvention system is a form of network security that works
to prevent identified threats. Intrusion prevention systems
continuously monitor your network, looking for possible
malicious incidents and capturing information about them.
This prevention system manually controlled by system
administrator to block suspicious IP address.

/block 05 W

Ari Sulistya
/block

IP Address yang ingin anda Block?

il 4

36.65.132.233

Ari Sulistya
36.65.132.233

Masukan Protocol yang ingin anda Block !

IP Address : 36.65.132.233
Protocol : udp
Telah Berhasil di Blokir

Figure 11. Prevention System

Figure 11. shown that bot Telegram can be use for prevention
system. This features combine linux iptables to block IP
address from suspicious client. System administrator just have
to type block on this bot telegram and their suspicious IP
address to blocking them from the system.

434 Snort Web Based Interface

Snort has many third parties web based interface, BASE is
one of many web based interface. Basic Analysis and Security
Engine (BASE) is to see all snort log without open the
terminal.

B

Gragh Abi st
Gragh Alai Duecion Time.

Figure 12. Snort Web Based Interface

Figure 12 shown BASE (Basic Analysis and Security Engine)
this features analytics data of malicious packet data that snort
detected. BASE features many analytics view such form
protocol attack, even a graphic of computer system that
detected suspicious packet data.
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5. CONCLUSION

Snort Intrusion Detection System from testing of two types of
penetration during 10 times of test successfully detected the
suspicious packet data. There is delay from sending a
messages from Telegram with value 4,05 seconds. Prevention
system of this monitoring features can block IP address
specified to port, protocol, and time during the block.
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