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Abstract: E-government security is a key problem to restrict the construction and development of E-government systems in any 

country over the world. E-Government security models are widely used in the implementation and development of e- government 

systems. Due to the deference situation of the countries over the world there are various security models applied in each country. This 

paper reviews different security models in e-government in order to determine important parameters for e-government strategic 

planning. 
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1. INTRODUCTION 

Dependency on Information and Communication Technology 

(ICT) for supporting core operations to both government and 

private sector is increasing [1]. Similarly, organization’s 

critical information has developed into a key strategic asset in 

a competitive world [2]. Nevertheless, the pace of ICT 

advancement such as development, deployment and use of e-

government infrastructures is much faster than the 

development and deployment of security services, including 

technical and the existing and new emerging security risks [3, 

4]. Technical security aspects include hardware and software 

solutions such as Access control and Antivirus mechanisms   

[5, 6, 7]. The application of information security principles in 

an e-government environment is a complex, multidimensional 

issue involving people, technology and processes. E-

government security is considered one of the crucial factors 

for achieving an advanced stage of e-government. As the 

number of e-government services introduced to the user 

increases, a higher level of e-government security is required.     

2. REVIEW 
In order to get the maximum decrease of data breaches and 

get the maximum protection of critical data when using e-

government systems in any country over the world there 

should be a security model to satisfy this purpose. The 

security models of E-government may be based on layers [9], 

cloud computing [10], based on service-oriented architecture 

[15], access control policy [11], and security system based on 

information security model [12].  

2.1 The Five Security Layered-Model in 

Dubai 

In this model there are five layers. Each layer will mitigate 

group of threats related to an e-services. The model is 

composed of technology layer, policy layer, competency 

layer, operational and management layer, and decision layer. 

The technology layer for example will address all the 

technological threats while the policy and competency layers 

will address the threats on an e- service related to the human 

aspect. Each layer is composed of detailed layer which is 

called the sub-layer of the main layer [8]. See figure 1 

showing the E-government security model in Dubai. 

 

 

Figure. 1 E-government security model in Dubai 

2.2 Government Cloud Computing 

Proposed Model: Egyptian E-Government 

Cloud Computing 
The proposed hybrid model for Egyptian E-Government 

Cloud Computing consists of three computing clouds; Inter-

Cloud computing, Intra- Cloud computing and Extra-Cloud 
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computing, Figure 2. The three cloud models are analogs to 

the terms Internet, Intranet and extranet in their functionality, 

operation and management. Intra-Cloud computing "IACC" is 

a private cloud which is dedicated to a single national entity 

cluster, (see Figure 3). Members of that cluster are the only 

legitimate users. Extra-Cloud computing "EXCC" is a 

community cloud that enables entities from different clusters 

to integrate and to aggregate their work as required. There are 

two types of EXCC. The first type connects multiple IACC of 

a specific national entity cluster, Figure 3. The second type 

connects different national entity clusters that differ in their 

functions and services, (see Figure 2). Inter-Cloud computing 

"IECC" is a public cloud that enables any user (citizen, guest, 

organizations) to require specific requests and receives their 

responses or outcomes, (see Figure 2). In IECC, it is expected 

to store the least sensitive data and to run the related 

application software. 

 

Figure. 2 Proposed model for Egyptian E-Government 

Cloud Computing 

 

Figure. 3 IACC and EXCC for National entity A. 

2.3 A Secure Maturity Model for Protecting 

e-Government Services: A Case of 

Tanzania 

The proposed secured e- Government maturity model consists 

of four layers, namely: (1) secured digital presence, (2) 

secured interaction, (3) secured transaction, and (4) secured 

transformation. The implementation of the proposed model is 

neither based on a specific technology/protocol nor a certain 

security system/product, but rather an approach towards a 

structured and efficient implementation of those technologies. 

The security layers include technical and non-technical 

security control elements. The proposed security layers are 

further described in the following paragraphs. [10] 

2.3.1 Secured Digital Presence 

This stage involves simple provision of government 

information through website (static) with basic information 

that the citizen can access [11]. This is a one-way 

communication between governments, businesses and 

citizens. Generally, the information provided by organizations 

at this stage are public and normally with zero security. At 

this stage, the security layer should have the ability to verify 

e- Government services identity in order to build trust 

between government agencies and users. The users would like 

to be sure that they are connected to the e-Government service 

belonging to the administration in question [12]. 

2.3.2 Secured Interaction 

At this stage the interaction between government and the 

public (Government-to-Citizens and Government-to- 

Businesses) is stimulated by various applications. Citizens can 

ask questions via e-mail, use search engines and download 

forms and documents [12]. The communication is performed 

in two ways, but the interactions are relatively simple and 

generally revolve around information provision. At this stage, 

the security layer should have the ability to authenticate a 

user/ citizen asking for a service. The most important security 

aspects at this stage are identity authentication, availability 

and integrity. 

2.3.3 Secured Transaction 

At this stage public organizations provide electronic 

initiatives and services with capabilities and features that 

facilitate clients to complete their transactions in full without 

the necessity of visiting government offices [37]. The public 

can carry out their financial transactions with the government 

Such services also allow the government to function in a 24/7 

mode. The most important security aspects at this stage are 

personal information confidentiality, identity authentication, 

availability, non-repudiation, accountability and integrity. 

 

2.3.4 Secured Transformation 

This stage allows users of e-Government services to interact 

with government as one entity instead of Information systems 

are integrated, and the citizens' individual government 

organizations [14]. can get services at one virtual counter. The 

integration of information systems can result in situations 

where the privacy of individual citizens is in danger. The most 

important security aspects of this stage are personal 

information confidentiality, identity authentication, 

availability, nonrepudiation, accountability and integrity. At 

this stage, the security layer should restrict the utilization of 
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personal information, and secure such information from 

access by unintended parties. A government agency should be 

able to authenticate another government agency that requires a 

service on behalf of the users. 

2.4 A Security E-government Model Based 

on Service-oriented Architecture 
Service-oriented architecture is an IT architectural style that 

supports integrating business as linked services which users 

can combine and reuse them in the production of business 

applications [15]. It provides an effective way for constructing 

loose coupled web services. It relies on services exposing 

their functionality via interfaces that other services can 

understand how to utilize those services. SOA logical 

architecture is shown in Figure 4 [16]. 

Figure. 4 SOA logical architecture 

The SOA technology framework to integrate E-government: 

using BEPL implement work process; realizing seamless 

integration between services by ESB. Taking the case of 

online application processing, a scheme of integration E-

government system based on SOA is shown as Figure 5. [16] 

 

Figure. 5 A scheme of integration E-government system 

based on SOA 

2.5 Research on Role-Based Access 

Control Policy (RBAC) of E-government  
The access control system includes subjects, objects and 

access control policy, and their relationship is shown in figure 

6 [17].  

 

 

Figure. 6 Access Control System Model 

The RBAC is a new access control technique and notion. It is 

the development and amelioration of DAC and MAC, and it 

has been regarded as an effective measure to resolve resource 

unified access control of large information systems by the 

public. The RBAC contains five kinds of entities, such as 

users, roles, constraints, permissions, and sessions. In the 

RBAC model, it injects the idea of roles between users and 

access permissions, and a user connects with one or more 

specific roles, and a role connects with one or more 

permissions, and roles can be created or canceled according to 

actual working requirements. The sessions show the 

relationship between users and roles. The users should 

activate roles by creating sessions every time and get the 

specific resource access authorities as shown in Figure 7 [18-

19]. 

 

 
Figure. 7 Basic RBAC Model 

 

2.6 Security System based on Information 

Security Model 
The system is designed through modularization and it is 

mainly divided into initialization module, management 

module and various application modules. In which, the 

initialization module is used to manage the original data of the 

initial management module and various application modules, 

the management module is used to manage the content which 

has effect in the overall system, such as the users, privileges 

and a series of rules in the system. Various application 

modules work together by using the initialized data and 

through the transmission media to complete the overall 

function of the system. The secure e-government system 

structure is shown in Figure 8. 
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Figure. 8 Secure e-government system 

3. CONCLUSION  
Based on the research that led up to this paper, the security 

model for e-government that adopt layers in its structure is 

more coherent and comprehensive because of covering all 

threats that faced e-government in each country. Also this 

type of models is so easy to be understandable to the 

employees in any organization. 
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